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Foreword

ETAPS 2003 was the sixth instance of the European Joint Conferences on Theory
and Practice of Software. ETAPS is an annual federated conference that was esta-
blished in 1998 by combining a number of existing and new conferences. This year
it comprised five conferences (FOSSACS, FASE, ESOP, CC, TACAS), 14 sa-
tellite workshops (AVIS, CMCS, COCV, FAMAS, Feyerabend, FICS, LDTA,
RSKD, SC, TACoS, UniGra, USE, WITS, and WOOD), eight invited lectures
(not including those that are specific to the satellite events), and several tuto-
rials. We received a record number of submissions to the five conferences this
year: over 500, making acceptance rates fall below 30% for every one of them.
Congratulations to all the authors who made it to the final program! I hope that
all the other authors still found a way of participating in this exciting event, and
I hope you will continue submitting.

A special event was held to honor the 65th birthday of Prof. Wlad Turski,
one of the pioneers of our young science. The deaths of some of our “fathers” in
the summer of 2002 — Dahl, Dijkstra and Nygaard — reminded us that Software
Science and Technology is, perhaps, no longer that young. Against this sobering
background, it is a treat to celebrate one of our most prominent scientists and
his lifetime of achievements. It gives me particular personal pleasure that we are
able to do this for Wlad during my term as chairman of ETAPS.

The events that comprise ETAPS address various aspects of the system de-
velopment process, including specification, design, implementation, analysis and
improvement. The languages, methodologies and tools which support these ac-
tivities are all well within its scope. Different blends of theory and practice are
represented, with an inclination towards theory with a practical motivation on
the one hand and soundly based practice on the other. Many of the issues invol-
ved in software design apply to systems in general, including hardware systems,
and the emphasis on software is not intended to be exclusive.

ETAPS is a loose confederation in which each event retains its own identity,
with a separate program committee and independent proceedings. Its format is
open-ended, allowing it to grow and evolve as time goes by. Contributed talks
and system demonstrations are in synchronized parallel sessions, with invited
lectures in plenary sessions. Two of the invited lectures are reserved for “unify-
ing” talks on topics of interest to the whole range of ETAPS attendees. The
aim of cramming all this activity into a single one-week meeting is to create a
strong magnet for academic and industrial researchers working on topics within
its scope, giving them the opportunity to learn about research in related areas,
and thereby to foster new and existing links between work in areas that were
formerly addressed in separate meetings.

ETAPS 2003 was organized by Warsaw University, Institute of Informatics,
in cooperation with the Foundation for Information Technology Development,
as well as:

— European Association for Theoretical Computer Science (EATCS);

— European Association for Programming Languages and Systems (EAPLS);
— European Association of Software Science and Technology (EASST);

— ACM SIGACT, SIGSOFT and SIGPLAN.
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Foreword

The organizing team comprised:

Mikotaj Bojanczyk, Jacek Chrzaszcz, Piotr Chrzastowski-Wachtel, Grze-
gorz Grudzinski, Kazimierz Grygiel, Piotr Hoffman, Janusz Jabtonowski,
Mirostaw Kowaluk, Marcin Kubica (publicity), Stawomir Leszczynski (www),
Wojciech Moczydlowski, Damian Niwinski (satellite events), Aleksy Schu-
bert, Hanna Sokotowska, Piotr Stanczyk, Krzysztof Szafran, Marcin Szczuka,
Lukasz Sznuk, Andrzej Tarlecki (co-chair), Jerzy Tiuryn, Jerzy Tyszkiewicz
(book exhibition), Pawel Urzyczyn (co-chair), Daria Walukiewicz-Chrzaszcz,
Artur Zawtocki.

ETAPS 2003 received support from:!

Warsaw University

FEuropean Commission, High-Level Scientific Conferences and Information
Society Technologies

US Navy Office of Naval Research International Field Office,

European Office of Aerospace Research and Development, US Air Force
Microsoft Research

Overall planning for ETAPS conferences is the responsibility of its Steering Com-
mittee, whose current membership is:

Egidio Astesiano (Genoa), Pierpaolo Degano (Pisa), Hartmut Ehrig (Ber-
lin), José Fiadeiro (Leicester), Marie-Claude Gaudel (Paris), Evelyn Duester-
wald (IBM), Hubert Garavel (Grenoble), Andy Gordon (Microsoft Research,
Cambridge), Roberto Gorrieri (Bologna), Susanne Graf (Grenoble), Gorel
Hedin (Lund), Nigel Horspool (Victoria), Kurt Jensen (Aarhus), Paul Klint
(Amsterdam), Tiziana Margaria (Dortmund), Ugo Montanari (Pisa), Mo-
gens Nielsen (Aarhus), Hanne Riis Nielson (Copenhagen), Fernando Orejas
(Barcelona), Mauro Pezzé (Milano), Andreas Podelski (Saarbriicken), Don
Sannella (Edinburgh), David Schmidt (Kansas), Bernhard Steffen (Dort-
mund), Andrzej Tarlecki (Warsaw), Igor Walukiewicz (Bordeaux), Herbert
Weber (Berlin).

I would like to express my sincere gratitude to all of these people and organizati-
ons, the program committee chairs and PC members of the ETAPS conferences,
the organizers of the satellite events, the speakers themselves, and Springer-
Verlag for agreeing to publish the ETAPS proceedings. The final votes of thanks
must go, however, to Andrzej Tarlecki and Pawel Urzyczyn. They accepted the
risk of organizing what is the first edition of ETAPS in Eastern Europe, at a
time of economic uncertainty, but with great courage and determination. They
deserve our greatest applause.

Leicester, January 2003 José Luiz Fiadeiro

ETAPS Steering Committee Chair

! The contents of this volume do not necessarily reflect the positions or the policies of
these organizations and no official endorsement should be inferred.



Preface

The conference on Fundamental Approaches to Software Engineering (FASE)
alms at presenting novel results and discussing new trends in both theories for
supporting software engineering and experiences of application of theories for
improving software engineering practice.

This year, the conference focused on large-scale information and commu-
nication infrastructures evolving in time and functionalities and with stringent
quality constraints. The international community answered enthusiastically with
a record of 89 high-quality submissions in many key areas, covering both tradi-
tional and emerging technologies: software components and architectures, mobile
computing, aspect programming, object-oriented programming, distributed and
web computing, model integration, software measurements, analysis, and testing.
Contributions were submitted from 27 different countries, covering Europe (Ttaly,
Germany, United Kingdom, France, Belgium, Spain, Portugal, Poland, Austria,
Cyprus, Finland, Ireland, Luxemburg, Norway, Russia, and Sweden), America
(United States, Canada, Brazil, Argentina, and Chile), Asia (Korea, Japan, In-
dia, China, Jordan), and Australia.

Fach submission was reviewed by three independent reviewers. The quality
was high, the competition was strong, and the Program Committee worked hard
to select only the top-quality submissions, allowing time for the other authors
to assess the results that we hope to see presented soon to our community. The
resulting program included 26 papers and was introduced by a keynote address
from Michal Young.

We would like to thank all authors who submitted their work for presenta-
tion at FASE. Without their excellent contributions, the work of the Program
Committee would have been tedious and we would not have been able to prepare
such a great program. We express our gratitude to the Organizing and Steering
Committees, who gave us excellent support. A special thanks to the members of
the Program Committee and the many reviewers who supported a smooth and
exciting reviewing process.

Milan, January 2003 Mauro Pezzé
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Symbiosis of Static Analysis and Program
Testing

Michal Young

University of Oregon, Dept. of Computer Science
michal@cs.uoregon.edu

1 Introduction

The fundamental fact about verifying properties of software, by any means, is
that almost anything worth knowing is undecidable in principle. The limita-
tions of software testing, on the one hand, and static analysis on the other, are
just different manifestations of this one basic fact. Because both approaches to
verification are ultimately doomed, neither is likely to supplant the other in
the foreseeable future. On the other hand, each can complement the other, and
some of the most promising avenues of research are in combinations and hybrid
techniques.

2 Limits of Dynamic Testing

The basic theory underlying testing is almost entirely negative. One can of course
resort to randomized testing if the objective is to measure rather than to im-
prove the product, but the number of test cases required to obtain high levels
of confidence is astronomical [5]. Moreover, statistical inferences are valid only
if one has a valid statistical model of use, which is rare. More often testing is
systematic, not random, and aimed at finding faults rather than estimating the
prevalence of failures.

Systematic testing exercises divides the set of possible executions into a finite
number of classes, and inspects samples from each class on the hope that classes
are sufficiently homogeneous to raise the likelihood of fault detection. Thus sys-
tematic testing, whether based on program structure or specification structure
or something else, is based on a model of software and a hypothesis that faults
are somehow localized by the model. This hypothesis is not verifiable except in-
dividually and after the fact, by observing whether some test obligation induced
from the model was in fact effective in selecting fault-revealing test cases.

3 Limits of Static Analysis

The unsatisfying foundations of testing make exhaustive, static analyses seem
more attractive. Isn’t it better to achieve some kind of result that is sound, even
if we must accept some spurious error warnings, or restrict the class of programs

M. Pezze (Ed.): FASE 2003, LNCS 2621, pp. 10B] 2003.
© Springer-Verlag Berlin Heidelberg 2003



2 M. Young

to be analyzed, or check properties that are simpler than those we really want to
analyze? Indeed, some properties can be incorporated into the syntax or static
semantics of a programming language and checked every time we compile a
program, like Java’s requirement to initialize each variable before use and to
explicitly declare the set of exceptions that can be thrown or propagated by a
program unit.

Exhaustive static analyses are necessarily based on abstract models of the
software to be checked. The static checks that have been built into Java are
based on simple models derived from program syntax. The “initialize before
use” rule is based on a simple, local control flow model, and crucially it side-
steps the fundamental limitation of undecidability by not distinguishing between
executable and unexecutable program paths. It is acceptable for a Java compiler
to reject a program with a syntactic path on which the first use of a variable
appears before it is assigned a variable, even if that path can never be taken,
because the restriction is easy to understand and the “fault” is easy to repair.
The rule regarding declaration of exceptions is likewise based on a simple, easily
understandable call-graph model. Because the rules can be understood in relation
to these models, we accept them as being rather strict but precise, rather than
viewing them as producing spurious error reports.

More sophisticated program checks — for example, checking synchronization
structure to verify absence of race conditions — place much heavier demands on
extraction of an appropriate model. If the model is too simple, the analysis is
apt to be much too pessimistic, and unlike the Java rules mentioned above there
may be no reasonable design rule to prevent spurious error reports. If the model
is sufficiently expressive to avoid spurious error reports, an exhaustive analysis is
likely to be unacceptably expensive. The remaining option is to use an expressive
model, but limit analysis effort by other means, such as using a non-exhaustive
(and unsound) analysis, in which case the “static” analysis becomes a kind of
symbolic testing.

Sometimes the model is produced by a human, and in that case again the
limits on analysis are not too onerous if failures are reported in the form of
counter-examples whose cause is easily diagnosed. Crafting a model with ap-
propriate abstractions to efficiently verify properties of interest is a challenging
design task, but arguably at least the effort is recouped in establishing a clearer
understanding of the software system [16]. A remaining problem is that one can-
not be certain of the correspondence between the model and the actual software
system it represents. Verifying their correspondence has, roughly speaking, the
same difficulty as extracting models directly from software, and raises essentially
the same issues.

Despite the surge of interest in static analysis of models derived directly (with
varying degrees of automation) from actual software source code [SI[I4ITTI2], the
fundamental limitation imposed by undecidability ensures that static analysis
will not supplant dynamic testing anytime soon. In some application domains,
it may be possible to impose enough restrictions on programs that testing is
relegated to a minor role. One can imagine severe restrictions on programming
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style in software destined for medical devices, for example. In the larger world
of software development, the trends are in the wrong direction. Dynamically
reconfigurable systems, programs that migrate across a network, end-user pro-
grammable applications, and aspect-oriented programming (to pick a few) all
widen the gap between the kinds of programs that developers write, and the
kinds of programs that are amenable to strong static analysis.

4 Symbiotic Interactions

Testing has limitations, and static analysis has limitations, but it does not follow
immediately that some combination or hybrid of testing and analysis should be
better than either one independently. One could imagine that, while neither is
perfect, one dominates the other. But this does not turn out to be the case,
and there are many current examples of symbiotic interactions between static
analysis and testing as well as additional opportunities for fruitful combinations.

One interesting class of combination is an individual technique that combines
aspects of both, exploring selected scenarios like testing but using a symbolic rep-
resentation of program state more like a pure static analysis technique. Symbolic
testing techniques have the same ultimate limitation as conventional testing, but
using symbolic representations they can more effectively search for particular
classes of program fault. Howden developed a symbolic testing technique more
than 25 years ago [13], but program analysis technology and computing power
was perhaps not ready for it then. Lately the technique has been revived and
elaborated, notably in Pincus’ Prefix [4] and Engler’s Metal [7].

Symbolic testing, like conventional testing, is not sound: If we fail to find a
violation of some property of interest, that does not constitute a proof of the
property. Exhaustive static analyses, on the other hand, are typically designed
to be sound, at least with respect to the abstract model on which they operate.
As we noted above, this leaves the problem of discrepancies between the model
and the underlying program. Relegating the problem of model conformance to
dynamic testing, as in communication protocol conformance testing, is an at-
tractive option. Separating analysis of the model from dynamic testing of model
conformance makes each simpler. It makes diagnosing problems in the model
much easier, and provides much more flexibility (e.g., in the use of pointers and
other dynamic structures) than insisting that the programmer use only idioms
that can be automatically (and soundly) abstracted to a model.

Dynamic testing often divides the execution space of a program into puta-
tive equivalence classes based on the results of some form of static analysis of
program text, e.g., data flow testing based on def-use associations produced by
a data flow analysis. To date, most such testing techniques have been based on
conservative analyses. For example, points-to analysis typically overestimates
the set of pointers that can point to the same object, resulting in spurious def-
use associations; this in turn can lead to test obligations that cannot be met.
While conservative analysis can be justified when used directly to find faults, it
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makes more sense to use a precise but unsafe analysis to provide guidance for
testing [12].

One could take this a step further: It is easy to imagine static program
analyses that are unsound, but which produce as a by-product a set of unverified
assumptions to be checked by dynamic testing. For example, one might choose
to perform a static analysis that ignores exceptions or some aliasing relations,
except for those that have been observed in dynamic tests. Or, one could produce
static analysis results in which “maybe” results are distinguished from definite
faults, as Chechik and Ding have done with model checking [6], and use “maybe”
results as guidance to testing.

Even a simple, intraprocedural control flow graph mode model is overly con-
servative in that it includes program paths that cannot actually be executed,
so systematic testing typically ends with a residue of unmet coverage obliga-
tions. This residue itself can be considered as a kind of model or hypothesis
about behavior in actual use. If we release a product with some unmet coverage
obligations, we are hypothesizing that they are either impossible to execute (an
artifact of an overly conservative model) or at least so rarely executed as to
be insignificant. This hypothesis can be tested in actual use, through program
instrumentation [I5//3].

Increased computational power and clever algorithms benefit dynamic test-
ing and program monitoring, just as they have benefited static analysis and par-
ticularly finite-state verification techniques. One of the techniques that would
have seemed implausible a decade ago is dynamically gathering “specifications”
(more precisely, hypothetical properties) during program execution, as in Ernst’s
Daikon [9] and the “specification mining” technique of Ammons, Bodik, and
Larus [1]. These can be applied directly to testing [10]. An interesting possibility
is to make these highly likely but unproven properties available to static analysis
techniques, again giving up soundness (when necessary) to achieve more precise
analysis. It is also possible that, once identified, some of them might be statically
verified.

Many years ago, a battle raged between the partisans of program verification
and of dynamic testing. Thankfully, that battle is long over, and static and
dynamic analysis techniques (as well as other aspects of formal methods, such as
precise specification) are almost universally regarded as complementary. Models
are the common currrency of static analysis and dynamic testing. By accepting
the inevitability of imperfect models, we open many opportunites for synergistic
combinations.
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An Ontology for Software Component Matching

Claus Pahl

Dublin City University, School of Computer Applications
Dublin 9, Ireland
Claus.Pahl@dcu.ie

Abstract. The Web is likely to be a central platform for software deve-
lopment in the future. We investigate how Semantic Web technologies,
in particular ontologies, can be utilised to support software component
development in a Web environment. We use description logics, which
underlie Semantic Web ontology languages such as DAML+OIL, to de-
velop an ontology for matching requested and provided components. A
link between modal logic and description logics will prove invaluable for
the provision of reasoning support for component and service behaviour.

1 Introduction

Component-based Software Engineering (CBSE) increases the reliability and
maintainability of software through reuse [12]. Providing reusable software com-
ponents and plug-and-play style software deployment is the central objective.
CBSE originates from the area of object-oriented software development, but
tries to overcome some of the problems associated with object-orientedness [I].
Components are software artefacts that can be individually developed and te-
sted. Constructing loosely coupled software systems by composing components
is a form of software development that is ideally suited for development in dis-
tributed environments such as the Web. Distributed component-based software
development is based on component selection from repositories and integration.

Reasoning about component descriptions and component matching is a cri-
tical activity [3]. Ontologies are knowledge representation frameworks defining
concepts and properties of a domain and providing the vocabulary and facilities
to reason about these. Two ontologies are important for the component context:

0 Application domain ontologies describe the domain of the software applica-
tion under development.

0 Software development ontologies describe the software development entities
and processes.

The need to create a shared understanding for an application domain is long
recognised. Client, user and developer of a software system need to agree on
concepts for the domain and their properties. Domain modelling is a widely used
requirements engineering technique. However, with the emergence of distributed
software development and CBSE also the need to create a shared understanding
of software entities and development processes arises. We will present here a

M. Pezzé (Ed.): FASE 2003, LNCS 2621, pp. 60BI] 2003.
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software development ontology providing the crucial matching support for CBSE
that is a substantial step ahead compared to the reasoning capabilities of current
matching approaches such as DAML-S for Web Services [4J5].

Component matching techniques are crucial in Web-based component de-
velopment. Providing component technology for the Web requires to adapt to
Web standards. Since semantics are particularly important, ontology languages
and theories of the Semantic Web initiative [6] need to be adopted. Formality in
the Semantic Web framework facilitates machine understanding and automated
reasoning. The ontology language DAML+OIL is equivalent to a very expressive
description logic [7U8]. This fruitful connection provides well-defined semantics
and reasoning systems. Description logics provide a range of class constructors
to describe concepts. Decidability and complexity issues — important for the
tractability of the technique — have been studied intensively.

Description logic is particularly interesting for the software engineering con-
text due to a correspondence between description logics and modal logic [8/9].
The correspondence between description logics and dynamic logic (a modal logic
of programs) is based on a similarity between quantified constructors (expres-
sing quantified relations between concepts) and modal constructors (expressing
safety and liveness properties of programs). We aim to enable the specification
of transition systems in description logic. This enables us to reason about service
and component behaviour. We present a novel approach to Web component mat-
ching by encoding transitional reasoning about safety and liveness properties —
essentially from dynamic logic which is a modal program logic [10] — into a
description logic and ontology framework.

We focus on the description of components and their services and their rela-
tion to the Semantic Web in Sect.[Z. Reasoning about matching is the content
of Sect.[3. We end with a discussion of related work and some conclusions.

2 Service and Component Description

2.1 The Component Model

Different component models are suggested in the literature [12J11J12]. Here is
an outline of the key elements of our component model:

0 Ezplicit export and import interfaces. In particular explicit and formal import
interfaces make components more context independent. Only the properties
of required services and components are specified.

0 Semantic description of services. In addition to syntactical information such
as service signatures, the abstract specification of service behaviour is a
necessity for reusable software components.

0 Interaction patterns. An interaction pattern describes the protocol of service
activations that a user of a component has to follow in order to use the
component in a meaningful way.

An example that illustrates our component model — see Fig. Il - consists of a
service requestor and a service provider component. The interface allows users to
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Component DocInterface Component DocStorageServer

import services import services
create(id:ID) .
retrieve(id:ID) :Doc export services
update (id:ID,upd:Doc) crtDoc(id:ID)
preCond valid(upd) rtrDoc(id:ID) :Doc
postCond retrieve(id)=upd updDoc (id:ID,upd:Doc)

export services preCond wellFormed (upd)
openDoc(id:ID) postCond rtrDoc(id)=upd AwellFormed (upd)
saveDoc(id:ID, doc:Doc) delDoc(id:ID)

import interaction pattern export interaction pattern
create; ! (retrieve+update) crtDoc; ! (rtrDoc+updDoc) ;delDoc

Fig. 1. Document processing example

open and save documents; it requires services from a suitable server component to
create, retrieve, and update documents. The server provides a range of services.
An empty document can be created using crtDoc. The request service rtrDoc
retrieves a document, but does not change the state of the server component,
whereas the update service updDoc updates a stored document without returning
a value. Documents can also be deleted. A requirements specification of a service
user for an update service is given. If documents are XML-documents, these
can be well-formed (correct tag nesting) or valid (well-formed and conform to a
document type definition DTD). We have specified an import interaction pattern
for client DocInterface and for provider DocStorageServer an export pattern.
The import pattern means that the create service is expected to be executed
first, followed by a repeated invocation of either retrieve or update.

2.2 An Ontology for Component Description

The starting point in defining an ontology is to decide what the basic ontology
elements — concepts and role — represent. Our key idea is that the ontology
formalises a software system and its specification, see Fig. 2l Concepts repre-
sent component system properties. Importantly, systems are dynamic, i.e. the
descriptions of properties are inherently based on an underlying notion of state
and state change. Roles represent two different kinds of relations. Transitional
roles represent accessibility relations, i.e. they represent processes resulting in
state changes. Descriptional roles represent properties in a given state.

We develop a description logic to define the component matching ontology.
A description logic consists of three types of entities. Individuals can be thought
of as constants, concepts as unary predicates, and roles as binary predicates.
Concepts are the central entities. They can represent anything from concrete
objects of the real world to abstract ideas.

Dellnition 1. Concepts are collections or classes of objects with the same pro-
perties. Concepts are interpreted by sets of objects. Individuals are named ob-
jects. Concept descriptions are formed according to the following rules: A is
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Fig. 2. Software development ontology

an atomic concept, and if C and D are concepts, then so are T, L, =C, and
C 11 D. Combinators such as CUD or C — D are defined as usual. Roles are
relations between concepts.

Roles allow us to associate properties to concepts. Two basic forms of role ap-
plications are important for our context. These will be made available in form
of concept descriptions.

Delnition 2. Value restriction and existential quantification extend the set of
concept description. A value restriction VRC' restricts the value of role R to
elements that satisfy concept C. An existential quantillcation IRMC requires
the existence of a role value. Quantified roles can be composed. Since VRorC' is
a concept description, the expression YR RoxC' is also a concept description.

Example 1. An example for the value restriction is VpreCond.wellFormed:
all conditions are well-formed. An existential quantification is
JpreCond.wellFormed: there is at least one condition preCond that is
well-formed.

The constructor VRXC' is interpreted as either an accessibility relation R to a
new state C for transitional roles such as update, or as a property R satisfying
a constraint C' for descriptional roles such as postCond.

Ezample 2. For a transitional role update and a descriptional role postCond,
the expression YupdateWpostCondrequal (retrieve(id),doc) means that by
executing service update a state can be reached that is described by the post-
condition equal(retrieve(id),doc) — an element of a condition domain.

2.3 Interpretation of Concepts and Roles

We interpret concepts and roles in Kripke transition systems [10]. Kripke tran-
sition systems are semantical structures used to interpret modal logics that are

! In description logic terminology, this language is called ALC, which is an extension
of the basic attributive language AL.
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also suitable to interpret description logics. Concepts are interpreted as states.
Transitional roles are interpreted as accessibility relations.

Dellnition 3. A Kripke transition system M = (S<L<7<I) consists of a
set of states S, a set of role labels L, a transition relation T C S X L X S, and
an interpretation I. We write R C S x S for a transition relation for role R.

The set S interprets the state domains pre, post, and inv — see Fig. 2l Later we
extend the set S of states by several auxiliary domains such as Cond, Sign, or
Literal that represent description domains for service and component properties.

Dellnition 4. For a given Kripke transition system M with interpretation I,
we define the model-based semantics of concept descriptions:

VRC)! = {a € S|Vbxab) € R —be C1}
BRC) = {a € S|F{ab) € RIAbe CT}

A notion of undefinedness or divergence exists in form of bottom 1. Some pre-
defined roles, e.g. the identity role id interpreted as {(z<x)|z € S}, shall be in-
troduced. The predefined descriptional roles are defined as follows: preCond! C
prel x Cond!<inSign’ C pre! x Sign’< postCond! C post! x Cond’<outSign’ C
post! x Sign'<servName! C inv! x Literal’< servDescr! C inv! x Literal®.

The semantics of description logics is usually given by interpretation in mo-
dels. However, it can also be defined by translation into first-order logic [§]. Con-
cepts C' can be thought of as unary predicates C(z). Roles R can be thought of
as binary relations R(z<y). Then, YRC' corresponds to VapR(y<x) — C(z).

2.4 Role Constructs and Component Behaviour

Expressive role constructs are essential for our application. Transitional roles R
represent component services: (R7)! € S x S. They are interpreted as accessi-
bility relations on states. Descriptional roles Rp are used to describe properties
of services dependant on the state: (Rp)! C S x D for some auxiliary domain D.
These are interpreted as relations between states and property domains. In our
case, the set of descriptive roles is fixed (preCond, postCond, inSign, outSign,
etc.), whereas the transitive roles are application-specific services.

An ontology for component matching requires an extension of basic descrip-
tion logics by composite roles that can represent interaction patterns [§].

Dellnition 5. The following role constructors shall be introduced:

0 R;S sequential composition with (R;S)! = {acc)eS'xST|Fbx{a<b) € RIA
(b<c) € ST}; often we use o instead of ; to emphasise functional composition
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0 !R iteration with |R! = Ui21<R1)i7 i.e. the transitive closure of R!
0 R+ S non-deterministic choice with (R+ S)! = RT U S!

Ezxpressions constructed from role names and role constructors are composite
roles. P(Ry<pp>< R,,) is an abstraction refering to a composite role P based on
the atomic roles Ri<pbd>< R,,.

Ezxample 3. The value restriction V create;! (retrieve+update) >postState
is based on the composite role create;! (retrieve+update).

Dellnition 6. A role chain R; oo R, is a sequential composition of func-
tional roles (roles that are interpreted by functions).

Axioms in our description logic allow us to reason about service behaviour.
Questions concerning the consistency and role composition with respect to pre-
and postconditions can be addressed.

Proposition 1. Selected properties of quantified descriptions: (i) VRNVSX' <
R;SC, (i) VRC M D < VRC MVReD, (i) VR U SXC < VRC LUVSHC.

Proof. Follows from proofs from dynamic logic axioms such as [p][q]ll < [p;q]l
for (i) — see [10] Theorem 3. O

A special form of a role constructor is the existential predicate restriction.
This will be needed in conjunction with concrete domains — see Sect. [2.6]

Dellnition 7. The role expression I(u<>pb<u, )>P is an existential predicate
restriction, if P is an n-ary predicate of a concrete domain — concepts can only
be unary — and uy<>d>u, are role chains. Analogously, we define the universal
predicate restriction V(u<pbd<u, )>P.

I(z<y)requal expresses that there are role fillers for the two roles x and y that
are equal. The expression V(z<y)requal requires all role fillers to be equal.

2.5 Names and Parameterisation

Individuals are introduced in form of assertions. For instance Doc (D) says that
individual D is a document Doc. length(D,100) says that the length of D is 100.

Dellnition 8. Individual x with C(x) is interpreted by x' € S with ! € CT.

It is also possible to introduce individuals on the level of concepts and roles.

Dellnition 9. The set constructor, written {a;<>bd<a,} introduces the indi-
vidual names aj<obb<a,. The role Oller R : a is defined by (R : a)l = {b €
S|(bsa’) € R}, i.e. the set of objects that have a as a filler for R.

This means that R : a and JRp{a} are equivalent.
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The essential difference between classical description logic and our variant
here is that we need names to occur in role and concept descriptions. A descrip-
tion logic expression Vcreatervalid usually means that valid is a concept, or
predicate, that can be applied to some individual object; it can be thought of as
Vcreate(x)walid(x) for an individual x. If roles are services, then x should not
represent a concrete individual, but rather a name or a variable. For instance
the document creation service create has a parameter id.

Our objective is to introduce names into the description language. The role
filler construct provides the central idea for our definition of names.

Dellnition 10. We denote a name n by a role n[Name], defined by (n[Name])!
= {(nf<n!)}. A parameterised role is a transitional role R applied to a name
n[Name], i.e. Ron[Name].

In first-order dynamic logic, names are identifiers interpreted in a non-abstract
state. These names would have associated values, i.e. a state is a mapping (bin-
ding of current values). However, since we are going to define names as roles this
explicit state mapping is not necessary.

Proposition 2. The name definition n[Name] is derived from the role filler
and the identity role definition: (n[Name])! (n?) = (id : n)?.

Proof. (n[Name])I(n) = {(nf<nD)}(n!) = {n!} = {nf|(nf<n!) € id'} =
{b(bsnt) €id'} = (id : n)?. O

The idea of presenting names as roles is borrowed from category theoryE.

We can now express a parameterised role Vcreate o id[Namelrpost defi-
ned by {z|VyXz<y) € (create o id[Name])! — y € post!} which is equal
to {id!|y € post!}, where y is a postState element that could be further
described by roles such as y = VpostCondrpost I VoutSignrout. The expres-
sion create o id[Name] is a role chain, assuming that create is a functional
role: (create o id[Name])! = {(a< o)|(a<b) € id[Name]' A (bsc) € create’} =
{(idf<p)|(idf<idl) € id[Name]! A (id'<p) € create!} = {(idl<p)}.

Ezxample 4. With names and role composition the following parameterised role
chain can now be expressed:

V update o(id[Name]<doc[Name]); postCond >equal (retrieve(id),doc)

Note, that we often drop the [Name| annotation if it is clear from the context
that a name is under consideration.

2 A point in category theory [13] resembles our name definition. A point in the category
of finite sets is an arrow from a singleton set 1 to another object. This arrow can be
seen as a mapping giving a name to a target value.
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2.6 Concrete Domains and Property Types

Concrete domains and predefined predicates for these domains have been propo-
sed to add more concrete elements to descriptions [§]. A classical example is to
introduce a numerical domain with predicates such as <, > or equality. These
predicates can be used in the same way as concepts — which can also be thought
of as unary predicates. An example is Doc N Jlength>>100 where the last ele-
ment is a predicate {n|n > 100}. length is a functional role, i.e. an attribute
which maps to a concrete domain. Binary predicates such as equality can be used
in conjunction with predicate restriction role constructors, e.g. 3(x<y)requal.

Dellnition 11. Concrete domains are interpreted by algebraic structures with
a base set and predicates interpreted as n-ary relations on that base set.

Concrete domains are important in our context since they allow us to repre-
sent application domain-specific knowledge. These domains will be refered to by
type names. Concrete domains are needed for all application-oriented types used
in a component specification.

Ezxample 5. The update service deals with two types of entities: documents and
identifiers. The document domain Doc = JhasStatus .valid U wellFormed
and valid C wellFormed describes documents. Two predicates valid and
wellFormed exist, which are in a subsumption or subclass relation. For the
identifier domain ID only a binary predicate equal shall be assumed.

2.7 Contracts and Interaction Patterns

Axioms are introduced into description logics to reason about concept and role
descriptions.

Dellnition 12. Subconcept C1 E C2, concept equality C1 = C2, subrole R1 C
R2, role equality R1 = R2, and indiwidual equality {x} = {y} are axioms. The
semantics of these axioms is defined based on set inclusion of interpretations for
C and equality for =.

All forms of axioms are reducible to subsumption, i.e. subconcept or subrole [§].
Description logics often introduce an equivalence of concepts often as a definition
in a macro style — the left-hand side is a new symbol, e.g. Status = valid U
wellFormed.

Contractual service descriptions form the basis of the matching of com-
ponent services represented by atomic roles. The specification of update using
axioms in description logic in Fig. Blillustrates this. Interaction patterns can
be specified using composite roles, e.g. Vcreate oid;!(retrieve o id + updateo
(id<doc))rpost. It describes the interaction protocol that a component can en-
gage in. There is one import interaction pattern and one export interaction
pattern for each component.

The logic allows us to specify both safety and liveness properties of services.
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VpreCond.valid(doc)

M VinSign.(id : ID,doc : Doc)

M VYupdate o (id,doc).post

post = VpostCond.equal(retrieve o id,doc)
M VoutSign.()
VservName.{"update"}

M VservDescr.{"updates document"}
M Yupdate o (id,doc).inv

pre

inv

Fig. 3. Contractual description of service update

<daml:Class>
<daml:Restriction>
<daml:onProperty rdf:resource="#update(id,doc)"/>
<daml:toClass>
<daml:union0Of rdf:parseType="daml:collection">
<daml:Restriction>
<daml:onProperty rdf:resource="#postCond"/>
<daml:hasClass rdf:resource="#equal(retrieve(id),doc)"/>
</daml:Restriction>
<daml:Restriction>
<daml:onProperty rdf:resource="#outSign"/>
<daml:hasClass rdf:resource="#()"/>
</daml:Restriction>
</daml:union0f>
</daml:toClass>
</daml:Restriction>
</damL:Class>

Fig. 4. DAML+OIL specification

Ezample 6. We can express that eventually after executing create, a document
will be deleted: (VpreCondstrue) 1 (VcreateDEldeleteWpostConthrue.

2.8 DAML+OIL and the Semantic Web

The Semantic Web initiative bases the formulation of ontologies on two
Web technologies for content description: XML and RDF/RDF Schema. RDF
Schema is an ontology language providing classes and properties, range and
domain notions, and a sub/superclass relationship. Web ontologies can be de-
fined in DAML4OIL - an ontology language whose primitives are based on

3 This corresponds to a dynamic logic formula true — [create(id)](delete(id)) true
combining safety ([...]¢) and liveness ({...)1) properties.
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XML and RDF/RDF Schema, which provides a much richer set of descrip-
tion primitives. DAML4OIL can be defined in terms of description logics
[14]. However, DAML+OIL uses a different terminology; corresponding noti-
ons are class/concept or property/role. We present the DAML+OIL specifica-
tion of formula Vupdate o (id<doc)XVpostCondrequal (retrieve(id) ,doc) I
YoutSign() ) in Fig.

3 Inference and Matching

The two problems that we are concerned with are component description and
component matching. Key constructs of description logics to support this are
equivalence and subsumption. In this section, we look at component matching
based on contracts and how it relates to subsumption reasoning.

3.1 Subsumption
Subsumption is defined by subset inclusions for concepts and roles.

Dellnition 13. A subsumption C| C Cy between two concepts Cy and Cy is
defined through set inclusion for the interpretations C{ C C%. A subsumption
R1 C Ry between two roles Ry and Ry holds, if R{ - Ré.

Subsumption is not implication. Structural subsumption (subclass) is weaker
than logical subsumption (implication), see [§].

Proposition 3. The following axioms hold for concepts Cy and Cy: (i) Cy N
OQ E Cl, (’LZ) Cl A CQ — Cl, (ZZZ) 02 — Cl implies CQ E Cl.

Proof. (i) C; M Cy T C; is true since C{ N CL C Cf. (ii) Cy A Cy — Cy is
true since (Cy A C2)! C CL. (iii) Co — Cy implies C4 C Cf since structural
subsumption is weaker than logical subsumption. a

We can use subsumption to reason about matching of two service descriptions
(transitional roles).

3.2 Matching of Services

Subsumption is the central reasoning concept in description logics. We will in-
tegrate service reasoning and component matching with this concept.

A service is functionally specified through pre- and postconditions. Matching
of services is defined in terms of implications on pre- and postconditions and
signature matching based on the widely accepted design-by-contract approaclrﬁ.
The CONS inference rule, found in dynamic logic [I0], describes the refinement
of services. Based on the hypotheses 0 — 0’0 — [p] O< and 0’ — 0 we can
conclude 0’ — [p]l’. A matching definition for services, i.e. transitional roles,
shall be derived from the CONS rule.

4 We ignore other descriptions such as invariants and possible improvements of our
refinement notion through subsignatures here.
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Dellnition 14. A provided service P rellnes a requested service R, or service
P matches R, if

VinSignting MY RNoutSigntout g
VinSigntinp MY PNoutSigntout p

(‘inp =ing N outp = oulp

(signatures are compatible: types of corresponding parameters are the same) and

VpreCondepreg MY RYpostCondpost g
VpreCondepre p MY PYpostCondrpost p

( prer C prep A postp C postr

(requested service precondition is weakened and postcondition strengthened).

Matching of service descriptions is refinement. This is a contravariant inference
rule that captures service matching based on formal behaviour specification.

Ezample 7. The service updDoc of the document server matches the require-
ments of update — a service that might be called in methods provided by
the interface. Signatures are compatible. updDoc has a weaker, less restric-
ted precondition (valid(doc) implies wellFormed(doc)) and a stronger po-
stcondition (the conjunction retrieve(id)=doc A wellFormed(doc) implies
retrieve(id)=doc). This means that the provided service satisfies the requi-
rements.

Proposition 4. The matching rule for services defined in Definition s So-
und.

Proof. (i) Assume that VpreCondsprer and pregr T prep. Then preCond!
{(a<b)|b € preL} and prel, C prel implies preCond! = {(a<b)|b
preb} for VpreCondsprep. (ii) Assume that VR; postCondsposty and postp
postr. The former implies that (R;postCond)! = {(a<c)|(3bx{a<b) € R’
(bsc) € postCond’) A ¢ € posth} and posth C  posth, implies that
(P; postCond)! = {(a<c)|(I'Hast/) € P A (b<c) € postCond!) A ¢ € postL}
for VP; postCondrpost p for a role P that is syntactically compatible with R. O

> m

Matching implies subsumption, but is not the same. Refinement (matching
of services) is a sufficient criterion for subsumption.

Proposition 5. If service P refines (or matches) R, then P C R.

Proof. If P refines R, i.e. prel, C prel, and posth, C posth,, then for each (a<b) €
P! there is an (a<b) € R!. Therefore, P/ C R!, and consequently P C R. a

If the conditions are application domain-specific, e.g. predicates such as
valid(doc), then an underlying domain-specific theory provided by an appli-
cation domain ontology can be integrated via concrete domains.
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3.3 Matching of Interaction Patterns

Together with service matching based on contractual descriptions, interaction
pattern matching is the basis of component matching.

A notion of consistency of composite roles relates to the underlying service
specifications based on e.g. pre- and postconditions.

Dellnition 15. A composite role P(Ry<>bb< R,,) is consistent, if the last state
is reachable. A concept description VP(Ri<pbb R, )6C' with transitional role P is
reachable if {(a<b) € P!|3bth € C'} is not empty.

Proposition 6. A composite role P is consistent if the following (sufficient)

conditions are satisfied:

(i) for each sequence R;S in P : YpostCondspostr C VpreCondmpreg

(ii) for each iteration \R in P : VpostCondrpostr C VpreCondrpreg

(i) for each choice R+ S in P : YpreCondprer MVpreCondpres — and
VpostCondepost g M VpostCondepost g

Proof. By definition (R;S)! = {(acc) € (R;S)!|3{asb) € RI A (bec) €
ST}, Then VpostCondeost{% C V}m’eC’ondW)refg implies that each b €
VpostCondeostf% is also in VpreC’onderefg, ie. b € VpostC’ondeostf? = b€
VpreCondsprel. Similarly for |R since |R = R;pp>; R. For each R+ S both pre-
and postconditions need to be enabled to guarantee successful execution. a

Dellnition 16. A component interaction pattern is a consistent composite
role P(Ry<pbb< R,,) constructed from transitional role names and the connectors ;
, |, and +B. mteraction patterns are interpreted by pattern transition graphs
for composite transitional roles, i.e. the graphs that represent all possible pattern
executions.

Both client and provider components participate in interaction processes ba-
sed on the services described in their import and export interfaces. The client
will show a certain import interaction pattern, i.e. a certain ordering of requests
to execute provider services. The provider on the other hand will impose a con-
straint on the ordering of the execution of services that are provided.

The specification of interaction patterns describes the ordering of observable
activities of the component process. Process calculi suggest simulations and bi-
simulations as constructs to address the equivalence of interaction patterns. We
will use a notion of simulation between processes to define interaction pattern
matching between requestor and provider.

Dellnition 17. A provider interaction pattern P(Sy<pbp<Sy) simulates a re-
quested interaction pattern R(Ti<obbd<T}), or pattern P matches R, if there
exists a homomorphism 6 from the transition graph of R to the transition graph
of P, i.e. if for each R, ELR Ry, there is a P, —> P, such that R, = 0(Py),
Ry, =0(P), and S; refines T;.

5 We often drop service parameters in patterns since only the ordering is relevant.
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Matching of interaction patterns is simulation. The form of this definition ori-
ginates from the simulation definition of the O-calculus, see e.g. [15]. Note, that
simulation subsumes service matching. The provider needs to be able to simulate
the request, i.e. needs to meet the expected interaction pattern of the requestor.

The definition implies that the association between S; and 7} is not fixed,
i.e. any S; such that S; refines T} for a requested service T is suitable. For a
given T}, in principle several different provider services S; can provide the actual
service execution during the process execution.

Ezample 8. The provider requires crtDoc; ! (rtrDoc+updDoc) ;delDoc and the
requestor expects create; ! (retrieve+update) as the ordering. Assuming that
the service pairs crtDoc/create, rtrDoc/retrieve, and updDoc/update match
based on their descriptions, we can see that the provider matches (i.e. simulates)
the required server interaction pattern. The delDoc service is not requested.

As for service matching we expect interaction pattern matching not to be the
same as subsumption. Subsumption on roles is input/output-oriented, whereas
the simulation needs to consider internal states of the composite role execution.
For each request in a pattern, there needs to be a corresponding provided service.
However, matching is again a sufficient condition for subsumption.

Proposition 7. If the component interaction pattern P(Sj<pbp<Sy) simulates
the interaction pattern R(Ty<vb><T)), then R C P.

Proof. If P(S<pp>< Sy) simulates R(Ty<>bb<T), then for each (a<b) € R there
is a pair (a<b) € P!. Therefore, R’ C P! and consequently R C P follow. O

Note, that the provider might support more transitions, i.e. subsumes the re-
questor, whereas for service matching, the requestor subsumes the provider (the
provider needs to be more specific).

3.4 Complexity and Decidability

The tractability of reasoning about descriptions is a central issue for description
logic. The richness of our description logic has some negative implications for the
complexity of reasoning. However, some aspects help to reduce the complexity.
We can restrict roles to functional roles. Another beneficial factor is that for
composite roles negation is not required. We do not investigate this aspect in
depth [8] — only one issue shall be addressed.

A crucial problem is the decidability of the specification if concrete domains
are added. Admissible domains guarantee decidability.

Dellnition 18. A domain D is called admissible if the set of predicate names
18 closed under negation, i.e. for any n-ary predicate P there is a predicate Q such
that QP = (SP)"\ PP, there is a name T p for ST, and the satisfiability problem
is decidable; i.e. there exists an assignment of elements of SP to variables such

that the conjunction Nf_, P; (xgi)<l>i>i>< Lﬁf)) of predicates P; becomes true in D.
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Proposition 8. We can show that our chosen concrete domains (documents
and identifiers) — see Ezample[d — are admissible.

Proof. In [8], it is shown that the domain A with the set of nonnegative integers
and the predicates << <<><> is admissible. We can map documents and iden-
tifiers to nonnegative numbers and lexicographical ordering predicates to the
binary predicates. Consequently, the domains are admissible. a

4 Related Work

The formula Vupdate o (id,doc)¥postCondrequal (retrieve(id) ,doc) in de-
scription logic corresponds to [update(id,doc)|[postCond] retrieve(id)=doc
in dynamic logic. Schild [9] points out that some description logics are notational
variants of multi-modal logics. This correspondence allows us to integrate modal
axioms and inference rules about programs or processes into description logics.
We have expanded Schild’s results by addressing the problem of representing
names in the notation and by defining a matching inference framework.

Some effort has already been made to exploit Semantic Web and ontology
technology for the software domain [4/5/16]. All of these approaches have so far
focused on the restricted component-aspects of Web services. [L6] addresses the
configuration of Web services; [5] presents solutions in the DAML-S context,
which is the closest project to our work.

DAML-S [] is a DAML+OIL ontology for describing properties and capabi-
lities of Web services. DAML-S represents services as classes (concepts). Know-
ledge about a service is divided into two parts. A service profile is a class that
describes what a service requires and what it provides, i.e. external properties.
A service model is a class that describes workflows and possible execution paths
of a service, i.e. properties that concern the implementation. DAML-S relies on
DAML+4OIL subsumption reasoning to match requested and provided services.
DAML-S [] provides to some extend for Web services what we aim at for Web
components. However, the form of reasoning and ontology support that we have
provided here is not possible in DAML-S, since services are modelled as concepts
and not rules in the DAML-S ontology. Only considering services as roles makes
modal reasoning about process behaviour possible.

5 Conclusions

Component development lends itself to development by distributed teams in a
distributed environment. Reusable components from repositories can be bound
into new software developments. The Web is an ideal infrastructure to support
this form of development. We have explored Semantic Web technologies, in parti-
cular description logics that underlie Web ontology languages, for the context of
component development. Ontologies can support application domain modelling,
but we want to emphasise the importance of formalising central development
activities such as component matching in form of ontologies.
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Adding semantics to the Web is the central goal of the Semantic Web ac-
tivity. Our overall objective has been to provide advanced reasoning power for
a semantic Web component framework. We have presented description logic fo-
cussing on semantical information of components. The behaviour of components
is essentially characterised by the component’s interaction processes with its en-
vironment and by the properties of the individual services requested or provided
in these processes. The reasoning capabilities that we have obtained and repre-
sented in form of a matching ontology go beyond current ontologies for service
matching. Even though description logics have been developed to address kno-
wledge representation problems in general, the connection to modal logics has
allowed us to obtain a rich framework for representing and reasoning about com-
ponents. Description logic is central for two reasons. Firstly, it is a framework
focusing strongly on the tractability of reasoning, and, secondly, it is crucial for
the integration of component technology into the Web environment.

Some questions have remained unanswered. Decidability and complexity re-
sults from description logic need to be looked at in more detail. We plan to adapt
exiting proof techniques and to use description logic systems such as FaCT.
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Abstract. In this paperﬂ we present CCDL, our description language for
composable components. We have introduced hierarchically composable
components as means to achieve finetuned customization of component
based systems. A composable component is defined by a fixed contrac-
tual specification of its external view and a set of structural constraints
for its internal configuration. The internal configuration of a composa-
ble component is not fixed, but will be composed according to different
requirements and has to comply with the structural constraints. This
permits a high degree of unanticipated variability. Our approach is ar-
chitectural style specific and addresses multiflow architectures. The goal
of CCDL is to describe contractual specifications and structural con-
straints of composable components, as guidelines for their composition.
CCDL descriptions can be used by automatic composition tools that
implement requirements driven composition strategies.

1 Introduction

The growing complexity of modern software systems has lead to an empha-
sis on compositional approaches for system development. The advantages of a
component-based approach to software engineering are twofold. Firstly, it can re-
duce production time through discipline and re-use, leading to more manageable
systems. Secondly, such assembled systems can be easily updated by changing
one or more components. These changes make it possible to respond to unan-
ticipated future requirements or to a larger and better offer on the component
market.

An important research topic is to be able to predict the properties of a
component assembly, based on the properties of its components. In the case of
software composition, predictable assembly means to find a set of components
and to determine the collaborations between them so that it forms a software
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system that complies with a given set of requirements. However, composing a
whole system only from its requirements is not feasible, additional constraints
and guidelines are needed.

Automatic component composition can be used as a mechanism to achieve
(dynamic) self-customizable systems that are able to adapt themselves to chan-
ging user requirements or to their evolving environment. The general issues of
software composition apply as well in the case of automatic component compo-
sition. Also, there is a need to support unanticipated customization: solutions
should not be limited to the use of a set of known in advance components or
configurations. Solutions must be open to discover and integrate new compo-
nents and configurations, in response to new types of requests or to improve
existing solutions when new components become available. The problem that
arises here is to balance between the support for unanticipated customizations
and the need for constraints that guarantee a correct composition of a system
with required properties. Such constraints are essential especially in the case
of non-computable properties, that means when the properties of the assembly
cannot be calculated from individual components properties. The fact that in
case of automatic component composition the composition decision is a machine
decision requires additional rigor and thoroughness. Automatic software compo-
sition has to be built on a systematic compositional model that must comprise
a component description scheme and formalism, and a coordinated, well defined
requirements driven composition strategy.

We developed a composable components model, together with CCDL as
its description formalism, in the context of a compositional model for self-
customizable systems. The internal configuration of a composable component,
while not fixed, must comply to a fixed set of structural constraints, part of
the component description. These structural constraints are only guidelines for
future composition of the internal structure and not a full configuration de-
scription. The structural constraints are flexible enough to allow unanticipated
compositions. The actual internal structure of a composable component is dy-
namically determined according to current requirements. This component de-
scription model establishes what information is needed to be known about the
components in order to make composition decisions while CCDL defines a for-
malism that can be processed by automatic composition tools. Compositional
decisions are made in knowledge of the architectural style, but ignoring some de-
tails of the underlying component technology, as long as this complies with the
architectural assumptions. Working at the architectural level has the advantage
that it abstracts domain-specific issues and permits implementation of generic
composition strategies. We are developing a compositional model, targeted at
multi-flow architectures. This establishes a framework for finding a component
composition with desired properties, based on properties of individual compo-
nents. We have built a Composer tool to automatize the requirements driven
composition of systems.

The remainder of this paper is organized as follows: Section [2] presents the
overall picture of our automatic component composition approach. Section Bl
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introduces the basic concepts of our architectural component model. We describe
the composable component approach and CCDL in Sect. @ Section [l presents
deployment scenarios for CCDL descriptions. In Sect. 6l we discuss our approach
in the context of related work. The last section presents the concluding remarks.

2 Background

The automatic composition problem, as we address it, is the following: given a set
of requirements describing the properties of a desired system, and a component
repository that contains descriptions of available components, the composition
process has to find a set of components and their configuration to realize the
desired system. All components can be composable, that means that determining
their internal structure is also a recursive composition problem.

The compositional decision making system (the Composer) operates on an
architectural model [OGT™99] of the system. This architectural model is a struc-
ture description of the composed system. The Composer finds the structure of
the target system starting from the imposed requirements. The Composer is
architecture-style specific, the composition decisions implemented by the Com-
poser do not contain application-specific code. The Composer determines and
maintains the structure description of the composed system, while a Builder uses
this structure description to build or maintain the system. The Builder depends
upon (or is part of) the underlying component technology and framework. This
integrated approach for self-customizable systems is depicted in Fig. [l

The Composer operates with requirements stated as expressions that contain
component properties. In the case when self-customization is used as start-up
time configuration according to user requirements, an optional Translator front-
end (i.e., in form of a Wizard) could be deployed to generate the requirements
in form of properties expressions from a more domain-specific form.

The Composer has access to a repository containing CCDL descriptions of
available components. The target of the composition is also a composable com-
ponent and it has its structural constraints described in CCDL. The structural
constraints have the role of guidelines for the composition, as they will be dis-
cussed further in Sect. [£2]

As we describe in Sect. [3.2] our model comprises simple and composable
components. The composition will result through stepwise refinements: after a
composition process has determined that it wants a certain component type in
place, and this is a composable one, a new composition search may be launched
for composing the internal structure of it, in order to finetune its properties.

We have used the Composer to achieve self customizable network protocol
stacks, as presented in [SMBV02] and [SVB02].

3 The Architectural Component Model

The compositional model proposed by us assumes that the system architecture
belongs to a certain architectural style. Some details of the component model
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Fig.1. Integrated approach for self-customizable systems

(like the programming interfaces) are not presented here, since they are not

used in the composing phase, only later in the building phase of the system (as
mentioned before in Sect. £).

3.1 Basic Concepts

We present briefly the basic component concepts that we use and that are consi-
stent, in the main, with the software component bibliography [BBB¥00/Szy97].
We emphasize here our personal interpretations and particularities.

Software component: is an implementation of some functionality, available
under the condition of a certain contract, independently deployable and subject
to composition. A component in our approach is also an architectural abstrac-
tion.

Component contract: specifies the services provided by the component and
the obligation of clients and environment needed by the component to provide
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these services. In our approach, contracts are expressed through sets of required-
provided properties.

Component property: “Something that is known and detectable about the
component” [HMSWO02]. In our approach, a property is expressed through a
name (a label) from a vocabulary set. These names are treated in a semantic-
unaware way [SMBV02]. In our more recent approach, values can be also asso-
ciated with properties.

Port: “a logical point of interaction between the component and its environ-
ment” [AGI7|. There are input ports, through which the component receives
data, and output ports, through which the component generates data.

Flow: the data-flow relation among pairs of ports. A flow has parts where it
is internal to a component (from an input to an output port of that component)
and parts where it is between two components (a connection).

Multi-flow architecture: it is a variation of the pipes-and-filters [Gar(01] ar-
chitecture. An informal example is presented in Fig.[2. The particularity of this
architectural style is that dataflow relations are defined first (the “flows” in our
terminology) and components must fit on them. For every component the inter-
nal flows must be known so that they can be integrated in the flow architecture.
In the example in Fig. @] the system S has two flows on which it contains the
subcomponents (Fig.[2h). The system S can be realized as different compositions
of components on these flows, two possibilities are depicted in Fig. Bb.

SIn  S.Out

S sm sou
rca |

O
a) b.)

Fig. 2. Multi-flow architecture example. System S is defined by two flows and can be
realized as different component compositions on these
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3.2 Hierarchical Relationships between Components

Our model comprises simple and composed components. A simple component
is the basic unit of composition, has one input port and one output port. A
composed component appears as a grouping mechanism, may have several input
and output ports. The whole system may be seen as a composed component, as .S
being both the system and a composed component in the example in Fig. 2l The
internal structure of a composed component is aligned on a number of flows that
connect its input ports with some of its output ports. For the internal structure
of a composed component the same style of multi-flow architecture applies.

Composed components are “first class” components, they have their own
properties and contractual interfaces and fixed internal flows. The composed
component as a whole is always defined by its own set of provided properties,
which expresses the higher-abstraction-level features gained through the compo-
sition of the subcomponents. The vocabulary used to describe the own provides
of a composed component is distinct from the vocabulary deployed for describing
the provides of its subcomponents. This abstraction definition must be done by
the designer of the composed component. The properties of the subcomponent
are causally linked to the properties of the composed component, but often they
cannot be computed or deducted from them, as it is the case for example with
the functional properties. Many properties of an assembly are emergent pro-
perties, they are related to the overall behavior of the assembly and depend on
the collaboration of several components and can be seen as expressed at a higher
abstraction level.

The internal structure of a composed component is mostly not fixed, these
components are composable in the limits of certain structural constraints, as will
be presented in Sect.

3.3 Contracts Expressed through Properties

Contracts are expressed through required-provided properties. Provided pro-
perties are associated with the component as a whole. Requirements are asso-
ciated with the ports. A contract for a component is respected if all its required
properties have found a match. Requirements associated with an input port
CybIn, are addressed to components which have output ports connected to the
flow ingoing C,>n,. Requirements associated with an output port C,cOut, are
addressing components which have inputs connected to the flow exiting C,pOut,,.

In the case of composed components, provided properties can also be asso-
ciated with ports, reflecting the internal structure of the component.

We assume that in the underlying component model, every input port may
be connected to every output port. The meaningful compositions are determi-
ned by the criteria of correct composition, based on matching required with
provided properties. A properties match is primarily defined by the match of
the properties names. Properties values, if present, are used as parameters for
further component configuration. By default, it is sufficient that requirements
are met by some components that are present in the flow connected to that
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port, these requirements are able to propagate. The mechanism of propagation
of requirements and the basic composition strategy are presented in [SMBV02].
One can specify immediate requirements, which are not propagated, these apply
only to the next component on that flow. Negative requirements specify that a
property should not be present on the referred flow. Pair requirements refer to
pairs that must be always matched in the same relative order.

As an example, in Fig. [@ is presented a simple assembly of fully mat-
ched components. The example presents a data flow part of a sender-receiver
system, where encryption and compression of the transmitted data must oc-
cur and also the data transmission time must be calculated. The example sy-
stem in the figure comprises seven components, and the assembly fulfills the
system requirements and all component requirements are fully matched. The
TripTimeCalculator component calculates the time delay on a given flow. It
requires that timestamps are attached to the data on its incoming flow (has
the requirement timestamp at its input port TripTimeCalculatorein. This is
a propagateable requirement, it can be provided by a component at any place
in the incoming flow of TripTimeCalculator, as it is the case with component
Timestamper that provides the property timestamp. The Encrypter compo-
nent has the requirement for decryption on its outgoing flow, declared as a pair
requirement. Also the Compresser has a pair requirement for decompression.
Since requirements declared as pairs must be matched in the same order as
they were posed, the Compresser — Decompresser sequence may either con-
tain the Encryptor — Decryptor sequence or be contained by it. A sequence like
Encryptor — Compresser — Decryptor — Decompresser is not permitted due to
the requirements being declared as pair.

Timestamper
P In

timestamp

Out TripTimeCalculator

.. triptime__
ebp2_____ 1T | L1 Lommm N
mf - ~_timestamp
Compresser
In Out | Decompresser
compression | T | | decompression
('d‘ecompresE—iér; Out In e ?‘c;);n—pn:s}; o,
“fpair] -~ “pair]. .- -~
Encrypter In Out| Decrypter
encryption . decryption
J— Zz=77 | Out I} --- e AN
{decryption { encryption ")
“pair}---~ [paie)----~

Fig. 3. Contracts expressed through required-provided properties
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4 CCDL — The Description Language for Composable
Components

We have developed CCDL, a description language that allows the specification
of composable components. Current interface definition languages do not provide
sufficient information about the described components for automatic component
composition. Architectural description languages do not support the undefined
variable internal structure of composable components. As presented in [MTO0],
a condition for a language to be an ADL is to be able to represent compo-
nents, connectors and architectural configurations. Architectural configurations
describe an architectural structure (topology) of components and connectors.
The point is, in our case, the internal structure of composable components
needs to be mot represented, its configuration must remain open. In CCDL,
only “structural constraints” have to be specified, leaving open the possibili-
ties of composition. The structural constraints in our component descriptions
are just flexible guidelines for future configuration compositions and not a full
architecture configuration description.

We have defined CCDL, our component description language for composable
components, as a XML Schema. The XML Schema standard is a meta-language
suitable for developing new notations. This choice for XML [XMLO0] simplifies
the implementation and later the use of the description language due to the large
availability of tools for creating, editing and manipulating XML documents. We
use the Apache Xerces XML parser in our implementation. Editing a CCDL
description can be done with aid of syntax-directed editing tools for XML.

The CCDL description of a component comprises two main parts: the exter-
nal view (contractual specification through information about global provided
properties and information on the ports) and the internal view, if it is a compo-
sed component. The internal view may specify either structural constraints, if
the component is composable, or a complete structural description, if the compo-
nent has an already fixed internal configuration. The description of the external
and internal view will be detailed in the next sections.

4.1 External View Description

The component externals contain the set of provided properties and informa-
tion about all the ports. Sets of properties are used to describe the component
contracts — for requirements and provides. As mentioned before, properties are
in the essence names, and they are treated in a semantic-unaware way by the
Composer. Properties can be further specified by values that are configuration
parameters. Properties may come with a list of subproperties (introduced by
the WITH tag after a property definition). The list of subproperties represents
finetuning options. Subproperties are often used to finetune a requirement ad-
dressed to a composable component. L.e., for a requirement p1l WITH pll, pl12, a
match is a component C' that exposes the provided property pl, and the internal
structure of C' must be further composed so that it will provide the finetuning
properties pll and pl2. Subproperties can also be present in the definition of a
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composed component if its structure is already fixed. A composable component
has usually no subproperties in its definition.

4.2 Internal View Description

The composable components do not have a fixed internal structure. In this ap-
proach lies a powerful part of the customization capability: the full internal
configuration of the component will be composed as a result of external requi-
rements allowing fine-tuning of properties [SIBV02ISVB02].

As mentioned before (in Sect.32)), composed components are first class enti-
ties, that have their own interfaces with ports, provided and required properties.
They have also well defined internal flows. These are the fixed elements of a
composed component. The internal structure is not fixed, but still some structu-
ral constraints must exist in order to always enforce compliance with the global
component description.

The structural constraints of a composable component comprise: basic struc-
tural constraints, structural context-dependent requirements for components and
inter-flow dependencies.

The basic structural constraints describe the minimal properties that must be
assembled on particular flows for the declared provides of the composed compo-
nent to emerge. These constraints virtually define a “skeleton” of the composed
component. This “skeleton” is not a rigid structure, it fixes only the flows and
establishes order relationships between properties that must be present on these
flows. Figure [ presents as an example the basic structural constraints for a
component S, that represents a customizable network protocol stack. The basic
structural constraints of S specify that it has two flows, corresponding to the
downgoing (sending) and upgoing (receiving) path of packets through the stack.
On these flows arbitrary protocol layer components can be added. The structural
constraints specify that at the bottom of the stack the property NetwlInt must
be provided.

The basic structural constraints must be specified by the developer of the
composed component.

The structural context-dependent requirements express requirements related
to other components when deployed here as subcomponents. If a certain compo-
nent X can act as a subcomponent in the context of a composed component C,
and the basic structural constraints of C' are not sufficient to fully specify the
correct deployment of X in the context of C', then appropriate specifications have
to be added to the structural context-dependent requirements of C'. These struc-
tural context-dependent requirements in C' will be added by the developer of the
subcomponent X. Syntactically, they are expressed also in terms of properties
contained on flows and order relationships between these properties. The pre-
sence of these contained properties or order relationships as context-dependent
requirements does not impose a mandatory skeleton as for the basic structural
constraints. They specify the terms under which a certain subcomponent may
be deployed here, but only if it considered necessary by external requirements.
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Fig. 4. Basic structural constraints example for composable component S

The inter-flow dependencies specify relationships between the flows. These
relationships between flows can express continuation (a flow might be a logical
continuation of another) or connections between flows. In the example in Fig. @
there is a logical continuation relationship between the two flows.

The full CCDL description of S, the composable stack component, is given
in Fig.

A concrete stack will be built after determining its structure according to
specific requirements. For example, if the current requirements are:
stack WITH rel, transp, two possible component assemblies that match these
requirements are these depicted in Fig. 2b.

5 Repositories

The deployment of components is supported by information from a component
repository and an implementation repository. The component repository contains
CCDL descriptions of components. The implementation repository contains im-
plementation descriptions for existing component description. Not every com-
ponent description must have a known implementation, the composable compo-
nents usually do not have known implementations. Different ways of implemen-
tation descriptions are possible: by having specified the implementation classes
or referring to the structure of a composed component. The implementation de-
scription may add also the implementation characteristics — a set of properties
particular only for the implementation. This decoupling between component de-
scriptions and implementation descriptions facilitates an easy deployment as well
for using components as for introducing new component types.

The decision to use an existing component is made based on the component
description. Later, an implementation must be found for that component, using
the implementation repository. While the choice of a component made on hand
of its properties handles the functional features of the composed system, non-
functional requirements are handled by the choice of a right implementation,
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<?xml version="1.0" encoding="UTF-8"?>
<!--CCDL for composable Stack component-->
<component xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemal.ocation="E:\comp.xsd" name="Stack">
<componentExternals>
<provides>
<property name="stack"/>
</provides>
<port name="in" type="in" entrance="true"/>
<port name="out" type="out" entrance="true"/>
</componentExternals>
<componentinternals>
<structuralConstraints>
<basicStructuralConstraints>
<start name="start_up">
<out name="out"/>
</start>
<end name="end_down">
<in name="in"/>
</end>
<flow name="downgoing" from="in" to="end_down.in"/>
<flow name="upgoing" from="start_up.out" to="out"/>
<containedProperty name="nw_interface" flowlocation="downgoing"/>
<containedProperty name="nw_interface" flowlocation="upgoing"/>
<orderRelation below="nw_interface" above="any" flowlocation="downgoing"/>
<orderRelation below="any" above="nw_interface" flowlocation="upgoing"/>
</basicStructuralConstraints>
<interflowDependencies>
<continuation from="downgoing" to="upgoing"/>
</interflowDependencies>
<contextDependencies/>
</structuralConstraints>
</componentinternals>
</component>

Fig. 5. CCDL description

based on the implementation characteristics. If there is no known implemen-
tation, or if the implementation is not according to all the requirements, the
component will be composed according to the requirements and in the limits of
the structural constraints specified in the component description.

New components may be easily introduced to the system, following a scenario
like depicted in Fig.[d], that presents the actions to make a new component C' X
known to the system. First, the new component has to be described, using for its
properties terms from the established vocabulary, or extending the vocabulary
when introducing new properties. The vocabulary of properties can be extended
with new properties definitions. However, the extension of the vocabulary as well
as deploying properties in component description should be subject to certifi-
cation. Secondly, a CCDL description of the new component must be added. It
may appear the need to define special interactions for the component C'X when
used in certain contexts. This leads to an update of the structural requirements
of the components where it might be deployed. It is the task of the designer
of the component C'X to provide a list of updates for the use of C'X in the
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Fig. 6. Deployment of repository tools. Example of introducing a new component C' X
to the system

context of different compositions. For example, when using C'X in the composi-
tion of C'B, special restrictions might appear as to where C X should be placed
in C'B’s internal structure. This is the case when C'X provides new properties,
which were unknown at the moment of C'B’s development. Ordering relations
on the flows between these new properties and the other properties that might
be involved must be specified. Final step is to provide implementation(s) for it,
either in form of implementation classes or a complete description of the internal
structure of a composed component. Composed components do not necessarily
have implementations specified.

6 Discussion and Related Work

Our insight is that a composition model should address the architectural level,
to be usable across different applications that share that architectural style.
The approach is to build a system by assuming a certain defined architectural
style. This approach of component composition being treated in the context
of architecture is largely accepted in the research community [Ham02l[T02b]
Wil01TTS01/BGI7IKTI00], as it makes the problem manageable and eliminates the
problems of architectural mismatch [GAQ95]. In this context, we present a model
for composable components in multiflow architectures, together with CCDL, its
description language.

CCDL is neither an interface description language nor an architectural de-
scription language, but presents some concepts related with both of them. Issues
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of composition of architectural components have been addressed within ADL’s
(see [MT00] for an comprehensive overview). In these cases, deciding a good
component combination is done statically and relies completely on the applica-
tion programmer. Even within ADL’s that support dynamic architectures, the
dynamism is a “programmed” one. Here the goal of CCDL is different than that
of ADL’s. The role of ADL’s is to model and describe software architectures, with
their explicit configuration. The information contained in an architectural de-
scription can be used in tools to analyze properties of the architectural structure.
On the other hand, CCDL does not fully describe a composed system, neither
a composed component. It states only guidelines for future composition of that
system or component, in form of structural constraints. The role of CCDL is to
describe minimal requirements for the system configuration, leaving the confi-
guration itself open. Tools take CCDL descriptions and generate the concrete
structural configuration according to requirements. We might relate to xADL
[DvdHTO1], that has the capability to make conceptually distinction between
architectural prescription (design-time template) and architectural description
(runtime state of system). However, xADL prescriptions accept a reduced degree
of variability, it can specify that certain components are optional. Nearer to our
goal are [IB96] with ASTER, an interconnection language for specification of
application requirements. It is used to automatically build a distributed runtime
system customized to meet the requirements [KI00].

We relate also with research on predictable component assembly. An impor-
tant research topic in component composition is the prediction of the assembly-
level properties of a component composition [HMSWO02[CBS01]. Here most effort
is directed toward prediction of static properties (end-to-end latency, memory
consumption [FEHCO02|), where the same property of an assembly can be cal-
culated from the properties of the components, requiring no additional informa-
tion. For non-quantitative properties, approaches focus on usually one property:
deadlock [[T02a], reliability [SM02]. We consider mostly non-computable pro-
perties in our model. The properties of a composed component in our model
are usually seen as abstract features, expressed at a higher semantic abstraction
level than the properties of the parts. Having the structural constraints as part
of a composable component’s description specifies which properties put together
and assembled will emerge the higher-level assembly property. The structural
constraints are a flexible mechanism to enforce a predictable assembly of non-
quantitative and non-computable properties.

7 Conclusions

In this paper we present CCDL, a description language for composable compo-
nents in multi-flow architectures. We have introduced hierarchically composable
components as a means to achieve finetuned customization of component based
systems.

The goal of CCDL is to express guidelines for the component composition.
CCDL descriptions can be used by automatic composition tools that implement
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requirements driven compositions strategies. We have built a Composer and used
it in achieving self-customizable network protocols.

A strength of our approach is that it permits a high degree of unanticipa-
ted variability, it permits to easily formulate and solve new requirements and to
discover and use in given composition problems new component types, with mi-
nimal user intervention, which is very important in the case of self-customizable
systems. Composable components as deployed in our model and the mechanism
of defining them through their structural constraints offer the necessary flexibi-
lity, while guaranteeing a predictable assembly.
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Abstract. We present a logic and a prototypical specification language
for specifying and reasoning about component-based systems with sup-
port for dynamic, i.e., run-time, architectural reconfiguration. We present
the logic, an adaptation of an existing one proposed for specifying reac-
tive systems, and some results that demonstrate its suitability for the
specification of reconfigurable systems.

We then explicate how the specification language can be used to specify
a reconfigurable (sub)system via layers defining component templates,
association/connector templates and a layer specifying reconfiguration
operations used to dynamically change the system architecture. We also
illustrate the expressive power and proof capabilities of the logic.

1 Introduction

Due to the complexity and size of current software systems, the notion of struc-
tural architecture of systems, and its relationship to systems analysis and design,
has come to play an important role in today’s software development processes.

Special specification languages, called architecture description languages [10],
were proposed to describe and analyse properties of (sometimes evolving) archi-
tectures. Many of these are able to deal with what is called dynamic reconfigu-
ration, i.e., with the description of operations which may modify the system’s
structure at run time [9]. While architecture description languages (ADLs) pro-
vide constructs for modelling the architecture of a system, they often do not
support reasoning about possible system evolution. In other words, some ADLs
support the definition of components, interconnections and transformation rules
or operations for making architectures change dynamically, but any kind of rea-
soning about behaviours is often performed in some “meta-language”, sometimes
informally. Moreover, the description of architectural elements in ADLs, particu-
larly those related to dynamic reconfiguration, is usually done in an operational
way, as opposed to declaratively [4J6I12].
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Being able to specify and reason about the consequences of using certain
reconfiguration operations in a declarative manner would add abstraction to
what, to our understanding, can be operationally specified by ADLs. We there-
fore propose a temporal logic as a formal basis for the specification of reconfigu-
rable systems. Temporal logic provides a declarative and well-known language
to express behavioural properties, and is currently used in several branches of
software engineering.

We adapt a logic proposed by Manna and Pnueli [7] for the specification of
reactive systems for this purpose. We present the logic and some results that
demonstrate its suitability for the specification of dynamically reconfigurable
systems. A prototypical language based on this logic is defined, where systems
specifications are hierarchically organised around the following notions:

0 the notion of components, which are represented by classes that define tem-
plates for these components;

0 the notion of connector type, which we call associations, which are then
used to define the potential ways in which components may be organised in
a system;

0 the notion of subsystem, the new notion that defines the (coarse grained) unit
of modularity from which reconfigurable systems are built, and which con-
veys the information about what components, what associations and what
reconfiguration operations are used to define the module.

It is not our aim to propose another architecture description language, but to
study an alternative declarative and formal semantics for software architectures.
We prefer to illustrate the capabilites and expressive power of the formalism
by defining a simple front-end to our logic (our prototypical language). This is
simpler than trying to relate, at this stage of our work, our logic to existing
high-level ADLs. In addition, it allows us to show how an interesting specifica-
tion mechanism, hierarchical component organisation, can be achieved using our
proposed formal basis.

2 The Logic

We start by describing the logic we use as a core for the specification of recon-
figurable systems. This is a variant of a logic widely used for the specification
of reactive systems, Manna-Pnueli logic [7J8]. A considerable amount of work
has been done on the Manna-Pnueli logic, including the development of software
tools for supporting the specification of systems [2].

Most of the definitions in this section are adapted from the ones in [7] and
[I1]. The use of the logic for expressing properties of systems is standard. The
changes to the logic consist mainly in replacing the use of local variables by the
use of, what we call, flexible function symbols, and by allowing some predicates
to be interpreted in a state-dependent way. We need this in order to be able to
specify reconfiguration.
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2.1 Syntax

An alphabet (sometimes called signature or vocabulary) for this logic consists of:
(i) a set S of sorts, (ii) a set of (S* x S)-indexed flexible function symbols, (i) a
set of (S* x S)-indexed rigid function symbols, (iv) a set of (S*)-indexed flexible
predicate symbols, (v) a set of (S*)-indexed rigid predicate symbols and (vi) a
countable set of S-indexed variables.

Typed terms are constructed from the symbols of the vocabulary as usual.
Formulae are constructed also in the usual way, using the traditional proposi-
tional connectives, equality, the unary temporal operators () and <, the binary
temporal operator U, and quantification over variables. For the definition of the
semantics of the logic we consider — and — as the only propositional connectives,
since the others can be obtained from these.

Terms are used to denote individuals, i.e., elements of the universe of dis-
course, and operations on them. For the specification language (and the appli-
cation domain) we are interested in, we will need, for instance, terms to denote
integers, strings, booleans, etc, and the usual operations on them.

The intended meaning of propositional connectives is the standard. Having
in mind that validity of formulae (in a model) will be subject to a (current)
state, and that states are linearly organised, the intended meanings of O and
O0U0 are “O is true in the next state” and “0 is true (at least) until 0 becomes
true”, respectively. This is formalised in the next section.

2.2 Semantics

First, let us introduce some definitions, necessary in order to give the semantics
of this logic.

Dellnition 1. Given an alphabet A, a (semantic) structure M for it is a map-
ping that assigns:

0 for each sort S in A, a set Sy,
U for each rigid function symbol f : Sy<ppd< S, — S, a function

Jar t Sty 50> Sk, — S
0 for each rigid predicate symbol p : Si<obb>< Sy, a relation
PM - SIM X D> X SkMD

Given an alphabet A and an A-structure M, a state is a function s that
maps:

0 every flexible function symbol f : Sy<pp< S, — S to a function
f]\,[ : SIM( D¢ SkM — S]\,f
0 every flexible predicate symbol p : Si<pbi>< S to a relation

pym €51, X pe>X Sg,, >
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A trajectory 0 in an A-structure M is an infinite list of states. Given a
trajectory 0 = sqcs1<obi we denote by 0% the suffix sp< 55 1<

An assignment for an A-structure is a mapping that, for every variable V : S,
assigns a value a € Sp;. Given an assignment A, a variable x : S and a value
d € Sy, we denote by A, 4 the assignment that coincides with A for all variables
y # x, and that maps x to d.

Dellnition 2. Let A be an alphabet. An interpretation is a triple I = (M< A<0),
where M is a A-structure, A is an assignment for M, and U is a trajectory in
M.

Given an interpretation I = (M<A<0), we denote by I, the interpretation
(M< Ayqq<D), and by I™¥), for a natural number k, the interpretation (Me< A<0*)).

Given an interpretation I = (M<A<ll) for A, we define I(t), for a A-term ¢,
as follows:

0 for a constant ¢, I(c) = cpy,

0 for a variable v, I(v) = A(v),

0 for a rigid 0-ary function symbol f : S, I(f) = fu,

0 for a flexible 0-ary function symbol f : S, I(f) = Uo(f), where 0g is the first
state in the trajectory [,

0 for a term f(t;<ppdety), where f is a rigid function symbol,

I(f(treoooete)) = for (L(ty)oboe I (te))s
O for a term f(t1<pbdety), where f is a flexible function symbol,
I(f (trevopety)) = Do(f)(L(E)<oope I(t))e
We are ready to define satisfaction of a formula under a given interpretation.

Dellnition 3. Let A be an alphabet, and I = (M<A<0) an interpretation. We

I
define satisfaction of a formula U (over alphabet A) in I, in symbols = 0, as
follows:

I

U =t =to if and only if I(t1) = I(ts),
I

O = p(treppdety), for a rigid predicate p, if and only if (I(t1)<obd<I(ty)) € pu
I

O = p(ticoppety), for a flexible predicate p, if and only if

(L(tr)<pope I (tr)) € Do(p)

I I
U0 = -0 if and only if it is not the case that =0,

I I I
E 0, — 0o if and only if = -0y or =0,

7

)iO[l if and only if E O,

o R e |
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T A2
0 = OO if and only if there exists a k > 0 such that = 0,
7R

I
0 = 0,UDy if and only if for some k >0, = Oy and for all0 <i <k, k>0,
7
= 0y
I Iqu
0 =Vz e S:0 if and only if for all d € Sy it is the case that = [

Given a set of formulae U over an alphabet A, an A-interpretation [ is called

I
a model of I if and only if =0, for all 0 in 0.

Semantic Consequence. We overload the symbol |=, using it now for defining
a relation between sets of formulae over a signature A. Let A be a signature, [
and 0 sets of formulae over A. Then, we say that 0 is a semantic consequence
of 0 wrt A, in symbols 0 =4 0, if and only if for every interpretation I wrt A,
if I is a model of 0 then it is also a model of 0. We drop the subscript of |=
when it is clear from the context.

Proposition 1. The binary relation = of semantic consequence between sets of
formulae over a signature A has the following properties:

U Reflexivity: 0 =10
O Cut: if0Uly =D and O 0, for allD in 04, then 0 =0
0 Monotonicity: if 0 =0, then D U0, D,

for all sets U, O, O of formulae over A.

2.3 A Proof Calculus

A sound proof calculus for the logic can be obtained by easily adapting the
axioms for the Manna-Pnueli logic presented in [I1]. Inference rules presented
there also preserve validity in our adaptation; however, the definition of valid
substitutability has to be changed, to reflect the fact that, in our adaptation, fle-
xible predicate and function symbols are state-dependent, which has an impact
in the quantification axioms. For the reader aware of [11], these changes consist
only of adapting the definition of predicate globsub(t<z<w) in [11] pp. 165-161,
whose intended meaning is “the replacement of x by ¢ in formula w does not
generate new occurrences of flexible symbols within the scope of temporal ope-
rators and no new ocurrences of bound variables”.

The resulting proof-theoretical consequence relation satisfies reflexivity, cut
and monotonicity.

2.4 Signature and Theory Morphisms

It will be necessary for us to combine different alphabets and formulae in order
to be able to build specifications. For this purpose, we need the logic to satisfy
certain structural properties.
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Dellnition 4. A signature morphism [ between signatures A and B as a func-
tion that maps:

0 each sort in S4 to a sort in Spg,

U each flexible (resp. rigid) function symbol f : Sy<ppb<Sy — S in A to a
flexible (resp. rigid) function symbol O(f) : O(Sy)<oppe 0 (Sk) S)p oope ), —
0(s) in B,

0 each flexible (resp. rigid) predicate symbol p : Sycpp>< Sy in A to flexible
(resp. rigid) predicate symbol 0 (p) : O(S1)<oop<0(Sk)< Sy <oppe S), in B,

0 each variable x : S in A to a variable O(z) : 0(S) in B.

Note that function and predicate symbols could be mapped to symbols with
a greater arity. This is crucial for the way we deal with reconfiguration.

Having defined mappings of symbols from an alphabet to another, we define
how to translate formulae from one alphabet to another, in a way that is useful
for the purpose of specifying reconfigurable systems.

Delnition 5. Let 0 : A — B be a signature morphism. The function Grg :
L — Lg, is defined as follows: Given a formula O, the formula Gm(0) is the
result of translating the symbols in [ using 0, placing fresh variables in the free
spaces resulting from translating function or predicate symbols into others of a
greater arity, and quantifying these universally.

Ezample 1. Consider the formula O[(3z € S : p(z)) — ¢|. If a signature mor-
phism maps S to S’, p: Stop' : §'<S”, gtoq : 5", and z : S to x : S’. Then,
the formula resulting from the translation is:

Yy € 8" :[O[(3z € 5" : play)) — q(y)]]

Theorem 1. Let [l : A — B be a signature morphism, and 0 and 0 be sets of
A-formulae. Then,

U0 EAD implies Gm(0) Eg Gy (D).
O00F40 implies Gm(0) Fg G (0).

These results imply that this logic constitutes a O-institution [5], both con-
sidering semantic and proof-theoretic consequence.

3 The Language

Here we present a prototypical language, in which we make use of the logic
defined in the previous section for specifying some standard elements found
in ADLs. The language is inspired by the language defined in [3], and it is
greatly influenced by ideas from CommUnity [12]. In particular, the definition
of associations is based on the idea of coordination.

As we already indicated, it is not our aim to introduce yet another ADL.
We use the language defined here just to illustrate the expressive power of the
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logic, and the mechanisms applied to represent dynamic reconfiguration. It also
allows us to show how our declarative setting makes possible to provide some
interesting features.

We start by considering the specification of datatypes. A datatype specifica-
tion is simply a theory presentation (i.e., a finite set of formulae) over a signature
ADT with no flexible predicate or function symbols. We assume this specifica-
tion contains the definition of all standard datatypes, such as integers, sequences,
natural numbers, etc. In addition, we assume that a type NAME is defined, with
a sufficiently large set of constants, and no operations. Let us denote this theory
presentation by:

ADT = ((Sapr<0< Fun'ypr<0< Pred’ypr< Var apr)< Az apr)

3.1 Class Dellnitions

The basic building blocks of specifications in our prototypical language are com-
ponents. Component templates are specified by means of class definitions. A
class definition consists simply of: (i) finite sets of attributes and read variables
whose type is a sort defined in ADT excluding NAME, (i) a finite set of actions,
which can have arguments typed with sorts in AD7 excluding NAME. A class
specification is equipped with a set of formulae over the signature:

(Sapr — {NAME}< Rv U Att< Fun"ypr< Actc Pred’ypr< Var apr)-

where Rv, Att and Act denote the sets of attributes, read variables and actions
respectively. That is to say, we use read variables and attributes as flexible
function symbols, and actions as flexible predicates, extending the vocabulary
defined in the datatype specification. Axioms in the class specification are not
allowed to use datatype NAME, since it will serve a special purpose later on. The
purpose of the axioms of a class specification is to describe the meaning of the
actions, i.e. their effect on attributes.

Example 2. Consider the class specification in Fig. [l It is the specification of a
producer; intuitively, the first formula indicates that when action p-init() (meant
to “initialise” the component) is executed, the attribute p-waiting is set to F
(false). The second formula says that in order to be able to perform the produce
operation, the component must be not waiting. The third formula expresses that
produce(x) causes the component to be waiting and the attribute p-current to
be set to z in the next state. Formulae 4, 5 and 6 indicate how action send()
works, calling action dispatch. Finally, formula 7 says that action dispatch can
only be called by send, i.e., it cannot occur spontaneously.

It is worth noting that type item is a basic type; we do not use any particular
features of elements of this type, we just assume is not a class type, i.e. item is
defined in ADT.
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Class Producer

Read Variables: ready-in : boolean

Attributes: p-current : item, p-waiting : boolean

Actions: produce(x : item), send(), dispatch(x : item), p-init()

Axioms
1. O[p-init() — (p-waiting = F)]
2. O[Vz € item : produce(z) — (p-waiting = F)]
3. O[Vx € item : produce(x) — O((p-waiting = T) A (p-current = x))]
4. O[send() — ((ready-in = T) A (p-waiting = T))]
5. O[send() — dispatch(p-current)]
6. O[send() — O(p-waiting = F)]
7. O[[Fz € item : dispatch(z)] — send()]
EndofClass

Fig. 1. Class specification Producer

Semantics of Class Dellnitions. A class specification is interpreted as a
theory presentation, over the signature

(SADT‘ Rv U Att< RF gp7< P ap7 U Acts VG,TADT)D

The axioms of the presentation are obtained by putting together: (i) the axioms
explicitly provided for the class definition, (i) the axioms of the datatype spe-
cification, (iii) a special (implicit) axiom, called the locality axiom for the spe-
cification, whose general form is:

O \V 3% :9@) | v A\ Ol =a
geAct ac Att

where Act and Att are the sets of actions and attributes of the component,
respectively. The intuitive meaning of the locality axiom, originally proposed in
[Bl, is: “in every state it is the case that either one of the actions is executed, or
all the attributes remain unchanged”.

Note that read variables are not considered in the locality axiom; this is
because read variables are special attributes, meant to be “entry points” used
by a component to query the state of the environment; therefore, they are not
controlled by the component, which implies they could change, from the point
of view of the component, arbitrarily.

The inclusion of the axioms defining datatypes in the theory of a component
definition justifies the following Theorem:

Theorem 2. Given a class definition C, its corresponding theory is an extension
of the theory of the datatype specification ADT .
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3.2 Associations

Once classes have been defined, ways of making components interact can be
defined. This is done by means of what we call associations. Associations are
simply templates of connectors, in the sense of [I]. The syntax is very simple:
An association consists of:

0 a name for the association (distinct from names of other linguistic elements
already defined),

0 a set of participants, typed with class names,

0 a set of connections, which are expressions of the form:

atll s yoll

where x and y are participants of classes A and B respectively, and 0 and
0 are either:

e formulae in the languages of A and B respectively, or

e terms of the same sort, in the languages of A and B respectively.

The intended meaning of an association definition is that, whenever certain
instances are related using an association instance, then they are forced to syn-
chronise as the connections indicate.

The actual interpretation of associations, as special formulae, takes place at
the next level of the specification, the subsystems.

Class Consumer

Read Variables: ready-ext : boolean

Attributes: c-current : item, c-waiting : boolean
Actions: consume(z : item), extract(x : item), c-init()

Axioms
1. Oc-init() — (c-waiting = T)]
2. OVz € item : extract(z) — ((c-waiting = T) A (ready-ext = T))]
3. O[Vx € item : extract(x) — O((c-waiting = F) A (c-current = x))]
4. O[Vz € item : consume(z) — O(c-waiting = T)]
5. O[Vz € item : consume(z) — ((c-current = x) A (c-waiting = F))]
6. O[c-waiting = F — O(consume(c-current))]

EndofClass

Fig. 2. Class specification Consumer

Ezxample 3. Consider the class specifications in Figs. [l and [Z we define the
association in Fig. B] with the intention of making producers and consumers
interact. The intuitive meaning of the connections is that, whenever a producer
p is connected to a consumer ¢ by means of a connector Prods-for, then:
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0 the read variable ready-in in p is identified with the attribute c-waiting of ¢
(and viceversa),

0 the attribute p-waiting of p is identified with the read variable ready-ext of
¢ (and viceversa),

0 whenever dispatch(x) occurs in p, extract(x) also occurs (and viceversa).

Note the last axiom of the Consumer specification. It expresses a liveness
condition on consumers. This shows the expressiveness of the logic, but it also
shows how “low-level” the language is in its present status, since this kind of
properties can be directly enforced as axiomd].

Association Prods-for
Participants: p : Producer, ¢ : Consumer
Connections:

p.ready-in «~> c.c-waiting
p.p-waiting «~ c.ready-ext
p.dispatch(z) «~ c.extract(z)

EndofAssociation

Fig. 3. Association specification Prods-for

3.3 Subsystems

This is the upper layer of the language. Once class and association specifications
are given, a subsystem can be declared. Intuitively, we can describe a subsystem
as a complex component, built out of instances of classes (basic components)
inter-related by means of connectors, i.e., instances of associations. The key
capability of a subsystem, what motivated the definition of the logic, is that it
can have operations that dynamically change its architectural state.

A subsystem Sub then has a finite set of actions, whose arguments must be
of types defined in ADT, now including NAME. Also, as for class definitions,
we use logical axioms for specifying the behaviour of a subsystem. The alphabet
Ag,,p over which the subsystem formulae are expressed is composed of:

! Liveness properties are an example of properties that might not be preserved when a
component becomes part of certain systems. In our language, these properties can be
expressed, and because of the semantics for subsystems, they will be “preserved” in
any subsystem. When, because of some reason, such a property is not preserved, this
will be reflected as an inconsistency in the theory of the corresponding subsystem.
Although we agree this is certainly not the best way of “catching” the anomaly,
we believe this matter can be solved by defining a more suitable “front-end” to the
logic. However, we choose at the moment to illustrate the expressive power of the
logic, and not to be concerned about the specification language definition, something
orthogonal to the main ideas of our work.
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0 the sorts defined in ADT,

0 the rigid function and predicate symbols defined in ADT,

0 the flexible function and predicate symbols resulting from class definitions,
adding to all of them an extra parameter of sort NAME,

0 a flexible predicate symbol A : NAME for each class definition A,

0 a flexible predicate symbol R : NAME:<pi> NAME for each association defi-

k times
nition R with k participants
0 a flexible predicate symbol a : Si<pbd< Sy, for each subsystem action of type
a(x1 D Sienbbexy, Sk)

Constants of type NAME represent names of instances. Predicate A : NAME,
for a class definition A, is meant to characterise the names of live instances of
type A in each state. Predicate R for an association R is used to denote the
instances of connectors in each state. Clearly, there exists a signature morphism
0 A<sup from the signature of every class definition A into the signature described
above.

Ezxample 4. Consider the subsystem specification in Fig. [. It is a description of
a complex component, built out of instances of producers and consumers inter-
related by connectors of the kind defined by Prods-for. The subsystem consists of
four operations: (i) init(), which is specified by axioms 1-6 (it is meant to be an
initialisation operation), (i) change(y), specified by axioms 7-10, makes the only
producer of the subsystem, P, to produce for consumer y, (i) create(y), which
creates a new consumer, and (i) del(y), which deletes an existing consumer.
When the sort of a variable is not explicitly indicated in a quantification of a
formula, we consider it to be NAME.

Operation init() creates a producer, P, and a consumer, C. It can be called
only once, as specified by axiom 5. Operation change is the only one that can
change the interconnections, besides the initialisation.

Note that the extra parameter of flexible symbols from component definitions
is denoted using the “dot” notation from object orientation, making it more
readable. As can be seen, this causes operations and attributes declared in classes
to be “relativised” to a corresponding instance name. It is clear from the example
how the language of the components is incorporated into the language of a
subsystem. The extra parameter added to flexible symbols indicates to which
instance the action or attribute corresponds to. For example, if we see axiom 4,
it indicates that nit() in the subsystem “calls” the initialisation operations of
P and C, now denoted by Pp-init() and Cbe-init(), respectively.

Semantics of Subsystems. As for basic components, we interpret subsystem
specifications as theory presentations. A subsystem Sub describes a theory pre-
sentation over signature Ag, ;, whose axioms are:

0 The formulae explicitly provided in the subsystem specification,
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Subsystem Multiple_Consumers
Operations: init(), change(x : NAME), create(xz : NAME), del(z : NAME)
Axioms

it() — O(Producer(P) A Consumer(C) A Prods-for(P, C))]
it() — O(Vz : Producer(z) — x = P)]
zmt() — Oy : Consumer(y) — y = C)]
() — Q(Pp init() A C.c-init())]
it() — OO

(—init()))]
—init() — Vo : (Producer(z) < O(Producer(z)))]

I R
OO00o0oOoooad

Yy : change(y) — (—Prods-for(P,y)) A O(Prods-for(P,y))]
Yy : change(y) — [y’ : Prods-for(P,y") — = O (Prods-for(P,y’))]]
9. O[Vy : change(y) — P.p-waiting = F|
10. O[Vy : —change(y) — (Prods-for(P,y) < O(Prods-for(P,y)))]
11. O[Vy : create(y) — (= Consumer(y)) A O(Consumer(y))]
12. Oy : [(=Consumer(y)) A O(Consumer(y))] — create(y) V init()]
13. O[Vy : create(y) — O(y.c-init())]
14. OVy : del(y) — (Consumer(y)) A O(—Consumer(y))]
15. O[Vy : [(Consumer(y)) A O(—Consumer(y))] — del(y)]
EndofSubsystem

Fig. 4. A subsystem specification

0 The formulae corresponding to every class definition A, appropriately trans-
lated into the language of Ag,, by Gro 4.5, (see Example[I] showing how a
formula similar to Axiom 7 in Producer is translated to be incorporated in
a subsystem),

0 Implicit formulae characterising association definitions,

0 Implicit formulae characterising general properties of subsystems.

We have chosen to have mutually exclusive sets of symbols for the component
definitions (except, of course, for the symbols corresponding to the datatypes
specification) to simplify the presentation.

Characterisation of Associations. We characterise association definitions by me-
ans of formulae that are incorporated in the theory of a subsystem. These for-
mulae indicate the “type” of the arguments of the connectors, and how they
communicate, according to the connections defined in the association. For our
example, the formulae are:

[Va<y : Prods-for(x<y) — Producer(x) A Consumer(y)]

[Vaz<y : Prods-for(x<y) — abready-in = yoe-waiting]

[Vz<y : Prods-for(x<y) — atp-waiting = yvready-ext)

[Va<y : Prods-for(x<y) — Vi : item : ardispatch(i) < yvextract(i)]

General Properties of Subsystems. Besides the formulae characterising associa-
tions, there are other general properties that are specified by means of implicit
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formulae in a subsystem. These formulae indicate, for example, that nothing
can be at the same time an instance of two different classes, that operations of
“dead” instances cannot take place, that a subsystem may evolve only by means
of its own operations (locality of a subsystem), etc. We list here a few to show
how they are expressed:

O[Vx : Vi € item : addispatch(i) — Producer(x)]
OV : =(Producer(x) A Consumer(z))]

The justification for the need of flexible predicates is their use to denote ac-
tion occurrence, which should clearly be state-dependent. It is not sufficient to
have flexible propositional variables, since we want to be able to deal with pa-
rameterised actions (for instance, note that when building subsystems, actions
from basic components need to be relativised to instance names, which requires
the consideration of a new parameter of type NAME for the corresponding predi-
cate). For the case of function symbols, it is not sufficient to have local variables
as in [[7] because attributes of classes (program variables) have to be “relativised”
to instance names when considered in a subsystem; therefore, flexible 0-ary fun-
ctions (local variables) generated by a class A have to be represented by flexible
unary functions in an including subsystem Sub.

The way the theory of a subsystem is constructed, importing axioms from
the class specifications, and the results in Theorem [ justify the following:

Theorem 3. The theory corresponding to a subsystem definition Sub is an ex-

tension of the translation Gry .., (0 4) of the theory O 4 of every class definition
A.

Some Properties of the Subsystem. Here we provide some properties of the
subsystem of Fig. [ illustrating the expressive power of the logic. We also include
a sketch of the proof of one of these properties. It is worth mentioning that these
properties can be proved using our adapted version of the proof calculus for the
Manna-Pnueli logic, although we cannot include the complete detailed proofs
due to space restrictions.

Property 1: “After the subsystem has been initialised, P is always producing
for some consumer”. We can express this as follows:

DOfinit() — O(O(3y : Prods-for(Pxy)))]

Proof: We can prove this property by using one of the proof methods for in-
variance described in [8]. First we prove that init() — O(Jy : Prods-for(Py)),
which follows from Axiom 1 in the Subsystem. Then we prove that

init() — O3y : Prods-for(P:y) — O3y’ : Prods-for(P:y')))

i.e., that after init(), the property is preserved by all the actions. This follows
from the fact that action change is the only one that can “disconnect” consu-
mers (Axiom 10 in the subsystem), and when it does, it connects P to another
consumer (Axiom 7 in the subsystem), reestablishing the property.
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Property 2: “After the subsystem has been initialised, if P has produced an
item, the connected consumer(s) will remain to be connected to it until the item
is dispatched”. We express this in the following way:

Ofinit() — O(O(i € item : Poproduce(i) —
Yy : Prods-for(P<y) — Prods-for(P<y) U Pxdispatch(i)))]

This property involves the combination of axioms explicitly provided in the
subsystem (such as Axiom 9) with properties of the components (such as Axiom
6 in the producer specification).

Property 3: “After the subsystem has been initialised, P is the only instance
of Producer”. This is expressed as follows:

Olinit() — O(A(Vx : Producer(z) < x = P))]>

4 Related Work

Our motivation is to formally reason about behavioural properties of dynami-
cally reconfigurable systems. Our work is then related to approaches to the
specification of software architectures, such as the work on various ADLs [T//41/9]
10].

This work is specially related to approaches to formal specificatiton of dyna-
mic reconfiguration, such as those based on graph grammars [12] and chemical
abstract machines [6]. As we indicated before, these approaches propose ope-
rational languages for specifying reconfigurable systems. Our logic provides a
declarative, and therefore more abstract, framework for characterising reconfi-
gurable systems. Moreover, reasoning can be performed within the formalism,
as opposed to doing so in some meta-language, as in the mentioned alternatives.

There are many similarities between the work presented here and the work
on CommUnity [12], since both are based on the logical and semantic foundati-
ons of [3]. In particular, the idea of coordination as a mechanism for achieving
communication is used in our prototypical specification language for specifying
associations.

The logic we presented is an adaptation of the Manna-Pnueli logic [718]. Un-
fortunately, we are not able to use the original logic for the purpose of specifying
reconfigurable systems, due to a restriction on the type of flexible symbols al-
lowed, i.e., only flexible constants/variables are allowed. Our adaptation of the
logic overcomes this difficulty, but means that the extensive work on the Manna-
Pnueli logic not fully applicable to our formalism. However, most of the work
is relevant to our proposed adaptation. For instance, the original logic coincides
with our adaptation in the fragment used for specifying datatypes and basic
components; therefore, the tool support for the Manna-Pnueli logic can be used
as is for assisting the verification of these parts of a specification. We believe
it is not difficult to adapt the existing tool support to cope with subsystems,
which require flexible function and predicate symbols. The extension also requi-
res STeP [2] to be able to deal with structured theories and the exporting of
theorems from a component to a subsystem.
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5 Conclusions

We presented a logic suitable for specifying and reasoning about component-
based systems with support for run-time architectural reconfiguration. The sui-
tability of the logic is illustrated by the definition of a prototypical specification
language on top of it, which shows the expressive power of the logic. The way in
which associations are represented in the language allows it to express properties
concerning the architecture of the system in a declarative way. Hence, operations
that may change the topology of the system can be easily specified.

We think our work complements the ones regarding ADLs such as [I2IT6],
by providing a uniform language to state and prove properties, that could then
be related to specifications in a number of different ADLs.

Among the future work related to the logic presented here, we are studying
ways of defining suitable inheritance relationships between components, which
might allow us to have polymorphic reconfiguration operations in subsystems.
We also want to study how specifications in some ADLs can be interpreted in
our logic, to provide them with a formal logical semantics and proof capabilities.
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Abstract. In this paper a new approach for an overall system design is pre-
sented. It supports object-oriented system modeling for software components in
embedded systems in addition to time-discrete and time-continuous modeling
concepts. Our approach provides structural and behavioral modeling with front-
end tools and simulation/emulation with back-end tools. The UML metamodel
is used for storing CASE data in a MOF object repository and XMI (XML
Metadata Interchange format) is used to interchange this data with UML-CASE-
tools. The CASE tool chain we present in this paper supports concurrent engi-
neering including versioning and configuration management. It provides adap-
tors for the tools MATLAB/Simulink/Stateflow! and ARTiSAN Real-Time
Studio? as well as an importer/exporter of UML/XMI. Utilizing the Unified
Modeling Language notation for an overall system design cycle, the focus of
this paper lies on the subsystem coupling of heterogeneous systems and on a
new code generation approach.

1 Introduction

The design of embedded electronic systems has changed due to a broad introduction of
the object-orientation paradigm. It is also characterized by rapidly increasing com-
plexity and shorter product cycles today.
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2 Real-Time Studio is registered trademark of ARTiSAN Software Tools, Inc.
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With the introduction of the Unified Modeling Language (UML) as a standard [6]
and well-accepted notation for software design, the object-orientation paradigm is
more and more accepted and supported in commercial CASE tools.

These facts are results of a trend towards increasing use of more software compo-
nents in typical embedded system applications. Systems in automotive applications
tend to have numerous software subsystems, event-driven subsystems and often a
control subsystem in the time-continuous domain. These systems usually perform
tasks like diagnosis, self-calibration, encrypted data-communication, and even data-
base-oriented system processing.

A commonly used approach to handle system complexity in the system design pro-
cess is called concept-oriented rapid prototyping® [1,2]. Concept-oriented rapid
prototyping defines a way for the fast conversion of an executable specification, which
captures the requirements by using modeling techniques for state-event, time-
continuous, and software modeling, into a functional prototype. This prototype mainly
serves to clarify system goals and must support a widespread range of hardware inter-
faces. It uses automatic code generation based on CASE tools like
MATLAB/Simulink, ASCET-SD* or Statemate’, and powerful, general-purpose, ex-
tensible hardware. The cost of rapid prototyping hardware is not critical, as the hard-
ware is not specific and can be reused for different prototypes.

Up to now concept-oriented rapid prototyping was influenced by tools for Com-
puter-Aided Systems Engineering (CASE) using the state chart theory (modeling of
hierarchical finite-state-machines) or control systems engineering using block dia-
grams. In the past much effort was spent to improve design tools for a better integra-
tion of state charts and block diagrams. Current requirements in embedded systems
design shift the attention from a pure state chart and block diagram approach to a more
software-oriented view, which is captured by modern CASE tools in Software Engi-
neering domain. A major problem, common to all commercial software CASE tools,
is a lack of support for control systems engineering whereas modeling of time-discrete
or state-oriented systems is well supported. Therefore, development of mixed-domain
systems with both time-discrete and time-continuous subsystems and additional soft-
ware components is not a continuous design process today. Thus there is a need to
unify the description of the model to a single notation based on one metamodel to
enable an overall design technique. Furthermore the integration of the domain-specific
parts in terms of code generation, data and message exchange, task distribution, model
versioning, user management and automated transformation between the domains is
important. In our work the designer has the possibility to model in different modeling
domains (time-discrete, time-continuous, software) and notations, which are trans-
ferred to one metamodel. This is done to achieve an executable specification running
on a rapid prototyping platform.

In the following section we will summarize the related work for concept-oriented
rapid prototyping (see Sect. 2). We will introduce the metamodel used in our approach

3 Not captured in this paper: architecture and implementation rapid prototyping (RP)
4 ASCED-SD is a registered trademark of ETAS GmbH
3 Statemate is a registered trademark of i-Logix, Inc.
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in Sect. 3. Section 4 will present our universal object-oriented modeling approach
for embedded electronic systems. Then, in Sect. 5 our current work to provide a
subsystem coupling technique on model-layer combined with a new automatic code
generation approach (see Sect. 6) will be introduced. Afterwards, GeneralStore, our
client/server CASE tool integration platform for mixed-domains and concurrent
engineering, is described. Finally, Sect. 8 discusses results and offers a conclusion
of the topic.

2 Related Work

Commercial solutions that support object-oriented modeling of embedded electronic
systems are rare. Today, a wide range of CASE tools for object-oriented analysis and
design is available mainly supporting pure software modeling. Software CASE tools
for embedded systems modeling are often new to market. Only three well known
CASE tools support object-oriented analysis and design using UML notation in addi-
tion to time-discrete modeling (e.g. state charts): ARTiSAN Real-Time Studio, i-
Logix Rhapsody, and Rational Rose Realtime are tools explicitly classified for this
domain.

A major drawback of those CASE tools is the lack of modeling concepts for control
system engineering. For an overall system design users will have to include source-
code as external C-code into these CASE environments. This approach is expensive
and very rigid. Communication between both modeling domains (software to time-
discrete/ -continuous system parts) is done via source code coupling. In large-scale
systems, changing the system architecture during the development process is very
susceptible to errors. Therefore, model-based coupling of software components and
time-discrete/continuous system parts is desirable.

3 Metamodel

In our approach the whole system is described as an instance of one particular meta-
model in one notation. This model has to cover all three domains: time-discrete, time-
continuous, and software. The Unified Modeling Language (UML) is an Object Man-
agement Group (OMG) standard [6] which we use as system notation and metamodel.
It is a widely applied industry standard to model object-oriented software. The abstract
syntax, well-formedness rules, Object Constraint Language (OCL), and informal se-
mantic descriptions specify UML.

The UML specification provides XML Metadata Interchange format (XMI) [8] to
enable easy interchange of metadata between modeling tools and metadata repositories
in distributed heterogeneous environments. XMI integrates three key industry stan-
dards: the eXtensible Markup Language (XML), a W3C standard, the UML, and the
Meta Object Facility (MOF) [7], an OMG metamodeling standard which is used to
specify metamodels.
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One key aspect of UML is the four layered metamodeling architecture for general
purpose manipulation of metadata in distributed object repositories (see Fig. 1) which
makes it suitable for our universal object-oriented modeling approach. Each layer is an
abstraction of the underlying layer with the top layer (M3) at the highest abstraction
level. On the M-1 layer, which is not part of the 4-layer architecture, there is the exe-
cution code of the program. The MO layer is comprised of the information that we
wish to describe (the data). This is the source code in different languages, e.g. JAVA
or C++. On the model layer (M1) there is the meta-data of the MO layer, the so-called
model. Object-oriented software is typically described on the M1 layer as a UML
model. The metamodel on the M2 layer consists of descriptions that define the struc-
ture and semantics of meta-data (e.g. the UML model). These are the metamodels, e.g.
UML 1.3, UML 1.4, and define the language respectively notation for describing dif-
ferent kinds of data (M1). Finally on the M3 layer there is the meta-meta-model. MOF
is used to describe meta-models and define their structure and semantic. It is an ob-
ject-oriented language for defining meta-data. MOF is self-describing. In other words,
MOF uses its own metamodeling constructs.

M3 layer

Statechart Blockdiagram
I according to Harel I SMEES I UML 1.4 I according to Simulink M2 Iayer
Statemate Model UML Model Simulink Model M'l Iayer

- C++ Sourcecode I C Sourcecode I JAVA Sourcecode MO Iayer
- BIN program/OPCODE/BYTECODE on target M-1 layer

Fig. 1. 4-layer metamodeling architecture

XMI was partially influenced by the ideas for a tool-independent CASE data inter-
change format called CDIF [3], which was based on entity-relationship (ER) descrip-
tions. CDIF addresses the problem of model data interchange between CASE tools.

Without a standardized interchange format for integrating more than one CASE
tool, proprietary import/export filters must support the exchange of model data. In
addition, new interfaces have to be implemented for tool integration. XMI is supported
in a wide range of industry applications. In the machine tool domain for example,
STEP, a standard for the exchange of product definition/model data, will be compati-
ble with XMI in the future.
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In the current version 1.4 of the UML standard it is possible to completely inter-
change model information. Nevertheless, it is not yet possible to interchange the
graphical views of the model in terms of diagrams, which will be supported in the
forthcoming UML 2.0.

4 Integration on Model Level

When we capture current requirements in the design process of embedded real-time
systems it is necessary to handle time-continuous, time-discrete, and software de-
sign techniques. Besides the problem of using a large number of description nota-
tions/methods, an enormous amount of design data has to be handled. Another prob-
lem in many commercial CASE tools is the lack of concurrent engineering support.
Only a project file based datastore is offered that can be edited only by one user at a
time.

To couple different notations of the domains, transformation rules are necessary.
In our approach we support different notations used by various CASE tools to
model in specialized domains. The designer will choose the best tool/notation for a
sub-problem and integrate the solution into the UML top-level metamodel. The
software domain is modeled in UML therefore no transformation is needed. In the
time-discrete domain the UML provides a notation but with the lack of well defined
semantics. Here we use the semantics of David Harels concurrent hierarchical state
charts [12] implemented in the CASE tool Statemate. It has an XMI interface and
can interchange the time-discrete model with our integration platform GeneralStore
(see Sect. 7).

The main difficulty when using different description domains in a complex em-
bedded systems design is the integration of control subsystems. There are two pos-
sible solutions to overcome this problem:

1. Integration of the time-continuous subsystem using the reverse engineering
mechanism of modern CASE tools for software engineering. This case is called
“subsystem coupling on source code level”. One major problem here is that the
control subsystem is shown as a black box subsystem encapsulated inside a class
with the loss of information for other designers (see top of Fig. 2).

2. A bidirectional transformation rule (see bottom of Fig. 2) enables the synchroni-
zation of the time-continuous subsystem to a representation in the UML notation
that uses simple object- and class diagrams (see left of Fig. 3). With an auto-
mated CASE tool-coupling layer, this transformation is reversible. This tech-
nique is called “subsystem coupling on model-layer”.
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Fig. 3. Transformation of a block diagram to UML

Being more transparent the second approach is the more suitable way for a conven-
ient integration of both modeling domains. Figure 3 shows a small footprint of the
design process, which is formed by a so-called bidirectional transformation rule. Sim-
plified, blocks in the block diagram are translated to objects in the UML metamodel.
Connections represented by lines are also UML objects. The hierarchy in the block
diagram is achieved by UML subsystems and links between objects. Parameters of the
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blocks are slots on objects. The classifications of objects are classes whereas links are
instances of associations. These elements are located in a separate UML package. This
transformation rule is the result of a long-term scientific project at the Laboratory for
Information Processing Technology (ITIV) at the University of Karlsruhe. We have
currently developed a CASE tool integration environment (GeneralStore, see [4,5] and
Sect. 7) that provides the necessary underlying design process support that will be
introduced next.

S Design Process

From our point of view the design process starts with object-oriented analysis using an
UML CASE tool where we model use-cases to catalog the requirements. Then each
requirement of the system specification is translated to a scenario modeled with a
message sequence chart, state machine, or activity diagram. Non-functional require-
ments are modeled as OCL® constraints or added as comments. By doing so an initial
class model is automatically introduced.

At the next step the developer arranges the class model in various class diagrams.
These diagrams have to be refactored. Generalizations are identified and similar
classes have to be combined. Dependencies and associations are revealed. With these
steps the so-called analysis-model is achieved. This first analysis model is not in the
main focus of our work but illustrate the overall process.

The model of the embedded system then has to be divided in parts, where each part
is mentioned as a software component, a subsystem in the control-domain, or a state
chart in the time-discrete domain (see Fig. 4).

" controlDomain".S ystem rH‘ - - .
Redizdion Elements informationDomain

"ABS".SubSystem.Block rH\ "distance control".S ubS ystem.B lock rH\

Redization Elements — Redization Elements
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Fig. 4. Different domains as UML subsystems

6 Object Constrain Language an OMG standard
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Developers of different domains automatically select different notations and meta-
models to describe the problem of the subsystem when using best fitting CASE tools.
The integration platform GeneralStore applies automated transformations on these
notations to convert them to the top-level UML metamodel (see Sect. 4).

Specialists in control system design use their notations (block diagrams) and tools
(e.g. MATLAB/Simulink) to model in their domain. For integration with the overall
system the control subsystem is transformed to the UML metamodel and vice versa.
Thus we have a white box integration of the model in UML notation (compare Fig. 3
and Fig. 5 right).

black-box coupling white-box coupling
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Fig. 5. Control system in UML view: black-box coupling (left) and white-box coupling (right)

Specialists in the software domain can model their subsystem and the interface to
the control-domain in UML (see Fig. 5). In UML we can model the task distribution
(see bottom part of Fig. 6), scheduling and message exchange of the heterogeneous
system. In Fig. 5 there is the component control system, which is running on the elec-
tronic control unit ECUI. This component encapsulates the control domain, or more
exactly its implementation. The parameter interface (see Fig. 5 left) allows manipula-
tion to the parameters of the control system, whereas the signals interface provides
access to the internal state of the control system, e.g., for diagnostic reasons. The exe-
cution interface is used for scheduling and task allocation of the control domain. The
component is the black-box view of the control system.

In addition the designer can use the white box view (see Fig. 5 right) of the control
system to model the access to the signals or parameters explicitly or in a generic way.
On the right hand side of Fig. 5 the object parameterSetter has access to the parameter
Gain of CruiseControlGain, which corresponds to the block Gairn in the block diagram
(see Fig. 3).
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Fig. 6. Class diagram of execution modeling (top) and modeling task distribution (bottom)

The shown design pattern for domain coupling is based on an automatically gener-
ated wrapper of the control and time-discrete domain. This is done by inspection of the
generated code of the supported commercial code generators. The wrapper is gener-
ated on UML model level and is transformed to code with our code generator (see
Sect. 6) during code generation phase. The control domain wrapper provides access to
parameters and signals. The other partitions are built with commercial generators and,
as stated before, the whole system is generated to get an executable specification.

Although there are state machines in the UML metamodel, the semantic is not
completely specified. But for an executable specification we absolutely need well-
defined semantics of state charts. To solve this problem designers use the Harel state
chart semantics [12] implemented in the CASE tool Statemate or Rhapsody in C to
model the time-discrete subsystem. The coupling of the time-discrete model to the
other domains is accomplished using a design pattern similar to the control-domain
described above.

Now we can run the generated system on the RP7 target. Usually, real systems will
not fulfill the expected tasks completely at the first try. To find errors we use model
monitoring. Test cases are modeled in UML, generated by our code generator, and run
in a unit test mode on the target. After recording the whole scenario of the failed test
case it can be shown in the UML model offline when the user is stepping through it.

6 Code Generation

There are highly efficient commercial code generators on the market. In safety critical
systems certificated code generators have to be used to fulfill the requirements. The
GeneralStore (GS) platform allows partitioning the whole system into subsystems to
invoke different domain specific code generators.

7 Rapid Prototyping
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For control-systems there are commercial code generators like Target Link®,
Embedded Coder® or ECCO'. In the time-discrete domain we utilize the code gen-
erator of Statemate'' (Rhapsody in MicroC). In software domain commercial code
generators only generate the stubs of the static UML model while behavioral func-
tionality has to be implemented by the software engineer.

As we focus on a completely generated executable specification it is necessary
to generate code of the overall model. Therefore we provide a code generator as a
GS plug-in to enable structural and behavioral code generation directly from a UML
model. The body specification is done formally in the Method Definition Language
(MeDeLa). Which is an abstract action language based on Java syntax. Our tem-
plate code generator is using the Velocity engine to generate Java or C++ source
code. Velocity is an Apache open source project focused on HTML code genera-
tion. It provides macros, loops, conditions, and callbacks to the data model business
layer.

The different domains have interactions, e.g., signal inspection, adoption of con-
trol system parameters at runtime or sending messages between time-discrete and
software artifacts. There should be one scheduler on each ECU'? as many commer-
cial code generators provide a specific scheduling mechanism. Integration of these
different frameworks on one ECU is error prone. In our approach these design tasks
could be modeled in UML with assistance of MeDeLa as outlined in Sect. 5. After-
wards our code generator renders the specified glue (interactions between domains).
We provide a highly flexible modeling process, which is supported by an integration
platform described in the following section.

7 Client/Server Architecture for CASE

To keep the system model manageable for designers, CASE tool integration is nec-
essary. In [1,2] an open design environment based on CDIF for the development of
mechatronic systems was presented. Many of the experiences from this project
influence our current work.

After the design of prototypes during the last two years the focus of our current
work is on a so-called Integration Platform GeneralStore (GS). The setup of the GS
follows a 3-tier architecture well known in the software engineering domain. On the
lowest layer (database layer) a commercial object-relational database management
system ORACLE" respectively MySQL'* was selected. On the business-layer we

8 From dSPACE GmbH

9 From Mathworks, Inc.

10 From ETAS GmbH

' From i-Logix, Inc.

12 Electronic Control Unit

13 ORACLE is registered trademark of ORACLE Corporation
14 MySQL is an open source project: see www.msgl.com
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provide user authentication, transaction management, object versioning, and con-
figuration management.

For managing CASE data, GS supports UML as its metamodel (see Sect. 2). GS
uses MOF as its database scheme for storing UML artifacts. Inside the database layer
an abstraction interface keeps GS independent from the given database.
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Fig. 7. Architecture of integration platform (GeneralStore)

On the business layer of GS the mediator pattern [11] is used to keep the CASE tool
integration simple and its adaptor uniform. The transformations for specific notations
supported by CASE tools are implemented in plug-ins (see top of Fig. 7). The code
generation plug-ins (Embedded Coder and Rhapsody in MicroC) controls the trans-
formation to the source code. Their wrapper generators are automatically building the
interface in the UML model (see Fig. 7 in the middle).

While interim objects enclose MOF elements, the CASE adaptor (see class GSTool
in Fig. 8) stays thin and highly reusable. Another reason for using interim objects on
the business layer is because of object identity to handle object versioning and con-
figuration management. To visualize these circumstances, an example is taken where a
unique identification number is added to a subsystem block from the time-continuous
system domain. After the block is checked out from the repository, a designer moves
this subsystem to another hierarchy layer. Despite the fact that it is the same com-
pound object, the system controller in the time-discrete system part keeps track of this
link because of the subsystem identification number.
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Fig. 8. Plug-in architecture of GeneralStore

On the presentation layer GS provides three principal CASE tool adapters:

e MATLAB/Simulink/Stateflow was selected for the control system design
domain and the integration is done using the proprietary model file.

e  Generic and specialized XMI importer/exporter filter of *xmi’’ files.

e And the COM" based integration of ARTiSAN Real-Time Studio. The tool
was selected because of its focus on embedded real time systems.

Both CASE tools are bidirectional linked to the GS architecture. For model man-
agement and CASE tool control, GS offers a system hierarchy browser (compare
Fig. 9). Since the internal datamodel representation of GS is UML, GS offers a system
browser for all UML artifacts of the current design. Due to the large amount of MOF
objects (for example: the transformed PT1 subsystem needs about 10,000 XMI enti-
ties), GS offers design domain specific hierarchy browsers, e.g., a system/subsystem
hierarchy view for structural or time-continuous design or a package hierarchy view
for software design.

8 Conclusion

The introduced universal object-oriented modeling approach supports the concurrent
development of electronic systems in all design phases. We showed how heterogene-
ous system descriptions could work as integrated parts of an object repository based-
Client/Server CASE tool environment. Based on an object diagram representation,

15 XML file based
16 Microsoft Component Object Model
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Fig. 9. GeneralStore’s MATLAB, Coder, and ARTiSAN UML plug-in

time-continuous subsystems and software components can be modeled using one sin-
gle description style. A direct linkage between different description domains is possi-
ble on an abstract model level. While transforming all subsystem parts to an uniform
object notation, adding additional model information to time-continuous blocks will
enable system designers to start with system simulation early in the design process.

Embedded electronic systems can be subdivided in time-discrete, time-continuous
and software domain. Each domain uses its specific notation. A highly flexible design
process was described to integrate those notations, which are supported by CASE
tools, to one UML model. The glue between the domains is modeled in UML. Finally
the overall system is transformed to source code with the assistance of commercial
code generators in addition to our UML code generator.

An often-needed feature and simultaneously a drawback of project file-based
CASE tools (e.g. Rhapsody, Simulink/Stateflow) is the lack of CASE tool assisted
concurrent engineering. Using the presented CASE tool backend GeneralStore to-
gether with MATLAB/Simulink, an interim project file is created each time a designer
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checks out a part of the model. This is possible at any specific model hierarchy point.
The checked out subsystem hierarchy becomes protected. Other designers still have
read access to the last version of this subsystem and can obtain read/write access to
other subsystems in the time-continuous hierarchy.

One major drawback of using UML/MOF from XMI as a metamodel for system
description is the deficiency of a standardized graphical representation for class and
object diagrams. Up to now, this is one of the most requested topics for UML 2.0 and
the next XMI generation. On the other side, using XMI and the UML metamodel for
the description of embedded systems enables model exchange with other CASE tools.
Today, at least 10 software CASE tools on the market can handle XMI descriptions
from the information point of view (import of a model without graphical description).

9 Outlook

Future work has to focus on the definition of a tailored design process and the integra-
tion of CASE tools for requirements management (e.g. DOORS"). On the back-end
side of our development environment simulation and emulation of system models is
going to be supported.

We will examine the integration of further modeling tools to estimate the saved in-
tegration effort using UML/MOF. Especially for large systems of different design
domains, our universal object-oriented modeling approach for the design of embedded
electronic systems based on MOF will show its advantages.

Furthermore it is planned to work on enhanced modeling of operations in UML for
code generation, e.g., collecting information from activity charts, object collaboration
diagrams, and state charts.

It is also considered to enable modeling for reconfigureable hardware components,
e.g. FPGA'3s that means creating VHDL code from an UML model.
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Abstract. The event based architectural style has been recognized as
fostering the development of large-scale and complex systems by loosely
coupling their components. It is therefore increasingly deployed in va-
rious environments such as middleware for mobile computing, message
oriented middleware, integration frameworks, communication standards,
and commercial toolkits. The development of applications based on this
paradigm is, however, performed in such an ad-hoc manner that it is
often difficult to reason about their correctness. This is partly due to the
lack of suitable specification and verification techniques. In this paper,
we review the existing theory of specifying and verifying such applicati-
ons, argue that it cannot be applied for the development of large-scale
and complex systems, and finally propose a novel approach (LECAP)
for the construction of correct event based applications. Our approach
is superior to the existing approaches in many respects: 1) we assume
a while-parallel language with a synchronization construct, 2) neither
a pending event infrastructure nor a consume statement are required,
3) a dynamic (instead of static) binding is assumed, 4) no restriction is
made on the number of simultaneous executions of the same program 5)
our approach is oriented towards top-down development of systems. The
paper also presents two examples for illustrating the approach.

1 Introduction

The increasing complexity of (distributed) software systems has led to the inve-
stigation of new methods that can ease their development. Such methods include
formal methods, object orientation, extreme programming, component based
software engineering. These approaches are supported by emerging paradigms
such as objects, encapsulation, polymorphism, concurrency, communication, sha-
red variables, or mobile agents. Each of these paradigms comes with its set of
features that challenge existing specification and verification techniques.
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Program, Key Action II on New Methods of Work and eCommerce. Project num-
ber: IST-1999-11400 MOTION (MObile Teamwork Infrastructure for Organizations
Networking).
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The event based architectural style is one such paradigm. Essentially, an event
based (EB) system consists of allowing some components called subscribers to
express their interests in some kind of information, while allowing other compo-
nents called publishers to publish this information. The EB system is responsible
for matching publications to subscriptions and forwarding them to interested
subscribers. An application that includes such subscribers and publishers is cal-
led an event based application. The importance of the EB paradigm is witnessed
by the increasing number of domains and tools in which it is exploited. Examples
of such domains/tools are programming environments (e.g. Smalltalk), operating
systems (e.g. AppleEvents [3]), communication middleware (e.g. Corba [14], Si-
ena [7], JEDI [9], Elvin [29]), integration frameworks (e.g. OLE [5], JavaBeans
[26], FIELD [25], SunSoft [28], Polylith [24], ISIS [4], Yeast [19]), and message
oriented middleware (e.g. see [21]).

While considerable effort has gone into techniques for composition of software
based on procedure invocation [TOJTH], shared data [R22], and message passing
[6120], there is no established method for developing correct applications based
on the EB paradigm. As a result, applications based on this paradigm are often
developed in an ad-hoc and informal manner. Although it is not expected that
all developers carry out formal techniques throughout the whole design and
implementation process, they may use the intuition that has been built up during
the development of the supporting techniques [I2]. Further, formal techniques
can be applied in relaxed versions as lightweight formal methods [2/6].

This paper proposes a novel formal approach for building correct applicati-
ons using the EB paradigm. This approach is called LECAP: Logic of Event
Consumption And Publication. This logic is compositional; hence, intrinsi-
cally oriented towards construction of complex systems. LECAP is based on
Jones’s rely/guarantee [I727]/32] program derivation technique which is exten-
ded in two respects. First, we extend the specification of a program to include
announcement-conditions (ann-conditions). These are conditions that specify
which events a program is allowed to announce. Next, we provide a rule for
composing separately developed specifications into one large specification.

Let us assume that we want to build a software system that satisfies the
requirements 0< s [,,. Our methodology consists of four steps:

1. Identify components necessary for constructing the system.

2. Develop the formal specifications Si< s S, of these components and verify
some local properties of these specifications. These formal specifications con-
sist in pre-conditions, post-conditions, rely-conditions, guarantee-conditions
(guar-condition), wait-conditions, and ann-conditions.

3. Compute the formal specification S of the whole system using the specifi-
cations Si¢< m#s S, and our composition rule. The specification S is com-
puted such that any application which refines it satisfies the requirements
D1‘ >>3 Dn.

4. Separately refine the specifications Sy< s S, to some implementations
TER>>> >3
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It is important to stress that the development of I1< s I, can be performed
by different teams that know nothing about each other. Each of them simply
receives some specification S; and is required to deliver some code that satisfies
this specification. In other words, I;< = I, might be off-the-shelf components
that satisfy the requirements Sic< s S,,. Indeed, this is one of the expected
benefits of the loose coupling of components.

The contribution of the paper is following:

1. We provide a formal definition of a language that supports development of
event based applications. This language is called the LECAP programming
language. The presentation of this language is important since it provides
some added value compared to the specification provided in [I2ITT]. In par-
ticular, the LECAP programming language is a parallel programming lan-
guage with synchronization constructs while that of Dingel et al. [I2I11] is
a sequential while-language. Further, the LECAP programming language
doesn’t require constructs such as the “consume” statement introduced in
[1211].

2. We provide a formal specification and semantics of an event based system.
We believe that this specification is simpler compared to [12/11]: no pending
event infrastructure is required. The capability of delaying events is obtai-
ned naturally from the programming language through the synchronization
construct.

3. A method for the specification of event based applications is provided. Be-
sides the pre-, post-, rely-, guar-, and wait-conditions, we introduce the
ann-conditions that specify the kind of events a component is allowed to
announce.

4. We present a rule for composing specifications (of components) into specifi-
cation of systems.

5. We present two examples that illustrate the application of the technique.

The remainder of the paper is organized as follows. The next section (Sect. 2))
presents related approaches. Section [3 provides the formal definition of the LE-
CAP programming language. Section Ml presents a logic of specifying event based
programs and a rule for composing these specifications. Section[J presents some
discussions. Section [6] presents two examples that illustrate our approach and
Section [7] concludes the paper.

2 Related Work

Although the event based paradigm is at the heart of countless software systems,
not much work has been presented on building correct applications using this
paradigm. There are three main research areas that are related to our work.
The first related area concerns event broadcasting. A significant amount of
work has been done on this topic that led to a number of theories such as calculi
of broadcasting systems. Examples of such calculi are the bll-calculus [I3] and
the CBS [23] (calculus of broadcasting systems). The issue in such works is
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how to achieve fault tolerance through replication. All the components in such
a system are interested in all events. The requirements are thus different from
that of event based systems where each component specifies the kind of events
it is interested in.

The second related area of research concerns construction of parallel pro-
grams. Jones’s rely/guarantee [I7] (extended e.g. by Stolen [27] and Xu [32])
and the work of Owicki/Gries [22] are among the approaches that have influen-
ced this area. Our work is strongly based on these two works. We extend the
concept of rely/guarantee specification technique through ann-conditions. We
also borrow auxiliary variables from Owicki/Gries and Stolen [27)] to formulate
ann-conditions.

The third area of work is about verifying the correctness of event based
applications. The only work we are aware of is by Dingel et al. [I2[11]. A method
for reasoning about event based applications is proposed. This approach, which
we call Dingel’s approach is also based on Jones’s rely /guarantee paradigm. To
illustrate the contribution of the paper, we give a summary of Dingel’s approach
and some of its shortcomings.

Let S = (M<V<EM:Ex) denotes a system consisting of a set of methods
M, a set of global variables V', a binding of methods to events EM, and a set
of external events Fx. Further, a specification is a 4-tuple (P R<G<Q), where
P R<G<(Q denote the pre-, rely-, guar-, and post-conditions. To show that the
system S satisfies some partial correctness property T, 4 steps are required:

1. Define the pre-, rely, and post-conditions of the system: P R< Q.

2. For each method m € M, define the guarantee conditions Gy, and Gy ()
such that
(meVe EM<Ex) and (M \ {m}< V< EM< Ex) satisty (P<RV Gy {m} Gm< Q)

3. Conclude using rely/guarantee soundness that (M<V< EM<FEx) satisfies
(PR ey G Q)

4. Show that any system that satisfies (P R<\/ ., G Q) also satisfies T'.

This approach has a number of shortcomings.

1. It assumes a programming language with a consume construct. Each method
must start with this statement that specifies which events the method is
interested in. Dingel et al. use the consume construct to model invocation
of methods by the EB system and to trace changes in the pending event
infrastructure. They, however, recognize that this construct “introduces an
unnecessary dependency between the event-method binding and the program
of a method.[I2IT1]” Further, no real programming language or event based
system needs such a construct.

2. The underlying specification technique is based on a pending event infra-
structure. The primary intent of an EB system is not to queue events, but to
dispatch them to subscribers. Queuing events results from the fact that an
EB system might not be able to forward events at the speed at which they
are received. Hence, we suggest that, although it may be important to take
it into consideration at the implementation level, a mechanism for queuing
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events should only influence the abstract model in a such a way that it does
not complicate the reasoning too much.

3. Dingel et. [12/11] assume in their work that when a program is running it
cannot be triggered anymore. No mechanism is however given for achieving
this. On the other hand there are applications where such a limitation is not
acceptable (e.g. reservation systems).

4. The approach doesn’t take the definition of new subscriptions into conside-
ration. A static binding EM is assumed. In this sense, the approach seems
to miss a fundamental aspect of the event based paradigm which is (because
of loose coupling) to ease the integration of new components.

5. Dingel’s approach is intended for a-posteriori verification of systems instead
of stepwise construction of systems: components of the completed programs
are verified in isolation and then put together where general properties are
proved. Jones [I7] argues that such approaches are unacceptable as program
development methods: erroneous design decisions taken in early steps are
propagated until the system is implemented and proven.

Although Dingel et al. [T2/TT] do not claim to propose a method for the

stepwise construction of systems, the fact that their approach is based on

Jones’s rely /guarantee method for the construction of interfering programs

may lead one to expect that it can also be used for such a purpose. To

see why this is difficult, let us consider the following development method

naively derived from the above reasoning technique:

To construct a system S that satisfies some partial correctness property 7,

6 steps must be followed:

a) Define the pre-, rely, and post-conditions P R<@Q of the system.

b) Identify the set of methods M of the system.

¢) For each method m € M (not yet implemented), define the guaran-
tee conditions G, and G\ gmy such that (m<Ve EM<FEx) and (M \
{m}< Ve EM< Ex) satisfy (P*RV G\ m} G Q)

d) Conclude that (M« V< EM< Ex) satisfies (P R<\/, o7, G Q)

e) Show that any system that satisfies (P R<\/, ., G Q) also satisfies
T.

f) Now, refine each method m to some implementation.

This approach, however, doesn’t work since there is nothing that relates

the specifications (P RV Gyp\ (my< G Q) of the different methods to each
other. This relation should be provided by the event based system. The me-
thods should communicate with each other through the event based system
by announcing and consuming events. This notion of announcement and
consumption of events is, however, absent from the specification, hence the
insufficiency of the specification and the inadequacy of the approach.

We propose an approach that overcomes these shortcomings.

3 The LECAP Programming Language

This section introduces the LECAP programming language. This language is
used for the development of while-parallel programs with shared variables. The
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particularly of LECAP programs is that they may communicate through an
event based system. We define the syntax of the language and its operational
semantics. We also give a definition of the concept of event based systems.

3.1 Syntax

A LECAP program is a while-program augmented with parallel, synchroniza-
tion, and event publication constructs. Its syntax can be defined as follows:

Pu=uxz:=e¢|P;Py|if bthen P else P, 0 |while bdo P od | await
b then P end | P,||P; | announce(e) | skip.

Three constructs in this language need some explanations: the parallel con-
struct, the await construct, and the announce construct. The first models non-
derministic interleaving of the atomic actions of P; and P,. Synchronization and
mutual exclusion are achieved using the await construct. The announce construct
allows announcement of events. It is intended for the notification of the EB sy-
stem which in turn triggers some other programs. The execution of announce
is limited to sending the event to the EB system. The sequential composition
Py; P> can thus be defined in the usual way as a program that first behaves as P;
and follows as P, if P; terminates. To simplify the deduction rules, it is required
that variables used in the boolean test cannot be accessed by programs running
in parallel. This constraint can be removed as discussed in [27]. We say that a
program zg is a subprogram of another program z iff z can be written in one the
following forms:

213 205 %25

if bthen z; else 2z [, with zg a subprogram of z; or zo;
while b do z; od, with 2y a subprogram of z;;

21||z2, with 2o a subprogram of z; or zs;

await b do z; od , with zy a subprogram of z;.

s s s I e s

3.2 Event Based System

Although there are various paradigms that make up an event based system
in practice, not all of them are needed at the abstract level. We construct an
abstract model based on a set of programs, a set of events, a binding, and a set
of variables. An event is a piece of data that may be published by a program.
Subscriptions are templates for allowing categorization of events. The set of
programs is the set of handlers of events. Such programs are triggered when an
event is announced that matches one of their subscriptions. The programs in an
event based systems may not only communicate (by announcing and consuming
events), but they may also share some variables.

Dellnition 1. An event based system is a 4-tuple (E<M<0<B) composed of a
set of events £, a set of programs M, a set of global variables U shared among
programs in M, and a binding B which maps each program to its set of subscrip-
tions.
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The behavior of an EB system consists of providing facilities for announcing and
receiving events. Programs announce events that are dispatched to some other
programs. The purpose of an event is thus to trigger some programs. The process
of determining which programs are interested in an event is called matching. A
matching is performed between an event and a subscription. This is a query that
describes the interest of a program in receiving some events. Such subscriptions
are typically assertions that characterize events. They can be viewed as total
functions defined on the set of events and returning true or false. An example of
subscription is: 0z : z starts with *John’. An example of event that matches this
subscription is: "John is leaving the office’.

Dellnition 2. Assuming an EB system (E<M<0<B), a subscription s is a total
function from € to {True: False}.

B(z) denotes the set of subscriptions of a program z and determines the set of
events z is interested in.

Dellnition 3. Given an event e, we define subscribers(e) = {z € M |3s €
B(z)<s(e) = true} as the set of programs that are interested in the event e.

Among the set of events &, there may be some external events. These are
events that are announced by programs not in M. We denote the set of external
events as &, and the set of programs that subscribed to some of these events as
M. Formally, M, = |J subscribers(e).

ecé,

3.3 Operational Semantics

We give the operational semantics of the LECAP programming language in the
style of [I]. A state maps all programming variables to values and a configuration
is a pair (p< s) where p is a program and s is a state. The semantics of the LECAP
programming language is given relative to an EB system (€< M-<0<B). In the
sequel z denotes a program that is different from the empty program [.

An environment transition — is the least binary relation on configurations
such that:

0 (z¢ s1) = (2¢ s2), environment transitions are only allowed to modify the
state of EB systems.

A program transition %, is the least binary relation on configurations such that
one of the following holds:

0 (skips s) iR ([ s),

O (u:=1r<s) iR ([ s[u<r]), where s[u<r] denotes the state obtained from s by
mapping the variable u to the value r and leaving all other state variables
unchanged,
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{announce(e); z< s) — (||subscribers(e) U{z} s). The effect of announcing
an event is to trigger the set of programs that subscribed to this event and
execute them in parallel with the remainder of the announcing program.
Programs triggered by an event are part of the running program and their
transitions are therefore internal transitions.

(z1529¢ $1) 4 (z9¢ so) if {21 s1) 4 (k s2) and announce(e) is not a
subprogram of zj,

(215 22¢ s1) SN (235 22¢ s2) if (z1° s1) 4 (23¢ $2), z3 # [ and announce(e)
is not a subprogram of z1,

(if b then z; else 29 s) 5 (z1¢ s) if s = b,

(if b then z; else 2o ) - (z0¢ ) if s |= b,

(while b do z od¢ s) - (z; while b do z ode s) if s = b,

(while b do z ods s) - (I s) if s = b,

({21 || 22} 1) 5 (22¢ 52) if (210 s1) = (I s2),

{21 || 22} s1) 5 (z1¢ sa) if (20¢ 51) 5 (I 52),

(o1 || 22} s1) = ({zs | 22} s2) if (21 ;1) > (3¢ 52), 25 # L
(o1 || 22} s1) =5 ({zn || zs}e s if (20 1) > (3¢ s2), 25 # L

(await b do z; od < s1) iR (k s,) if s1 = b, and there exists a list of
configurations
(22982500 (Zn_1°5n_1), such that (z, 1°s,_1) — (¢ s,) and for all

L<k<n{zr_186-1) — (2 sk),

The meaning of an await statement is not very clear when its body does not
terminate [31]. When it however terminates the final state is required to sa-
tisfy the post-condition. Given that we are not interested (in this work) in
non-terminating programs we can stipulate that any computation of an await-
statement has a finite length.

Besides the state of the system that programs may read and update, they

also have local variables that are hidden such that environment transitions are
not allowed to access them. We do not model this concept in our work since it
has no impact on our rules.

Dellnition 4. A configuration ci is disabled if there is no configuration co such

that ¢; — co.
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Dellnition 5. A computation is a possibly infinite sequence of environment and

Lo
program transitions: {(z1<s1) Ly o (1< Sk) % b such that the final

configuration is disabled if the sequence is finite. A computation is blocked if it is
finite and the program of the last computation is different from 0. A computation
terminates iff it is finite and the program of the last configuration is [.

The above operational semantics doesn’t explicitly discuss the case of events an-
nounced by the environment (including external events). The programs triggered
by these events are part of the environment and their transitions are environment
transitions.

Given a computation 0, then Z(0), S(0) and L(0) are the projections to
sequences of programs, states and transition labels, while Z(0,), S(0;) and
L(0) and O; denote respectively the k’th program, the k’th state, the k’th
transition label and the k’th configuration. The number of configurations in [ is
denoted len(0). If O is infinite, then len(0) = oco.

In the sequel, ¢p[z] denotes the set of computations 0 such that Z(0;) = z.
These computations are called computations of z.

4 Specification Language

We show how rely- and guar- conditions can be extended and used for the speci-
fication of LECAP programs. These programs are parallel programs that might
use synchronization constructs and are based on the event paradigm. Specifi-
cally, we show that the quintessence of the logic of specified programs proposed
by Stolen [27] can be reused.

In the style of VDM [18], hooked variables are used to denote an earlier state.
For any variable v of type 7, there exists a corresponding hooked variable Dv of
type 7. Hooked variables cannot appear in programs.

An assertion is a boolean formula on states. Let P be an assertion and s; and
s2 be two states. We write (s1¢s2) |= P if P is true when each hooked variable
v in P is assigned the value s;(v) and each unhooked variable is assigned the
value ss(v). If P has no hooked variable, it may be thought of as the set of all
states, such that s = P. We write = P if P is valid in the actual structure.

4.1 Specillcation

If (L<M<0<B) is an EB system, a specification is of the form (L M<0<B) ::
(P< ReW<G< E< A), where the pre-condition P and the wait-condition W are un-
ary assertions while the rely-condition R, the guar-condition GG, and the post-
condition E are binary assertions. The ann-condition A is a set of assertions
defined on computations. It characterizes the kind of events a program may
announce.

Dellnition 6. Given a computation U, an assertion Q, and an event e, Q con-
ditions the announcement of e in U (or U satisfies Q@ < e) iff for any state s
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found along 0 that satisfies Q there is a program transition in the remainder of
U of one of the following forms:

0 (announce(e); z< s) Q (|[subscribers(e) U{z}< s).
0 (announce(e)|z s) = > ([[subscribers(e) U{z}< s).
0 (z||announce(e)s s) = (||subscribers(e) U{z}< s).

There should be exactly one such configuration.

Dellnition 7. An ann-condition is a set of formula of the form @Q < e. A compu-
tation satisfies an ann-condition A = {Q; < e;}; iff it satisfies each Q; < e; € A

The restriction on the number announcements of an event e along a computation
can be surmounted by labelling events.

If X is a set of variables and sq, so are two states, then s £ so signifies that

b's
for all variables x in X, s1(z) = s2(x) while sy # so means that there exists x
in X such that s;(x) # sa(x).

Dellnition 8. Given an EB system (L< M<U<B), a pre-condition P, and a rely-
condition R, then ext[0< P< R] denotes the set of computations 0 such that:

SO =P,
0 for all 1 < j < len(@), if L(O;) = e and S(O;) 7Dé S(0j+1) then
(S(0,):$(0,.1)) = R

The previous definition characterizes computations that satisfy the pre-condition
and are subject to environment transitions. Informally, 1) the initial state must
satisfy the pre-condition, and 2) any environment transition which changes the
global state must satisfy the rely-condition.

A specification also characterizes commitments of the implementations:

Dellnition 9. Assuming an event based system (L<M<U<B), a guar-condition
G, and a post-condition E, a wait-condition W, and an ann-condition A then
int[l« G- E< W< A] denotes the set of computations 0 such that:

O for all 1 < j < len(@), if L@O;) = ¢ and S(O;) 7Dé S(j11) then
(5@,)5@;41)) E G
0 if Z(01en) = O then (S(01) SDrenn))) F E.
ZfZ(Dle‘n(D)) 7£ 0 then Z(Dle’n(ﬂ)) ': w

0 len(0) # oo

0 O satisfies the ann-condition A.

The above definitions implicitly take into consideration the case of a program
ze triggered by an event e announced by z. The triggered program z. is in fact
part of the running program which becomes z.||z1 where z1 is the remainder of
Ze
and z, are part of the environment of each other. They are therefore required to
satisfy the rely-condition of each other. An interference free composition must
hence require that they coexist.
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4.2 Judgments

Dellnition 10. Given an event based system (L<M<0<B), a judgment is a
pair consisting of a program z € M and a specification (L M<0<B)
(P<R<G<EW<A). Such a judgment is denoted z | (LM<O<B)
(P Re G« E< W+ A).

Dellnition 11. Let us assume an event based system (L<M<0<B); A judg-
ment z | (L<M<0<B) :: (P<R<G<E<W-<A) is valid iff cp[z] N ext[0<P<R] C
int[0<G< E<W- A] .

We extend the concept of judgment to the whole event based system and say that
E (L<M<0<B) :: (P<R<G< E<W-<A) is valid iff the judgment z |= (L M<0<B) ::
(P<R<G<E<W- A) is valid for any program z € M.

4.3 Composition

This section aims at formulating the rule for the composition of LECAP spe-
cifications. A LECAP program that satisfies its specification is called a correct
program (w.r.t. its specification).

In the remainder, if B is a binding, z a program, and e an event, Bf{z+ —e}
represents the binding obtained from B by subscribing the program z to the event
e. By extension of this notation, if S is an EB system, S{{z+ —e} represents S
with its binding B replaced by Bt{z 1 —e}. In denotes the assertion A\ .5 = —.
Ip is thus an assertion that states that the value of no variable in [ changed. If A,
B, and C' are some binary assertions, B | C' denotes the assertion characterizing
the relational composition of B and C i.e. (si<s3) | B | C iff there exists so
such that (s1<s2) |E B and (s2<s3) = C. B* denotes the transitive closure of B.
AP denotes an assertion that characterizes any state that can be reached from
a state A by a finite number of B steps. S represents the event based system
(LM U {z1°22}<0<B) and Sy represents the event based system (L M-<0<{})
with an empty binding. This means that no program in Sy is subscribed to any
event. Announcing an event has an effect neither on the state of the system nor
on running programs. In this case, the ann-condition A in a specification such
as (P<R<G<E<W-<A) is not relevant (denoted L). The set of deduction rules
proposed by Stolen [27] is thus applicable. We illustrate the consequence, the
parallel and the await rules below. They are further used for the construction of
our composition rule.

Consequence rule: Parallel rule:

Py = P; - ;

Rz ~ Rl (W1 AWa) A=(Wa A E1) A=(W1 A Eg)
2 'lv G1 = R

Wi= W G» = R

G1 = G2 2 1

B = B z1 ESo i (PPRi<WVWi<Gi<E1<Aq)
. ‘1: So 2 (PliRl(Gl(El(‘/Vl(Al) Z2 |: So :: (Pt Ro<cW V Wa<Gac Ea¢ A2>
z = So i (P2 Ra<Gac Exc Wae 1) {z1llz2} 1= So i (P By A Re< WGV Gat By A B L)
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The consequence rule allows refinement of specifications by strengthening the
assumptions and weake-ning the commitments.

The parallel rule ensures parallelization of programs. The program z; ||z2 can
be derived from z; and z; if they satisfy the above specifications. An important
requirement for z; and 2o to coexist is that the guar-condition of one implies the
rely-condition of the other. Further, not both processes should be in a waiting
status as well as if the execution of one of them is completed, the other should
not be waiting.

Sequential Rule Await Rule:

0

Py NEy = P>

z1 = So i (Pic ReW<G< E1< Ay) R

2o = Sp it (Poc Re W< G< Fy< Ay) z = So i (P A b false,false,true ,(GV Ip) A E<A)
Z1:22 E So & (Pr RWA G Eq|Ea< L) await b do z od |= So i+ (P<R< PTT A —b G R*|E|R*< 1)

The sequential rule is quite similar to that of sequential programming. It
essentially requires that the post-condition of the first program implies the pre-
condition of the second. The resulting specification is that of a program whose
computations start in a state satisfying the first pre-condition, ends in a state
satisfying the second post-condition, and is such that it contains a state satisfying
the first post-condition.

The intent of the await-rule is to allow programs to synchronize on resources.
Assume we want to construct a synchronizing program that satisfies (P Re PR A
b G< R*|E|R*). This program needs to block when b is false. Hence, it executes
when b is true. However, if the await-program executes when b is true, the await-
body needs to have b as conjunct in its pre-condition. Further, if the await-
program has P as pre-condition, the await-body needs to have P as conjunct
in its pre-condition. The reason for this is that while the program is waiting for
b to be true, some environment transitions may be performed that modify the
state of the system in a way that satisfies the rely condition. The pre-condition
of the await-body is thus P® Ab. The rely- and wait-conditions of the wait-body
results from the fact that we want the program to be executed in an atomic step
(without any interference). Since the program is executed in an atomic step, if
we want the await-program to guarantee (7, the post-condition of its unique step
(the await-body) needs to either leave all variables unchanged or satisfy G. Of
course, the post-condition of the await-body also needs to satisfy E.

We now consider the above rules; still with an empty binding, but taking
ann-conditions into consideration. The computations of rely- guar-, pre-, post-
and wait-conditions remain the same as above. In the following, @1, Q> and
Q@ designate some assertions, while e; are events. Fr(Q) denotes the set of free
variables in the assertion Q).

Parallel Rule

Fr(Qi) NFr(Q;) =Fr(Q:) Nl =Fr(Q;)Nn0 =0
ej #ejc 1€ [len]e j € [n+ 1em]

(W1 AW2) A =(W2 A E1) A=(Wi A Ez)

Go = Ry

21 St (PRi<W V WicGi E1<{Q; < e;}})
22 =S (P Ry WV WaeGa B2 {Q; < EJ}::LJrl)
{z1[22} F S (PPRL ARy WeGy VG2  E1 A E2<{Q; < e;17)




Composing Specifications of Event Based Applications 79

Sequential Rule

Fr(Q:) ﬂFT(Qj) = FT(Q,L) N = FV‘(QJ> no =9
ci # e 1€ [1n]< j € [n+10m]

Py NE1 = P>

21 ES (PLIcRWGE < {Q; < ei}zl+1)

22 =S i (P RRW<G< Ex< {Q; < e;}71)

z1522 = S i (P REW<G<E1]|E2<{Q; < e;}1")

If @1 (resp. Q2) conditions the announcement of e; (resp. es) in z; (resp.
29), the parallel composition of z; and 29 is such that @1 (resp. Q2) conditions
the announcement of ey (resp. e1) in z1]|z2. There are two reasons why this is
true:

0 no event is announced by both programs. If an event was announced by both
programs, the parallel composition would yield a program that announces
the same event twice. This is not compatible with the definition of @) < e.

0 the set of variables in any assertion in the ann-condition of z; is disjoint
from the global state and from the set of variables of any assertion in the
ann-condition of zo (and vice-versa). To understand the necessity of this re-
striction, assume a program z; that satisfies © > 2 < e; and some of its
computations 0; have a configurations such that its state satisfies x > 2
holds. By the definition of announcement conditions there is an announce-
ment transition in 0;. On the other hand there may be a program z, such
that when composing in parallel with z; there is no state any more that
satisfies © > 2. The resulting program z; ||z announces a program although
the condition = > 2 is not satisfied. This doesn’t happen when the assertions
are based on auxiliary variables that appear only in one program.

The enhancement of the await-rule is trivial: if the announcement of an event
is conditioned by @ in z, this event remains conditioned by ) when we embed
z in an await construct.

Await rule:
z |= Sp 2 (PR A be false,false true (G V Ip) A BE<{Q; < e;}T)
await b do z od = Sp 1 (P< R PP A b« G< R*|E|R*< {Q; < ei}1)

Starting from an empty binding, we now need to successively add subscrip-
tions to the EB system. Before investigating the composition rule, we give one
more definition. Let us denote the set of events that a program possibly anno-
unces as events(z); let also the set 0(z) =subscribers(events(z)) be the set of
programs subscribed on the events that the program z announces. 0*(z) denotes

the transitive closure of 0 defined as 0(z)U |J 0*(s)
sel(z)

Dellnition 12. The binding B of an EB system (L< M<0<B) is well founded iff
for any program z, z £0*(2). A well founded binding will be denoted wf B.

The intent of the above definition is to avoid infinite loops in EB systems. The
simplest such case is when a program subscribes to the events that itself anno-
unces. This restriction seems to be strong: a program may subscribe on events it
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announces without producing infinite loops. We doubt on the necessity of such
configurations and exclude them as may complicate the composition rule.

Computing the specification of a system out of those of its components con-
sists of successively adding new subscriptions to the EB system. The process
starts with a system with an empty binding. After adding a new subscription,
the composition rule is applied and new specifications are derived. The algorithm
is following;:

To subscribe program z2 to event e do:
add the entry (z2 , e) to the the binding;
for each program z that announces e, do:
apply the composition rule
if necessary, update any specification that depends on z

The composition rule can now be given. For each subscription that is perfor-
med, it is required that the binding remains well founded. The claim of this rule
is that if the programs z and zy are specified as shown in the premises while z,
is not interested in ey, subscribing zo to e; results in a program that behaves
like z first and eventually (from a state satisfying 1), behaves like z5||z. This
is a natural consequence of the semantics of event announcement.

Composition rule:

Fr(Qi) N Fr(Q;) =Fr(Qi) Nl = Fr(Q;) Nl =0

(W1 AWa) A =(Wa AE1) A (W1 A Ea)

ej #ejc 1€ [len]e j € [n+ 1em]

\va Bi{z2 1—e1}

P AI|IR* = P> A Q1

z fsubscribers(eq)

ylES (P R Wi Gi<I|E1<{Q; < e;}})

Z2 ‘: S (Pz‘RQ‘VVQ‘Gz‘EQ({Qi < EL};TJrl)

z = Si{za1—e1} i (PRI AR W1<G1 VG I[E1 AN P2[Ex<{Q < e;i}T")

4.4 Cause of Events

Before subscribing a program to an event, one needs to know the meaning of this
event. The cause of an event is an assertion that characterizes the announcement
of an event in the whole system. An event is announced in the system iff this
assertion is true. Let (M<L<0<B) be an EB system and A, be the ann-condition
of a program z in M. We further denote the union of all ann-conditions as A =.
The following formula gives a formal definition:

cause(e) = \/ Q<where S ={Q-Q < ¢' € U A

QES zeM

The formula says that the cause of an event is the disjunction of the assertions
@ that condition the announcement of events with the same semantics as e. The
formula is not applicable to events that may be announced by the environment
since the environment may be non-deterministic.
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5 Discussion

An important issue is the tractability of our logic. Let us consider a system in
which z, and y announce the events e, and es respectively while y is subscribed
to e;. If we further subscribe z3 to ez, y needs to be re-computed. Worst, all
specifications that depend on y (in our case only z) need also be updated. In
real project, the chain may be long and the composition can become painful.
Fortunately, the difference between the different programs are syntactically clear.
For instance after subscribing z3 to y only a conjunct of the form Qf|T needs
to be added to specifications that depend on y. Updating the specifications is
thus a copy-paste process that can be easily mechanized. We believe that CASE
tools for composing specifications can help solve this problem.

Another factor that influences the tractability of our approach is the order
in which subscriptions are performed. It is obvious that if z3 is subscribed to e
before y is subscribed to e, the changes are less significant. Thus, an initial step
in composing the specification of a system out of those of its components is to
find a suitable sequence of application of the composition rule.

This issue of tractability is not specific to our composition approach. Techni-
ques of composition based on procedure invocation have comparable problems.
The manifestation of such problems in practice is e.g. regression testing that
tackles the issue of detecting which part of a system must be tested following
the modification in another part of the system.

We argued at the beginning of this document that our approach does not
require a pending event infrastructure. The question is thus, how to model such
a requirement since it might be important in some cases to show e.g. that the
result of an operation doesn’t depend on the ordering of events. This can be done
in our approach using the synchronization construct. Queuing or delaying an
event until a condition @ is fulfilled means embedding the subscribed programs
in an await construct conditioned by Q.

Our composition rule requires that bindings be well-founded. There are, ho-
wever, cases where a program announces an event, and waits for another program
to consume the event and send a result back. A typical such scenario is to si-
mulate method invocation using the event based paradigm, which would make
“caller” less strongly coupled to the “callee”. To achieve this, we need an auxi-
liary program p and an auxiliary variable v. The purpose of p is simply to store
the event it receives in v. Now, for achieving our method invocation, the caller
first subscribes the auxiliary program p to events it would like to wait for. Next,
the caller announces the event containing the parameters of the call and blocks
(by means of the await construct). On the other side the callee is triggered by
the event based system. After processing the event, the callee publishes an event
to which the auxiliary program p is subscribed for which the caller is waiting.
Once the auxiliary program is triggered it stores the received event in the related
auxiliary variable such that the wait-condition of the caller now holds. The caller
can continue its execution by reading the content of the auxiliary variable. We
are working on generalizing this solution to make the various details transparent
to the designers.
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6 Examples

We consider an example similar to that of Dingel et al. [12[11]. The goal is to
develop a system consisting in a buffer and a counter. Each time an element
is added to the buffer, the counter must be incremented. Similarly, each time
an element is removed from the buffer, the counter has to be decremented. We
adopt two approaches for designing this system.

6.1 Example 1

We design a system with four programs. The first program (add) adds elements
of type 7 to the buffer while the second program incr increments a counter
Count. Similarly, remove removes elements from the buffer and decr decrements
the counter. The global state is thus composed of Buf and Count.

Let us construct the event based system s, = (< m<0<B) first. We already have
0 = { Buf Count} and M = {add:incr< removecdecr}. We deduce the empty blndlng
B = {add — 0<incr — Qcdecr — B<remove — 0}. We further extend the event based
system with the set of auxiliary variables 0, = { Buf.1c Buf.z} used in the ann-
conditions. An event is a tuple consisting of an identification number and an
element of type 7. The set of event is thus & = {(idcelt)|id € NAelt € T}. We
access the identifier (resp. element) of an event evt using the notation evirid
(resp. evtrelt). A subscription is a total function defined on the set of events. An
example of subscription (using the lambda notation) is: s = Oe : evid > 40

The next step in the example is to give the formal specification of the pro-
grams add and incr denoted as S, and S;. In this example, we want each program
to run alone a-la sequential programming. The rely-conditions of the programs
are false while their wait-, and guar-conditions are true. If we assume Buf to
be an unbounded buffer, then elements can always be inserted, hence the pre-
condition is true. The post-condition can be defined as Buf = epelt+ ]DBuf. Each
program that is started is done so with an event as input. We want the program
add to announce the event (1<erelt) whenever an element is added in the buffer.
The ann-condition is thus { Buf.; = {erelt} < (1<erelt)}. For this ann-condition to
be satisfied when an element is added to the buffer the conjuncts Buf,, = ¢ and
Buf,1 = {erelt} must be added to the pre- and post-conditions respectively. S,
is thllSEI expressed as: S, = 8 ( Bufy1 = 0¢ falses falsec falsec Bufq1 = {evelt} A Buf =
evelt+ Buf { Bufq1 = {erelt} < (lcerelt)}).

Similarly, we define the followmg specification of incr: s, = S
( truec falsec false< falsec Count — Count +1¢<¢). Using the consequence rule
we can refine it by strengthening the pre-condition: s; = Sy = ( Buf =

evelt+ %uf‘ false< false< falsec Count = Count +1<0).

‘We now subscribe incr to events with identifier equals to 1. This is done with
the subscription query 0z : zrid = 1. Applying the composition rule we obtain the
new deﬁmtlon of S;: sa = 8 :: ( Bufs, = 0¢ falsec false< falsec Bufa, = {epelt} A Buf =
edelt+ Buf/\ Count = Count +1<{ Bufq1 = {evelt} < (1<erelt)}).

A similar reasoning yields the following specifications S,., and Sy of remove
and decr respectively:
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Sr = 8 =t ( Bufs1 = {erelt} A erelt € Buf falsec false< falsec Buf,o = O A Buf = %uf
—evelt<{ Bufaz = 0 < (2<epelt)}), ;

S, =8 1 ( Count > 0¢ false< false< falsec Count = Count —1<0).

Subscribing decr to events with identifiers equal to 2 (subscription query 0 :
avid = 2) and applying the composition rule (strengthening the pre-condition of
decr first) yields the following specification: i
Sr =8 i ( Bufga = {erelt} Aevelt € BufA Count > 0< false< false< falsec Buf,o = DA Buf = Buf
—epelt A Count = C(D)unt —1<{ Bufy2 =0 < (2<epelt)}).

We now specify the kind of interactions we expect from the environment: 1)
the environment may not publish events such that the identifier is equal to 1
or 2. This would lead to invalid incrementation/decrementation of the counter.
2) the environment may announce any other event. Various techniques can be
applied for implementing these constraints on the environment. An example of
such techniques is access control.

At this stage, the system is almost useless: the programs add and remove
are not accessible to the environment. We subscribe them to the events with
identifiers equal to 3 (0z : avid = 3) and to events with identifiers equal to 4
respectively. The environment can thus remove elements from or add elements
to the buffer as it wills. However, since the programs add and remove do not
allow interference, any event that is announced while one of these programs is
running will simply be ignored.

Various properties of the system can be proved based on this specification.
For instance, one can verify that each computation of the system conserves the
property # Buf= Count. This is, if the number of elements in the buffer is equals
to the value of the counter before a computation, this will also be the case when
the computation is completed. After proving some desirable properties of the
system, the different components can be implemented such that they are correct
w.r.t. their specifications.

6.2 Example 2

In the previous example, if an event arrives while a program is running, the event
will simply be discarded. We extend the previous example such that if an event
arrives while a program is running, the triggered program has to wait until it is
save to run.

We consider the same system Sy as in the previous example. We enrich the
global state with a boolean variable called sentinel. We want add to be of the
form: await sentinel do addbody. A specification of add iS S, = (Py<Ri< Pt A
sentinel< G1< RY|E1|R< A1) with P def Bufq1 =0, Ry def Count = Cgunt, G1 def Buf = %'uf
tevelt, B1 “Y Gy, and A; = { Bufar = {ewelt} < (1ereit)} . The specification of the
body related to S, can be deduced using the await-rule.

On the other hand we customize the specification of incr to meet the requi-
rements of the composition rule. We now have s; < (P, Roc Wy« Go< B2 0) wWhere
P> def true, Ro def G1, Wa = false , G2 def R1, E2 def Count = C(D)unt +1. It can easily be
verified that starting from s, , the premises of the composition rule are satisfied.
We now subscribe incr to events with identifiers equal to 1. The composition
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rule yields the following result: S, = (Py< Ri< P[1 A sentinel< Gy V Go< E1 A Ex<{ Bufay =
{evelt} < (1cepelt)}).

This is indeed the specification of a program which adds an element in the buffer
and increments the counter. The program blocks until sentinel becomes true.
Further, executing programs will not be interrupted by the environment. Other
programs will wait until sentinel becomes true and no other program is running.
This means that announced events are not simply discarded as in the previous
example.

7 Conclusion

“Concurrent programming is hard and shared variable programming is very
hard [30].” Concurrent programming with synchronization, shared variable and
event based communication is therefore “three times” harder. We presented some
shortcomings of the existing approaches in this paper.

In addition, we proposed a logic (LECAP) that allows specifying applications
based on these paradigms (concurrency, shared variables, events, synchroniza-
tion). The logic also supports composition of these specifications into specifica-
tions of larger applications. LECAP is therefore intrinsically oriented towards
construction of complex systems. The paper also gave the formal semantics of the
LECAP programming language. Such a language is based on an event based sy-
stem whose formal definition was presented. Jones’s rely /guarantee approach for
the construction of interfering programs was extended with announcement con-
ditions. The paper finally presented two examples that illustrate the approach.

It is obvious that a software development method cannot be established based
on two examples. We therefore need to develop more examples and case studies
to further experiment our approach. Additionally, refinement and verification of
LECAP specifications are tasks we have to tackle.
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Abstract. We define a variant of Lamport’s Temporal Logic of Actions, extended
by spatial modalities, that is intended for the specification of mobile systems with
distributed state. We discuss notions of refinement appropriate for mobile systems,
specifically concerning the topological structure of the system, and show how
these can be represented in the logic via quantification and implication, ensuring
transitivity and compositionality of refinements.

1 Background

The design of systems that make use of mobile code has recently found wide attention.
Advances in network technology sometimes make it more attractive to transmit code
for execution at remote sites than to rely on more conventional architectures such as
client-server systems. It has quickly become apparent that the design of mobile systems
requires specific abstractions that should be reflected in formal development methods
and in underlying calculi and logics.

Milner’s [ calculus [9] has started a line of research that investigates foundational
calculi for mobile systems, e.g. [4/5/T0JT3], emphasizing different aspects of mobility
and offering different primitives to describe the interaction of mobile components. In
particular, the Ambient Calculus due to Cardelli and Gordon introduced the notion of
(nested and dynamically reconfigurable) named administrative domains that must be
crossed by mobile code.

Some of these calculi have been complemented by logics that allow to express
run-time properties of mobile systems [2l3]11]]. These logics typically include both
spatial and temporal modalities to reflect the topological system structure as well as its
evolution over time. Formulas of these logics are evaluated over process terms via an
intensional semantics [12] and closely reflect the syntactic structure of processes. This
close correspondence makes it difficult, if not impossible, to refine the process terms
during system development while preserving the formulas of the logic. In this regard,
such logics are inadequate for use as specification logics that could underly a method of
stepwise system development based on refinement.

In the present paper we follow a different approach and define a spatio-temporal
specification logic whose semantics is based on a notion of system behaviors similar
to standard (linear-time) temporal logics, and independent of any specific operational
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calculus. Our main goal in the design of the logic is to support refinement: properties
established at a higher level of abstraction should be preserved in the implementation.
In the context of reactive systems, this goal has successfully been achieved in Lamport’s
Temporal Logic of Actions [7]]. We therefore follow the general philosophy of TLA,
but add spatial modalities to express the topology of configurations. We also discuss,
informally, concepts of refinement that arise in the development of mobile systems, and
how to represent those in the logic. Besides classical temporal (or operation) refine-
ment that is already supported in TLA since its formulas are invariant under stuttering
equivalence, we identify two concepts that are more specific to mobile systems, namely
spatial extension and virtualisation of locations. We show that these concepts can also
be represented in our logic via implication and novel forms of quantification that express
hiding of local state and of agent names, respectively.

The outline of the paper is as follows: SectionRlintroduces Mobile TLA (MTLA) at
the hand of a simple agent system. Section Blgives a more formal account of the syntax
and semantics of simple MTLA, the logic that we use to specify closed mobile systems.
Section[4] studies refinement principles for mobile systems that motivate extensions of
the logic by two forms of quantification. Finally, Sect. | summarizes our contributions
and indicates future work.

2 Example: Joe’s Shopping Agent

The specification of a mobile system describes relevant aspects of network topology
as well as of the dynamic system behavior, including the movement and interaction of
agents. We identify all network locations by unique (or physical) names. In informal
discussions, we do not distinguish between names and the domains or agents they re-
present. Domains may be nested, giving rise to a tree structure of names, and mobility is
formally represented by structural changes of these trees that result from agents moving
across domain boundaries.

As our running example, we consider the specification of a simple shopping agent that
scans a network in the search of the best offer for some item. We assume a finite, fixed set
Net of names that represent (immobile) network locations that the agent may visit during
its search; joe € Net denotes the agent’s home location. The name shopper @ Net is
used to denote the mobile shopping agent itself. Its local state is described by three
state variables: the variable ctl indicates the control state of the shopping agent; it may
assume the values "idle" and "shopping". When state equals "shopping", the variable
item indicates the good the shopper is searching for, and found holds the set of offers
that the agent has collected so far. For the locations n € Net we assume the state variable
offers to represent the catalogue of goods they offer, and the state variable id to denote
a (logical) network name that is used by the agent to remember the origin of an offer.

A high-level MTLA specification appears in Fig. [as formula Shopper We now
informally explain its meaning; the formal definition of MTLA is postponed to Sect.[3l

"' We adopt Lamport’s convention [6] of writing multi-line conjunctions and disjunctions as
lists whose items are labelled with the respective connective, using indentation to suppress
parentheses.
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Init = joe.shopper(true) A shopper.ctl = "idle"
Prepare(z) = A shopper(true) A Oshopper(true)
A shopper.ctl = "idle"
A shopper.item’ = x A shopper.found = ()
A shopper.ctl’ = "shopping"
GetOffer = A shopper(true) A Oshopper(true)
A shopper.ctl = "shopping" A shopper.item € offers
A shopper.found' = shopper.found
@ {(id, getOffer(offers, shopper.item))}
A UNCHANGED( shopper.ctl, shopper.item)
PickOffer = A shopper(true) A Oshopper(true)
A shopper.ctl = "shopping" A |shopper.found| > 3
A bestOffer’ = pickOffer(shopper.found, shopper.item)
A shopper.ctl’ = "idle"
Moven,, = A n.shopper(true) A shopper.ctl = "shopping"
A n.shopper > m.shopper
vars = shopper.ctl, shopper.item, shopper.found
JoeActions = (3x : Prepare(z)) V PickOffer
Shopper = A Init

AO /\n,mENet n<m[false}>
A Ojoe[JoeActions] V \/,c y., n|GetOffer]]

A /\nENet u [ vaNet Move”"m] —n.shopper

vars

Fig. 1. Specification of a simple shopping agent

The first conjunct Init of specification Shopper asserts the specifications’s initial con-
dition. It requires the shopping agent to be at its home location and its control state to be
"idle". We write n[F'] to assert that F" holds at location n, provided n exists. The formula
n(F') also requires F' to hold at n, but moreover asserts the existence of location n.

The second conjunct of Shopper describes part of the network topology: it requires
the (immobile) locations n € Net to be present at all instances of time, and not to be
nested inside one another.

The third conjunct of formula Shopper specifies the allowed changes to the shopping
agent’s local state. Similarly as in TLA, a formula O[A], requires every transition that
changes v to satisfy the transition formula A, which may refer to the post-state of the
transition via either the next-state operator O or primed state variables. Our example
allows three kinds of transitions: at location joe, one of the Prepare or PickOffer
actions may occur, whereas transitions described by GetOffer are allowed to occur
at any location n € Net (even including the shopper’s home location). For example,
GetOffer requires the shopper to be and remain at the location of evaluation, in state
"shopping", and the target item to be among the goods offered at the current location.
The agent then inserts a pair (id< val) into the set found of collected offers where id is
the logical identity of the current location and val is the offer as denoted by the (static)
function getOffer. The other transition specifications can be interpreted similarly.
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shopper ctl = "idle" shopper ctl = "shopping" shopper ctl = "shopping"

Fig. 2. Prefix of a run

The final conjunct of specification Shopper describes the shopper’s movements about
the network. A formula O[A]_,, asserts that every transition such that n(true) is true
before and false after the transition has to satisfy A. In our example, we require action
Movey,, to be performed, for some location m € Net, whenever the shopper leaves
domain 7. The conjunct nshopper > mpshopper that appears in the description of
Mowve,, ., requires the subtree denoted by shopper located below the domain n to move
to the domain m without changing the agent’s local state.

A more complete specification of the shopping agent would also include fairness and
liveness properties which we have omitted because they do not play an important role
for the remainder of this paper.

Besides system specifications, MTLA formulas can also express system properties,
including invariants. For example, the shopping agent described by the specification in
Fig.[Ilis always located beneath some network node, and therefore the implication

Shopper = O \/ npbshopper (true)
n€Net

is valid. Similarly, the implication
Shopper = O(shopper>ctl = "idle" = joershopper (true))

asserts that the shopping agent can be in its idle state only if it is at its home location.

3 Simple Mobile TLA

We describe the topological structure of a mobile system at any given instant as a finite
tree t whose edges are labelled with unique (“physical”’) names n drawn from a de-
numerably infinite set N, as depicted in Fig.[2l Equivalently, instead of labelling edges
we often consider the labels to be attached to the target nodes, such that every node of
t except for the root carries a unique label. Moreover, with every node of the tree we
associate a local state.

Technically, a configuration is a pair (¢<0): the tree ¢ is given by a prefix-closed set
t C N* such that for any Dn<0m € ¢ we have n = m only if 0 = 0; the empty word
0 denotes the root of the tree. For every node I € ¢, the local state 0(0) is a valuation
of the state variables as explained below. A run of a system is represented as an [-
sequence 0 = (#5<0¢)(#1<0) >b> of configurations, cf. Fig. 2l For technical reasons
we require that ¢; # @ for all i € N. Transitions may change the local state at some
nodes, but also modify the tree structure; structural changes represent the movement of
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agents across administrative domains or the creation or destruction of agents. For a run
0 = (tocUo)(t1<0y)pb>and i € N, we denote by U, the suffix (#;<0;)(¢;11<0;51)<>pb.

A tree ¢ induces a partial order on the names that it contains. More precisely, we
write m =<; n for m<n € N and say that m is below n in t iff Unll € ¢ for some
O0<0 € N* such that 0 nl ends in m. For a tree ¢ and a name n € N, we write

tln={0 € N*|Onl € ¢ forsome 0 € N*}

for the subtree of ¢ rooted at the (unique) node labelled by n. If no such node exists, ¢|n
denotes the empty tree (). This notation is extended to sequences 0 € N* by defining
t|0 = tand t|0n = (¢/0)|n. For a name n that occurs in a tree ¢, i.e. such that
tln # 0, we write 0(¢<n) for the unique path Dn € ¢ ending in name n. By N* we
denote the set N U {0} (we assume that l @ N). We extend some of our notation to N*
by letting 0(¢<0) = Oif ¢ # () and defining n <; 0 (where n € N*)iff ¢|n # ), and
0 <¢ n to hold for no n € N. We write m <; n if m <; n and m # n.

The connectives of MTLA extend classical first-order logic by spatial and temporal
modalities. We also add an operator to describe structural modifications of trees during
transitions. Formally, we define (pure) formulas and terms as well as “impure” ones;
the latter generalize the transition formulas of TLA [7]. We assume given a signature
(consisting of function and predicate symbols) of first-order logic with equality and
denumerable sets V,. and V; of rigid and flexible individual variables. The semantics
of MTLA assumes a first-order interpretation Z (defining a non-empty universe |Z|
and interpretations of the function and predicate symbols). Terms and formulas are
interpreted with respect to a run whose valuations interpret the flexible variables, an
index n € N7 that indicates the “location of evaluation”, and a valuation of the rigid
variables. In the following inductive definition, clauses 1-8 as well as 11, 12, and 14
are standard [7l8] whereas clauses 9, 10, 13, and 15 introduce the spatial extensions of
MTLA.

Definition 1. Assume a fixed first-order interpretation Z, a run 1 = (to<Uo)(¢1<01) o>
with O, : t; = (V¥ — |Z|), and a valuation 0 : V,, — |Z|. We define the terms and
Sformulas of MTLA and their semantics, for arbitrary n € N7,

1. Everyvariable x € V, UVy is a (pure) term. For a rigid variable x € V,, we define
0D (z) = O(x). For a state variable = € Vy, we let 1" (z) = 0o(0(ty< n))(x)
be the value assigned to x by the local interpretation associated with node n of
the initial configuration in 0, provided that ty|n # 0; otherwise 01" (z) is an
arbitrary but fixed element a € |Z|.

2. If ty<ob>< by, are (im)pure terms and | is a k-ary function symbol then f (t;<pdb>< ty;)
is again an (im)pure term whose interpretation is given by 0D (f (t;<opp< ty,)) =
Z(ED(1y)epome 00D (1))

3. If A is an (im)pure formula and © € V, then Uz : A is an (im)pure term where

00 @z - A) is some value a € |I| such that 0<n<0[z := a] = A if some such

value exists, otherwise 01"V (0z : A) is some arbitrary but fixed value a € ||

Every pure term or formula is also an impure term or formula.

If P is a k-ary predicate symbol and t, <>>> < ty, are (im)pure terms then P (ty<pbb>< {y,)

is an (im)pure formula. We define U< n<[l |= P (#;<>pb< ty,) and say that P (<o« 1)

holds at location n in 1, iff (DD () oo 0D (1)) € Z(P).

“ R
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6. false is a pure formula that holds nowhere: 0<n<[ # false.

7. If A< B are (im)pure formulas then so is A = B. We define l<n<0 = A = B iff
Oen<d A AorQ<n<l E B.

8. If Ais an (im)pure formula and x € V,. then Iz : A is again an (im)pure formula,
and Q<n<0 =3z : Aifflcn<0[z := a] E A for some a € |Z|.

9. If A is an (im)pure formula and m € N then m[A] is again an (im)pure formula
whose interpretation is given by U< n<0 |= m[A] iff m <y, n implies 0<m<0 = A.

10. If Aisan (im)pure formula then DA (“everywhere A”)is again an (im)pure formula,
and0<n<0 = OA iff0<m<0 = A for all m € NT such that m <, n.

11. If F is a pure formula then OF (“always F”) is a pure formula with semantics
Ocn<0 = OF iffforalli € N, t;|n = 0 for some j < iorQ];<n<d} F.

12. If F is a pure formula then OF ( “next-time F'”) is an impure formula, and we define
Ocn<DEoOFiftiin=0o0r0|;<n0} F.

13. For m € N and 0<0 € N* Ovm > Oom is an impure formula whose se-
mantics is defined by U<n<l | Oom > Oom iff both tonldm = ¢ nlm and
Oo(0(tpcm)0) = Uy (0(tcm)0) forall 0 € to|ndm.

14. If A is an impure formula and t is a pure term then O[A]; is a pure formula, and
O<n<O = O[A}, iffforalli € N, t; | n = 0 for some j < i0rD|§"(D)(t) = |:||21(E>(t)
orl|;<n<l | A

15. If A is an impure formula and S is a non-temporal formula, i.e., built only using
rules 1-10, then O[A]gs is a pure formula with semantics 0<n<0 = O[A]g iff for
all i € N, tjln = 0 for some j < i orQ);<nl E SiffQiz1n0 = S or

Ol;<n<0E A.

We say that F holds of U, written 0<0 = F iff 000 = F. Formula F is valid, written
= F, iff 0<0 = F holds for all runs 0 and valuations [.

Like TLA, MTLA is a linear-time temporal logic: formulas are interpreted over
linear sequences of states. However, terms and formulas of MTLA are evaluated relative
to a location, identified by a name n. Intuitively, the point of evaluation “follows” the
movements of n in the tree. Because names may be created and deleted, the temporal
operators of MTLA are effectively restricted to the possibly finite life-spans of a name,
which ends when the name disappears from a tree. In particular, we consider a possible
reappearance of a name in a later tree to represent a new domain that happens to reuse
the same physical name.

The spatial modalities m[_] and O shift the spatial focus of evaluation. A formula
m[F] is “weak” in the sense that it holds trivially if the name m does not occur below
the current point of evaluation. Moreover, note that the operator m|_] “looks arbitrarily
far inside” the tree; as we will argue in Sect. .2 this is important if we want to refine a
single domain by a hierarchy of domains. The “everywhere” operator refers to all nodes
of the subtree rooted at the current point of evaluation.

The distinction between pure and impure formulas in the definition of a variant of
TLA was introduced in [8] where it was shown that such a mutually recursive definition
(compared to a tier of temporal formulas on top of a tier of transition formulas as in TLA)
makes the logic more expressive while simplifying its axiomatization. “Impureness” is
introduced by the next-time operator O of linear-time temporal logic or by the “move”
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operator >>; impure formulas must be guarded by the O[_]; or O[_] 5 operators to produce
a pure formula. This syntactic restriction ensures that all pure MTLA formulas are
invariant under finite stuttering. Refinements are therefore allowed to introduce low-
level steps that are invisible at the level of the original specification. Whereas formulas
O[A]; specify the allowed changes of local states, formulas O[A]g are used to describe
structural modifications of trees.

The formula O>m > Opm describes the movement of an agent m, including all
enclosed sub-locations and their local states, from subdomain [I to subdomain [I, which
would be impossible to specify using just formulas of the form n[F] that refer only to
single locations, not to entire subtrees. If the path 0 m does not exist below the current
location, the definition of Ot > Oem requires m not to occur below U in the subtree
after the transition.

When writing MTLA specifications we use many derived operators, beyond the
standard abbreviations true, A, V, and V. For a pure term ¢, we define the impure term
t’ = Uz : O(t = z) to denote the value of ¢ at the next instant. Similarly, for an (im)pure
term ¢ and a name n € N, npt denotes the (im)pure term Oz : n[z = ¢] that denotes the
value of ¢ at sublocation n, provided such a location exists. For pure terms ¢;<>bb< ¢,
we write UNCHANGED(t; < bb> < £, ) to denote the impure formula ¢ = t ABPPAL], = ty,.

The formula n(F) = —n[—F]is defined as the dual of n[F]; it requires the existence
of a sublocation n such that /" holds at n. To reduce the number of brackets, we sometimes
write n (for a name n € N) instead of n(true), asserting the existence of a location
named n in the current tree, and write 7> - - bng[F] and ni>- - - ng (F') instead of
il m[F] -] and ng (- g (F) <), B

The formula ¢ P (“somewhere P”) is defined as =O—-P and holds of [ if P holds
at some sublocation. Similarly, CF (“eventually P”) is defined as the dual of OF;
it requires F' to hold eventually (within the life span of the current name). We write
O(A)y for —O[—A];, and similarly for G(A)g; these formulas hold if eventually ¢
(resp., S) change value during a transition satisfying A. The formulas O[A]_g and
O[A] s abbreviate O[S = A]g and O[S = A|g; these formulas assert that A holds
whenever the spatial formula S becomes false (resp., true) during a transition. Finally,
the formula O[A],, ¢y, (Where the u; may be pure terms or pure spatial formulas)
denotes O[A],, A pb>A O[A],,; it holds of 0 provided every transition that changes
some u; satisfies A.

Although we will mostly argue semantically, we list a few axioms of MTLA. It is
easy to see that implication distributes over all operators of “rectangular shape”:

EX(A= B)= (KXA=KXB) for K€ {n[]O:00[],}
The “everywhere” operator quantifies over all paths, so we have
EOF=F and EOF = n[F] foralln €N

Finally, we have axioms that correspond to the assumed uniqueness of names and that
express a form of “absorption” for the modalities n[_], which look arbitrarily deep into
the tree. More precisely,

= n[F] < On[F]  and | mon(true) = (mon[F] < n[F)])
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4 Refinement of Mobile Systems

The general idea behind refinement concepts is to allow a high-level description of a
system to be replaced by a lower-level implementation while preserving the properties
established at the higher level of abstraction. Concerning the refinement of mobile sy-
stems, we identify three basic principles of refinement that should be supported:

1. Operation refinement is a classical principle that is well-known from sequential and
reactive systems. In particular, operations can be made more deterministic, and they
can be decomposed into sequences of finer-grained actions.

2. Spatial extension can be used to decompose a single, high-level location n into a
tree of sub-locations that collectively implement the behavior required of n, and
whose root is again named n. In general, the local state originally associated with
node n will be distributed among the locations of the implementation; it should then
be hidden from the interface of the abstract specification.

3. Virtualisation of locations allows to replace a location of the abstract specification
by a structurally different location hierarchy, with a different name. This form of
refinement requires the name of the “virtualised” location to be hidden from the
high-level interface.

A single refinement step may combine several of these principles. For example,
we will see that a combination of operation refinement and virtualisation allows an
atomic high-level move action to be implemented as a sequence of lower-level moves.
We now consider each of the basic principles in more detail, motivating corresponding
extensions of Simple MTLA, and illustrate them at the hand of our running example.
Again, we follow the lead of TLA where refinement of a high-level specification Abs
with internal variables auz by a low-level specification Conc is expressed by validity
of the implication

E Conc = A aux : Abs

4.1 Operation Refinement

Figure B shows a specification of the shopping agent whose move actions have been
restrained in two ways: first, moves from location n to another shop m are allowed only
if the offers made at n (if any) have been entered in the agent’s records and if m has not
been visited before (i.e., its ¢d does not appear in the agent’s records). Second, moves
to the home location are allowed only if the agent has recorded the offers made at n
and if it has collected at least three offers. The restrained shopping agent’s specification
RestrShopper is identical to formula Shopper except for the fourth conjunct. It follows
immediately from the definitions that both

MoveHome,, = Move,joe and  VisitShopn., = Movey.y,
are valid. Propositional logic and the monotonicity of the operator O[_] ¢ imply

= RestrShopper = Shopper
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VisitShopn,m = A n.shopper(true) A shopper.ctl = "shopping"
A shopper.item ¢ n.offers V n.id € dom(shopper.found)
A m.id ¢ dom(shopper.found)
A n.shopper > m.shopper

MoveHome, = A n.shopper(true) A shopper.ctl = "shopping"
A shopper.item ¢ n.offers V n.id € dom(shopper.found)
A |shopper.found| > 3
A n.shopper > joe.shopper

RestrShopper = A ...
A /\neNet O [MoveHomen Vv VmeNet\{J()e} VisitShopn’m]

—n.shopper

Fig. 3. Restraining the movement of the shopping agent

reflecting the fact that the specification of Fig. Blis a possible refinement of the original
specification shown in Fig. [Tl

As in TLA, operation refinement based on the decomposition of a high-level action
into sequences of implementation actions is also formally expressed by validity of im-
plication. This is a consequence of the invariance of MTLA formulas under stuttering.
We now turn to refinement principles that are specific to mobile systems because they
change the topological structure of configurations.

4.2 Spatial Extension without Distribution of State

During system development, one may choose to implement a single location of the
high-level specification by a hierarchy of locations. Semantically, this is reflected in a
situation as illustrated in Fig. Blwhere a single location n; is refined into a tree with root
n1 and new sub-locations in, out, and dock. Sublocations of the original location may
be assigned to different sub-trees of the implementation. However, the spatial relations
between the locations that are visible in the high-level specification are preserved.

In the context of the “shopping agent” example, let us assume that every network
node is equipped with a designated “dock” location to hold visiting agents, and that
incoming and outgoing agents are placed into “in” and “out” communication buffers.
Figure Blcontains a specification of a corresponding version of the (original) shopping
agent example. Formula DockedMowve,,.,, describes a transition where the shopping

Fig. 4. Spatial extension of node n;
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DockedInit = joe.dockjoe.shopper(true) A shopper.ctl = "idle"
SendShopper, = A n.dock,.shopper(true) A shopper.ctl = "shopping"
A n.dock,.shopper > n.out,.shopper
DockedMoven,m = A n.out,.shopper (true)
A n.outy.shopper > m.in,,.shopper
RcvShopper, = A n.iny,.shopper(true)
A n.iny,.shopper > n.dock,.shopper
DockedShopper = A DockedlInit
VAN
A /\neNet A O[SendShoppery] — dock, .shopper
A O[RcvShoppers] —in,, .shopper
A O [\/meNet DockedMoven,m}

— outy,.shopper

Fig. 5. Network nodes with agent docks

agent is taken out of the out, buffer associated with location n and migrates to the
iy, buffer of location m. The formulas SendShopper,, and RcvShopper, specify the
movements between the in,, and out,, buffers and the dock,, location where the agent is
hosted during its visit. (A more complete elaboration of this refinement would strengthen
the preconditions of the other transition to assert that the agent is actually “in dock” and
would describe any necessary packing, unpacking, and security checks before actually
placing the agent in the dock.)

Specification DockedShopper is arefinement of Shopper, and in fact, the implication

DockedShopper = Shopper

is valid. The proof relies on the invariant that the shopper can only be placed in the “out”
buffer when it is in state "shopping", formally expressed by the invariant

DockedShopper = /\ O(out,bshopper(true) = shopper>ctl = "shopping")
neNet

which s easily seen to follow from the definition of formula SendShopper,,. Observe also
that the moves between the dock and the communication buffers correspond to invisible,
“stuttering” transitions of the original specification because the shopping agent stays
within the respective network domain. Therefore, these actions are allowed by formula
Shopper.

For spatial extension to be an admissible refinement principle, it is important that
formulas n[F] be interpreted as referring not just to a sublocation n immediately beneath
the current location but to locations arbitrarily deep in the subtree.

4.3 Spatial Extension with Distribution of State

In the case of specification DockedShopper, we were able to represent spatial extension
simply by implication because the “dock”, “in”, and “out” sub-locations did not introduce
any local state. In general, spatial extension will be accompanied with a distribution
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of the state variables associated with the high-level location n among the lower-level
locations. Intuitively, such a distribution of local state is permissible provided that no
other component attempts to directly access the local state at location n. In other words,
state variables that are not part of the external “interface” of a specification may be
distributed in the implementation. Because we do not wish to impose a fixed set of
visibility rules, the specifier has to explicitly designate the interface in the specification
by indicating which state variables should be hidden from the interface.

Logically, hiding local state components corresponds to existential quantification
over flexible variables at certain locations. We therefore extend the syntax of MTLA
formulas.

Definition 2. The definition of MTLA formulas is extended by the following clause.

16. If F is a pure formula, m € N is a name, and v € Vy is a flexible variable then
B v : F is again a pure formula.

As in TLA [7], the semantics of quantification over flexible variables is somewhat
complicated in order to preserve invariance under finite stuttering. We formally define
stuttering equivalence as the smallest equivalence relation ~ on runs that identifies runs
that differ by insertion or removal of duplicate configurations (¢;<0;):

I>D|>(ti‘ Di)(ti+1‘ Di+1) > ad D|>(>(ti‘ DZ)(tz‘ Di)(tiJrlc Di+1) D>

It is straightforward to show that pure formulas of Simple MTLA are invariant w.r.t.
stuttering equivalence, that is, for any MTLA formula ' we have 0<0 = F iff 00 = F
whenever 0 ~ [.

We say that runs 0 = (sp<0g)(s1<01)pp>and 0 = (4<0¢)(t1<01) o> are equal up
tov € Vratm € N,writtenl =, 0iff s; = ¢, foralli € Nand0,;(0)(z) = 0,(0)(z)
except possibly when z = v and I = Ovm for some 0 € N*. In other words, the tree
structures of the configurations in I and [ have to be identical, and the local valuations
may differ at most in the valuation assigned to variable v at nodes labelled m.

Finally, we define similarity up to v at m as the smallest equivalence relation ~,,,,
that contains both ~ and =,,,. We define the semantics of existential quantification
over flexible variables by

UnOEImw: F iff OndE F forsomel =~y O

This definition clearly ensures that MTLA formulas of the form I m : F are again
invariant w.r.t. stuttering equivalence.

As an example, we present another spatial extension of the shopping agent specifi-
cation where we assume the databases containing the offers to reside in a sub-location
db,, of each network node n. Its specification appears as formula DBShopper in Fig.[6l
The formula GetOffer has been changed to access the database offers hosted at the
sub-location db,, instead of directly at location n. The new specification is a refinement
of the original one when the variable offers of each node n € Net is hidden from the
interface; formally, the implication

DBShopper = 3 niboffers<obi>< nyboffers : Shopper
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DBGetOffer, = A shopper(true) A Oshopper (true)
A shopper.ctl = "shopping" A shopper.item € dby,.offers
A shopper.found’ = shopper.found
@ {(id+ -getOffer(dbn.offers, shopper.item))}
A UNCHANGED(shopper.ctl, shopper.item)
DBShopper = A Init
AONA,, nener 7{dby (true) A m|false])
A O[joe[JoeActions) V \/, c yes n|DBGetOffers]]

A /\nENet o [ vaNet M()Uen?m] —n.shopper

vars

Fig. 6. Network nodes with sub-location hosting the database

is valid, assuming Net = {nj <>« ny }. Proofs of such refinements can be based on the
following variant of the “refinement mapping” rule of TLA:

F[tammv] = Imov : F provided all occurrences of v in subformulas OG of F
are in the scope of some subformula a[H] of G

where ¢ is a pure term and F'[¢<mmv] denotes the formula F' where all top-level occur-
rences of v in any subformula m[A] (i.e., those occurrences that are not in the scope of
any further spatial operator) are replaced by ¢. For example, refinement of Shopper by
DBShopper can be shown by the above rule by observing the validity of

DBShopper = Shopper|dby, boffers<inipoffers< o>« db,, doffers<ingboffers]

4.4 Virtualisation of Locations

As the final and most general of our refinement principles for mobile systems, we consider
the replacement of some location n in the abstract specification by a structurally different
hierarchy of locations such that the externally observable behavior of the system is
preserved. Unlike in the previous case of structural refinement with possible distribution
of local state, this new case allows for implementations that do not contain an agent
named n, implying that n itself, and not just its state components, should be hidden
from the interface of the high-level specification. This motivates a second extension of
the syntax of MTLA.

Definition 3. The definition of MTLA is extended by quantification over names.
17. If F is a pure formula and m € N is a name then Am : F is again a pure formula.

Intuitively, a run [ satisfies a formula 3 m : F if at every configuration a subtree may
be identified that “plays the role of m” as described by formula F'. Formally, we require
the existence of some sequence of configurations that differ from those in [ by inserting
a new node that behaves as required at appropriate places of every configuration, and
explicitly ensure closure under stuttering equivalence.
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Fig. 7. Illustration of tree extension

For finite trees (with unique labellings) s and ¢ and a name m € N we define the
relation s <,,, ¢ to hold iff s results from ¢ by removing the node labelled by m (if any);
formally,

§ <m t iff thereexists € N* suchthats ={0 € ¢t:0m /d}U{00:0md € t}

(see Fig. [7l for an illustration of this definition, choosing I = a). The relation <, is
extended to configurations in the canonical way by requiring that the local state associated
with any node in s be that of the corresponding node in ¢, and arbitrary at the new node
m:

(s<0) <y (¢<0) iff s<,,t and foralll € s,

a0 - (PO ithet
()= 0(0m0)if0 = 00 where Dm0 € 0 £0

Finally, the relation <,, is extended to entire runs by
(SO(DO)(51‘D1)|>1>|><m (t0<90)(t1<91)l>|>i> iff (si(Di) <m (tf@z) for all - € N.
The semantics of quantification over names is now defined by

Oen<0E=3m: F iff there exist runs O<0 such that 0 ~ [, 0 <, O, and
U< n<0 = F[l<m] for a name ! that does not occur in 0 or F'

We illustrate this refinement principle by an implementation that combines virtua-
lisation and operation refinement to non-atomically move the shopping agent between
network nodes via an intermediary location transit @ Net. (A subsequent application
of spatial extension would allow that location to be refined into sub-locations to model
movement across several network hops.)

Figure[8] contains the specification of a shopping agent that, starting at any location
n € Net, first moves to the intermediary location transit before moving on to some
other location m € Net. Observe that the implication

SlowShopper = Shopper

is not valid because SlowShopper does not satisfy the invariant that the shopping agent
is always located at some location n € Net. However, we do have

& SlowShopper = 3 shopper : Shopper
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StartMove, = A n.shopper(true) A shopper.ctl = "shopping"
A n.shopper > transit.shopper

EndMove,, = A transit.shopper true)
A transit.shopper > m.shopper
SlowShopper = A Init
A D /\m,neNezu{tmnsit} n(m/false])
A O[joe[JoeActions] V \/ ,c y., n|GetOffer]]
A /\neNet O[StartMove,] - n.shopper
A DO [VmGNet EndMovem}

vars

—transit.shopper

Fig. 8. Shopping agent with non-atomic moves

To see why that implication is valid, consider any run [ of SlowShopper. We have to
extend the configurations of 0 by a new location, say virtual, that indicates the current
location of the shopper agent of the original specification. Whenever the low-level
shopper agent is located at some node n € Net, the same should be true of virtual.
When shopper is located at transit in between transitions StartMowve,, and EndMove,,,
the location virtual should remain below location n, effectively delaying the high-level
move action until the slow shopper arrives at its destination. At every configuration, the
local state at location wvirtual should be that of the slow shopper.
Proofs of refinements by virtualisation can be based on the rule

Fln<am] = 3m : F  where n does not occur in F

However, this “refinement mapping” rule would have to be complemented by a rule
for introducing “spatial history variables” [1]] in order to prove that the specification
Shopper is refined by SlowShopper, since the location of the shopper prior to the last
StartMove transition has to be remembered in order to compute the location of the
witness virtual.

Refinement by virtualisation allows more radical refinements than that of Shopper
by SlowShopper. For example, the formula Shopper, which employs a mobile agent,
could be refined by a client-server solution that replaces mobility by communication.
The proof idea would then be to place the virtual shopping agent at the node from which
an offer is received, and to enforce additional stuttering transitions to simulate the Move
actions. On the other hand, an implementation might use a swarm of agents instead of a
single one.

5 Conclusion

We have defined an extension MTLA of Lamport’s TLA by spatial modalities. The lo-
gic is intended for the specification of systems that exhibit mobility of agents across
hierarchical domains. We have also considered different principles of refinement of
mobile systems, focussing on refinements that change the spatial structure of the origi-
nal specification. We have demonstrated that all these principles can be represented in
MTLA by implication, possibly after appropriate hiding of state components or entire
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agent hierarchies from the interface of the specification. In particular, transitivity and
compositionality of refinement, expressed by the rules

51:>3£C252 SQZ>3y53 51:>3I252
51:>E|:1:<y:53 Sl/\53:>(3$252)/\53

are immediate consequences of standard propositional and quantifier rules that hold for
MTLA. This should make MTLA a sound basis for the stepwise and compositional
development of mobile systems.

More generally, we believe that “extensional” semantics such as ours provide a
useful complement to existing “intensional” formalisms for mobile systems. Obviously,
our definitions will have to be complemented by deductive verification rules to allow
formal, syntactic verification of the properties and refinements that we have claimed of
our examples. We also want to study the decidability of the model checking problem for
our logic, applied to finite-state systems.
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Abstract. A Sentient Computing environment is one in which the system is able
to perceive the state of the physical world and use this information to customise
its behaviour. Mobile agents are a promising new programming methodology for
building distributed applications with many advantages over traditional client-
server designs. We believe that properly controlled mobile agents provide a good
foundation on which to build Sentient applications.

The aims of this work are threefold: (i) to provide a simple location-based mecha-
nism for the creation of security policies to control mobile agents; (i) to simplify
the task of producing applications for a pervasive computing environment through
the constrained use of mobile agents; and (iii) to demonstrate the applicability of
recent theoretical work using ambients to model mobility.

1 Introduction

The goal of pervasive computing is to create systems that disappear [18]—systems that
fade into the background leaving users free to concentrate on their own tasks rather than
explicitly “using the computer”. Sentient Computing works towards this goal by adding
perception to software; applications become more responsive and useful by observing
and reacting to their physical environment [7]. The ability to sense the location of people
and objects is an important building-block of such sentient systems. One of the most
natural ways a program can react to user movement is to move itself around the network
(e.g. consider a desktop “teleportation” program which moves a user’s screen, mouse
and keyboard to the computer nearest their current physical location). Mobile code opens
up a number of tantalising possibilities, including: (i) exploiting resources near to the
user’s current location (e.g. multimedia hardware, keyboards and mice); (ii) supporting
the illusion that user applications and their state is omnipresent—allowing a user to
use any application from any location; and (i) maximising efficiency by spreading
resource-intensive tasks to where resources are under-used.

Unfortunately the use of mobile code has severe security implications [14]. Aiming to
deploy mobile agent-based applications on the global Internet, the research community
has concentrated on solving two difficult problems: (i) preventing malicious mobile code
from gaining unauthorised access to resources controlled by the hosting machine; and (if)
stopping a malicious virtual machine learning secret information such as cryptographic
keys by disassembling mobile agents. There is a third critical problem which is less
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well-studied: user control. How do we allow users to control the activities of mobile
agents in an intuitive way, providing just enough security whilst still reaping the benefits
of mobile code? How can users trust agents, written by other people, to respect their
wishes when they enter their space and use their resources?

Clearly users need an understandable mechanism to constrain the behaviour of
agents. They need a way to control what happens with things that matter to them in
their world i.e. their data and their computers. Without this ability users will never fully
trust mobile code technology and will never allow it to be used in practice.

To address this need, we propose a framework for creating spatial (i.e. location-
based) security policies for mobile agents. This framework provides users with an easy
to comprehend way to restrict and monitor the activities of agents within a Sentient
Computing environment. By using location-based policies we hope to exploit structure
which users are already familiar with. People are used to security policies governing
physical spaces (e.g. “no unauthorised personnel are allowed in this area”); we extend
this idea seamlessly into the ethereal world of mobile agents.

We believe that our framework will (i) promote the development of mobile-code
based Sentient Computing applications; (ii) allow users fine-grained control over where
agents are allowed to run, bypassing problems associated with situations where the
agent does not trust the machine or vice-versa; and (iii) provide a demonstration of the
applicability of recent theoretical work in the research community modelling mobility.

The remainder of this paper is structured as follows: Sect. 2 describes the design
of our framework in detail. Examples of possible policies are found in Sect. 3. Related
work may be found in Sect. 4, and Sect. 5 concludes.

2 Spatial Policy Framework

In this section we describe (i) how we model the world incorporating both physical
objects and mobile agents; (if) our language for expressing mobility security policies;
and (7ii) our proposal for an arbitration scheme to reconcile conflicting policies. Imple-
mentation details are omitted for brevity; they may be found elsewhere [15].

2.1 Overview

Users write security policies to influence both their own agents and any objects in which
they have an interest (e.g. the computers in their office). Examples of policies might be
“this agent should never leave my office” or “never let any agent enter this zone”. The
system continuously monitors the locations of both physical objects and mobile agents,
keeping track of which policies are being violated. Since the system has no physical
presence, it cannot act to block the movements of physical objects. Therefore the system
cannot guarantee that policies will never be violated; instead policies are associated with
an action, a command to be executed if and when a policy is violated (e.g. a command
to kill the offending agent).

In contrast to physical objects, the system has full control over the life-cycle of
mobile agents. Agents requesting permission to migrate between hosts will have their
requests blocked if the movement would violate a policy. Agents which are physically
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moved (typically by being carried on a laptop by a user) in violation of a policy may
find themselves being suspended or killed.

Policies written by different people may conflict with each other. The system imple-
ments an arbitration scheme which exploits the natural structure of the spatial model to
resolve these conflicts when they arise.

2.2 Modelling the World

We model the world as a tree of nested entities, analogous to ambients in the Ambient
Calculus [2]. We begin our description by defining the following set of terms:

entity name: label used to name entities, equivalent to an entity minus any contents.
Examples include the names of physical places, computers and mobile agents. By
convention we use [ to range over all entity names and a to range over mobile agent
entity names.

entity: description of a particular location (given by an entity name) along with its
contents. Note that, in a similar fashion to the Ambient Calculus, we are not restricted
to describing only physical places but can represent any bounded region where
activity happens. For example an office containing people may be described as an
entity, as can a virtual machine containing mobile code. By convention we say that
e ranges over entities.

path: sequence of entity names describing a route through the entity hierarchy naming
a specific entity. Paths are written in the form 0; | o> | 0, and are described
further in Sect. 2.4.

path expressions: regular expression-like facility to efficiently name a set of entities.
Path expressions are described further in Sect. 2.4.

We divide our entity names into sorts each representing a different kind of object.
The exact sorts used in any deployed system will depend on the kinds of things being
modelled (e.g. an aviation-based system may introduce the sort “aircraft”). Here we
restrict ourselves to use the following sorts:

room: a physical volume of space corresponding to buildings, offices etc.
person: an autonomous physical entity able to move between rooms
workstation: an immovable physical object which can host computer processes
laptop: a mobile physical object which can host computer processes

context: a virtual machine capable of running mobile code

agent: a piece of mobile code

We write e <1 s to mean entity e is of sort s. The formula SortContainable(s<ss3)
holds when entities of sort s; may be nested inside entities of sort s;. This formula
is defined graphically in Fig. 1. Intuitively, physical objects may nest in the obvious
way (e.g. a workstation may nest inside a room). For convenience we define a relation
Containable(e; < e5) which indicates that entity es is permitted to nest inside e;. These
relations are related as follows:

Containable(ei<ez) < e <1 81 A ea < s2 A SortContainable(sy< s2)
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person laptop context agent mobile sorts

room workstation fixed sorts

Fig. 1. The relation SortContainable

We define a partial function, privs : entity — permission set, which is only
defined on context entities and gives the set of permissions which are granted automati-
cally to any agent nested inside. Examples of permissions include “can_play_sound” and
“can_record_sound”. This association between entities and sets of permissions allows us
to use our spatial security policies to control more than simply the location of mobile
agents; by creating appropriate contexts we can control access to arbitrary resources.
By convention, every computer (workstation or laptop) has at least one default context
with an empty permission set.

A state of our world model may be written down with the following syntax (where
U ranges over a set of entity names):

entity «— entity | entity (siblings)
entity — [[entity] (nesting in a place [0)
entity «— 0 (void)
entity «— 0 (entity factory)

By convention we consider an entity factory !l to be a special kind of entity which
can create other entities, i.e. the factory !l can spawn the entity 0[0], an empty entity
ready for population. Note that every mobile agent which wishes to be created must be
associated with at least one of these factory entities.

The entity e = Ofe; | o> | e,] is well-sorted if Containable(ecer) A bbb A
Containable(e<e,). The case n = 0 corresponds to the entity being empty i.e. 0[0].
Observe that this syntax is similar to the subset of the ambient calculus which has no
active processes and which describes only the structure of space, like that used in the
semistructured data format described in [1].

As is conventional in mobility theory we next define a congruence relation, =, under
which entities are equal up to simple rearrangements of parts. In addition to reflexivity,
symmetry, transitivity and context (X =Y = [0[X] = [0[Y]) this relation (often
referred to as a structural congruence relation) is also commutative (X | Y =Y | X),
associative (X | (Y | Z) = (X | Y) | Z) and “ignores zeros” (X | 0 = X).

2.3 Example
Consider a simple environment containing people, computers and several mobile agents.

A graphical depiction of the model corresponding to this world at a particular time is
displayed as follows:
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There are various things to note about this configuration:

1. Alice is carrying a laptop inside Charlie’s office. This laptop is currently running
some mobile agent code. Note that such agents have potentially entered the room
without having to migrate to a different host.

2. The PC in Charlie’s office has been configured with an additional context, called
audio. This context has been associated with a permission, can play sound, al-
lowing agents to play sounds on a set of attached speakers. Therefore the agent,
music player is able to play music in the office.

Although we have presented entity names as flat identifiers, they are likely to be more
complicated in practice. For example they could contain secret data or be protected by a
digital signature — possible benefits of such schemes include: (i) policies could be applied
to whole classes of agents (e.g. all those signed by a particular key); or (ii) only people
possessing the secret data would be able to successfully name an agent in a policy. For
simplicity in the rest of this paper we will continue to use simple english names (like
music player) for mobile agents.

2.4 Paths and Path Expressions

We uniquely name a single specific entity by providing a path from the root entity using
the nesting relation, |. We say that a | bif bis a child of a, i.e. b is contained within one
level of nesting of a. A path to an entity will therefore have the form 0y | Oy | soi> | [,,.
For example, in the diagram in Sect. 2.3 an expression for the location of the entity music
player would be World | Charliells office | PC | audio | music player.

Path expressions, similar to regular expressions, are used to quantify over a set of
paths. We first define the |* operator as the reflexive transitive closure of | and then
write the syntax of location expressions as follows:

element «— [ (entity name)

| {00} (alternation)

| x (any)

expression <« element (root)
| expression/element (direct nesting)

| expression/.../element (transitive nesting)
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We define the matching set of a path expression exp as the set of paths paths where
Vp € paths (with p = py | bob> | py)

— every step e1/es in exp corresponds with a step p; | po in p where the element ey
matches p1 and e, matches po;

— every step e1/ . . . /ez in exp corresponds to a sequence of steps p; | >>> | p, for
some n where the element e; matches p; and e; matches p,,;

— the element {0;< 0>} matches the entity with name 0 if 0; = 0 or 0, = [,

— the element * matches any entity name; and

— the trivial path element [ matches an entity with name [.

Path expressions provide a similar function to that of XPath [4], used for naming elements
of XML documents.

2.5 Updating the Model

The model is updated dynamically to reflect the real-time configuration of the environ-
ment. Location sensors register changes in the physical configuration of the world (e.g.
the movements of objects) which are then reflected by changes in the model. In addition,
mobile agents may be programmatically created, frozen, killed or migrated, constrained
only by the installed security policies. We define legal updates to the world by a labelled
transition relation, —. We use labels to represent the side-effects of transitions, in par-
ticular the emission (emst¢(0)) and reception (receive(0)) of an agent during migration.
The absence of a label on a transition indicates the lack of side-effects. A valid transition
must have no labels at the top level — labels must always be matched and cancelled by the
rule (migrate) described below. For brevity we write a « b if the transition is reversible
i.e. if both @ — b and b — a are legal transitions. The runtime system (described in
a companion paper [15]) ensures that every event that occurs is represented by a legal
transition.

For entities X<Y<Z and entity names a<b<c where a < person, b < room and
¢ < laptop we define the following rules:

alX] | b[Y] < bla[X]]|Y] (walk in/out)
alX] | c[Y] < alc]Y]]| X] (pick up/put down)
In plain terms these rules describe how a person may freely walk into and out of rooms
and pick up or drop any portable physical objects (represented by entities of sort laptop).
For simplicity everything that can happen to a mobile agent (i.e. being created, frozen,
defrosted, killed or migrated) is considered as a sequence of primitive operations of the
following two types: (i) leaving a particular context; (ii) entering a particular context.
For example an agent creation is considered a single event — the new agent entering its
initial context. Killing an agent is a single leaving event. An agent migration from a to b
is considered a sequence of two events: (i) leaving the source context a; and (i) entering
the destination context b. Freezing an agent is considered as a migration into a special
context called frozen and defrosting is a migration out again.



108 D. Scott, A. Beresford, and A. Mycroft

To represent the installed security policies, we assume a pair of infix predicates,
can_enter and can_leave, defined later in Sect. 2.8, which for a given agent d and context
e behave as follows:

d canleave e  holds if the policies allow d to leave the context e
d canenter e  holds if the policies allow d to enter the context e

For entities d <1 agent, and e < context we write the rule:
elld| X] — e[d[0] |'d| X] 4ff dcan_entere (agent created)

This rule asserts that agents may be created in those places containing an appropriate
agent factory (represented by !d) provided the new agent is allowed to enter the surro-
unding context. Similarly, agent destruction is only permitted if the agent is allowed to
leave the containing context, as described by this rule:

eld| X] — e[X] iff dcanleave e (agentKkilled)

Agents are frozen by moving them into specially created frozen contexts, created dy-
namically. These contexts are associated with no permissions i.e. privs(frozen) is {}.
Consider the example in Sect. 2.3 — if the music player agent were frozen then it
would lose the ability to play sound. The acts of freezing and defrosting are described
by the following rules:

eld | X] —  elfrozen[d] | X] iff dcanleave e (agent frozen)
elfrozen[d] | X] — eld| X] iff d can_enter e (agent defrosted)

Note that, to be frozen, an agent must be allowed by the security policies to leave its
current context. There is no guarantee the agent will ever be unfrozen again; unfreezing
may only occur if the agent has permission to reenter the original context.

Agent migration between contexts is handled by the following rules:

eld | X] i) e[X] iff d canleave e (agent leaves)
e[X] recetve(d) eld | X] iff dcan_enter e (agententers)
X EM) vy recciﬂ)(ﬂ)

X7 (migrate)
Note that the act of migration is a compound operation where the side-effect emit(0)
must be matched by a corresponding side-effect receive(l). Therefore migration may
only happen if the policies allow both the leaving step and the arriving step; it is impos-
sible for the agent to get stuck somewhere in between. It is important to emphasise that
only the results of toplevel transitions are visible to applications — applications cannot
see any intermediate states of the model. We get away with this because our work so
far has focused on a trusted “intranet”-style environment where complications due to
unreliable network communication and partial failure are minimised.
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Agent migration could be represented differently if we allowed agents to simply climb
the entity hierarchy and then walk down again — the approach taken in the Ambient
Calculus. This would allow us to simplify our rules by removing the labels on our
transition relation. However, allowing an agent to move anywhere in the hierarchy could
lead to violations of the sorting rules (described in Sect. 2.2). Additionally there is a
subtle semantic difference with respect to the security policies: by using the “teleporting”
approach described here, only the configurations at the start (the leaving step) and at the
end (the arriving step) are relevant. If the agent were to have to walk from one place to
another then the migration could potentially be blocked by a policy attached to an entity
somewhere in the middle.

To complete our description of how the model can be updated we have the following
rules where X’ and Y are entities:

I — 0j0[0] 4 O]0] Aagent (non-agent entity created)

0 0
X=Y X =Y
———q——— (nested update) ————— (parallel update)
D[X}—)D[Y] X|Z—>Y‘Z

0
X =XX-YY=Y'
x Ly

Informally the first rule states that non-agent entities may be created in entity factories
(note that agent entities may only be created if allowed by the security policies, using
the rule (agent created) described earlier). The other three rules state that transitions may
occur anywhere in the entity nesting hierarchy, in parallel with arbitrary other entities up
to structural congruence. Note that the labels on the transitions are preserved but must
eventually be cancelled further up the tree (by the rule (migrate)).

(update =)

2.6 Expressing Policies

A security policy is defined as a 4-tuple (location< formula< times< onfail) where
location is a path expression (see Sect. 2.4) designating a set of specific entities where
the assertion given by formula should hold. If, with respect to the time period described
by times, the assertion becomes violated (e.g. by the physical movement of an object)
then the system will attempt to execute the command described in the field onfail.

The policy field times can contain one of two possible types of values: Always(t)
and Sometime(froms to<t). In both cases the parameter ¢ specifies how much “reaction”
time the system has before the policy onfail action is executed. The value Always(t)
indicates that the assertion formula should hold for all time during which the system
is running. The value Sometime(froms to<t) states that formula should hold' at some
point in the time interval between the times from and to.

The policy field onfail specifies an action to take should the policy be violated. The
action can be of the following types:

! This is similar to the concept of obligation in traditional Role-Based Access Control (RBAC)
systems i.e. it states that someone should perform some action during some time interval.
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- Log(message) causes a message to be written to a log;

— Kill(pathexzpr) asks the system to terminate agents identified by the path expression
pathezxpr;

— Freeze(pathexpr) requests agents named by pathezpr be frozen; and

— Create(path) requests the agent factory named by path create an agent.

For both the Kill and Freeze values we adopt the convention that if the path expression
has a missing initial element (i.e. it starts with / or /. . /) we automatically prepend the
full path to the specific entity the formula is currently being applied to. For example if the
policy location field is a/* and the policy is violated at a | b then the onfail expression
Kill /cis expanded to Kill a/b/ci.e. a request to terminate only the entity named by
a | b | cand not any other element (e.g. a | d | c). This ability to refer to previously
matched data in a pattern is also found in other systems using regular expressions, e.g.
perl [17].

The policy field formula contains an expression written in a simple spatial modal
logic similar to the Ambient Logic [3]. The core syntax is as follows, where [ ranges
over entity names:

formula «— T (true)
|  —formula (negation)
|  formula V formula (disjunction)
| 0 (void)
| O[formula] (named entity)
| 'O (named agent factory)
|  formula | formula (composition)
| Ce (somewhere modality)

F (false), a A b and Oa (everywhere modality) may be written using the core syntax as
=T, =(—a V —w) and (—O—a) respectively. These constructs may be familiar to those
versed in modal logics, but we summarise their meaning in the following section.

2.7 Satisfaction

We say that an entity e satisfies the logical formula f (i.e. the formula f holds at e) by
writing e |= f. Intuitively, we may think of a formula f as matching an entity e ife |= f.
The relation, |= is defined informally as follows:

- e =T for any entity e - e El[f]ife=n[M]and 0 = n and
- e E —f if e = f does not hold MEf

- el fVvygifeithere = foref=g -eEf|lgife=N|M, f}E Nand
- e = 0if e is “nothing” gEM

- epEDife=I0 —epEOfif3ee [* e’ ande = f

For example, the formula 0 only matches “nothing” (or “void”) i.e. the absence of
anything. The formula f | g matches e if e can be written as the composition of two
expressions N and M (remember the equivalence relation =) such that f matches NV
and g matches M. The formula < f matches e if there is an entity ¢/ somewhere in the
tree rooted at e where e’ matches f.
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2.8 Reasoning about Policies

If we allow individual users to write their own security policies then we must also provide
a mechanism to resolve policy conflicts when they arise. Conflicts between rules in our
system are similar to those found in Active Databases [5]. Many mechanisms have been
proposed, ranging from a simple numeric priority schemes to more complex algorithms
comparing rules based on their generality [8] (e.g. the more general rule holds except
when the less general does not or v.v.). There is no single best strategy that works
perfectly in all circumstances. Our main goal is to make the system be intuitive enough
for ordinary users to understand. Security policies in our system are based on a spatial
modal logic therefore we also use a spatial mechanism for arbitrating between conflicting
policies.

Recall that we model the state of the world as a nested tree of entities (see Sect. 2.2).
We observe that within a real life enterprise people too are often arranged into a hierarchy,
with the boss at the top, managers in the middle and normal employees at the leaf
nodes. In such an organisation, a manager would be able to set a policy which would
override those of subordinates but which could itself be overridden by the boss. These
two hierarchies, one describing the world and one describing the people, can be linked
together by associating entities with a set of people (“owners” or “administrators”) via
a function

owners : entity — person set

such that for an entity e we have owners(e) = {person,<pbd<person;} where
person < >bp>< person,, are the direct “owners” of e. In a typical configuration, the boss
would “own” the root entity while normal employees would “own” their individual offi-
ces. Our scheme for arbitrating between conflicting policies may be informally described
as:

For a proposed change to entity e, policies instituted by a user u” €
owners(e") override those policies instituted by a user ' € owners(e’) where
e’ |* e ande’ |* easlongase” # e and u” # u'.

Recall from Sect. 2.5 that the installed security policies may be represented by a
pair of predicates, can_leave and can_enter which, given an agent and a context hold
precisely when an agent is allowed to leave or enter the context respectively. Both
of these predicates are computed in the following way: For a proposed change in the
configuration at context c (e.g. an entity wishes to leave c) we first compute the set of
users who “own” any of the entities on the path p; | > | p,, from the “root” entity p;
which designates c

n

users = U owners(py | ob> | pr)
k=1

Each user u € users is allocated a single vote on the proposed change. Note that this
effectively means that although users may write policies about entities they do not “own”
these policies will be easily overridden by other users who do “own” these entities. A
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user u votes for the proposed change if the number of their policies which are in violation
decreases, votes against if the number in violation increases and abstains otherwise. We
define a function vote(user) as follows:

—1 if user votes against the proposal
vote(user) = ¢ 0 if user abstains
+1 if user votes for the proposal

We then compute the value of

overall vote = Z Z prio(i)vote(o)

=1 o€owners(p1 || p;)

where p; | ppi> | p; refers to the ith entity on the path p = p; | >>> | p,, and the function
prio(i) gives the priority of owners of this entity. One possible priority function is given
by prio(i) = x~% where z is a tunable vote weighting factor. The parameter x determines
how many people who “own” an entity p,, are needed in order to equal the vote of a
single person who “owns” a “more important” entity p,,—i. If & > maz; (|owners(p;)|)
then it is impossible for the owner of a more important entity to be overridden by a group
of people who own a less important entity. The system will allow the proposed change
if overall vote > 0 and veto it otherwise.

3 Policy Examples

In this section we demonstrate the kinds of policies which are expressible in our system
by means of a series of examples set in a typical shared workplace environment. A snaps-
hot of the world configuration is presented in Sect. 2.3. The top-level entity is named
World and contains child entities Bobs office and Charliells office represen-
ting the offices of users named Bob and Charlie respectively. We assume that ordinary
employees by default “own” the entities corresponding to their offices and for the sake
of an interesting example we further assume that Bob is the boss and also “owns” the
top-level entity, World.

A user, called Alice, writes and deploys a “follow-me” music playing mobile agent
which follows her around, playing music where she goes. She is worried about the agent
running amok and so writes the following policy to enable the system to monitor the
agent:

( location = World:
formula = <(Alice[T] | Omusic player[T] | T)« 0
times = Always(10 seconds)«
onfail = Log )

“for all time, wherever in the World [ am, an agent calledmusic player should
be in the same space as me. If this is not true for more than 10 seconds, log the
error”
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Remember that e |= f | g holds whenever f and g are children of e and that T matches

anything, including 0, the absence of anything. In the formula above the third T means

that the formula will hold irrespective of whatever else is in the same space as Alice.
The consequences of this policy are summarised as follows:

1. When the music player attempts to migrate, the system prevents the agent from
leaving the same room as the user. Note it does not directly force the agent to move
properly, it just stops it from moving inappropriately.

2. Upon observing Alice move to a new room the system assumes the agent is broken
if it has not followed her within 10 seconds. The system will log the error for Alice
to use in debugging her errant agent.

3. If Alice moves to a room which already has amusic player agent the system will
not complain even if Alice’s agent fails to follow her.

Consider a second user, Bob, who is Alice and Charlie’s boss. Bob prefers peace
and quiet where he works. To prevent wandering music playing agents disturbing him
he writes a rule:

( location = World/x*
formula = O-Bob[T] V (CBob[T] A O-audio[—0]) « @)
times = Always(3 seconds):
onfail = Freeze /.../audio/* )

“if ever I'm in an office with a music playing agent, freeze the agent if it has
not left within 3 seconds”

The policy location field World/* causes the rule to be applied to all children of
the entity named World, i.e. in the diagram in Sect. 2.3 this corresponds to all the
offices, World | Bobls office and World | Charliells office. The same formula
is applied individually to each of these entities. The formula [1-Bob|[T] holds if the
entity Bob is nowhere inside the office; the formula ¢Bob[T] holds if the entity Bob is
somewhere inside the office and the formula (—audio[—0] holds if there is not a non-
empty audio context anywhere within the office. Taken together, the whole formula
may be read as

Either Bob is not inside the office concerned (in which case there is no violation)
or he is inside the office but there is no sound playing.

If the policy is violated in the office named x then the onfail action is expanded to
Freeze World/z/.../audio/* causing audio playing agents inside office x to be
frozen.

The consequences of this policy are summarised as follows:

1. If amusic player agent attempts to migrate inside the same office as Bob the
request will be denied, assuming that his policy is not overridden by anyone more
senior in the company.

2. If amusic player agent running on a laptop or PDA is physically moved inside
his office by someone else, that agent will be frozen.
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Now consider what will happen when Alice enters Bob’s office. Clearly the two poli-
cies 1 and 2 now conflict. Alice’s mobile agent will attempt to migrate inside Bob’s office
so the system will apply the conflict resolution rules described in Sect. 2.8. Assuming
the system knows that Bob “owns” the entity named World (since he is the boss) his
policy will override those belonging to Alice and the migration request will be blocked.

Imagine a third user, Charlie, with more malicious intent. This user attempts to lure
hapless agents into his domain and then trap them there forever. He decides to go after
Alice’s music playing agent and writes the following:

( location = World/Charliells offices
formula = <(music player[T)) 3)
times = Always(0 seconds)«
onfail = Log )

“for all time the music player agent should remain inside my office.”

Consider what happens when Alice is enticed into Charlie’s office for a coffee and
biscuit. Initially Alice’s music player’s request to migrate into Charlie’s office is
accepted since it does not violate any policy (in fact it causes rule 3 to no longer be in
violation — an improvement!) When Alice leaves the office the music player attempts to
follow her. Charlie’s and Alice’s rules are now in direct conflict. Unfortunately for Alice
since Charlie “owns” his office his policies take priority and therefore the agent’s request
to leave is denied. What can Alice do? The only solution for Alice in this situation is
to appeal to a higher authority — in this case Bob — someone whose policies are ranked
higher than Charlie’s. Bob may write a policy to evice Alice’s agent, overriding Charlie’s
wishes.

4 Related Work

There have been many proposed mobile agent systems, e.g. TACOMA [12] (Tromsg
And COrnell Moving Agents), Agent-TCL [6] and Telescript [16]. Similarities with our
work include: mobile agents on mobile devices (PDAs [9] and mobile phones [10]) in
TACOMA and the concept of regions (similar to our entities) in Telescript. Unlike our
work, none of these previous systems attempted to exploit spatial modal logic to bridge
the gulf between the physical world of people and the virtual worlds of mobile agents.
Jiang and Landay [11] consider risks to privacy in context-aware systems. They
base their work on the abstraction of information spaces, similar to our entities. They
envisage a system where documents have associated privacy tags which are used to
prevent the unwanted leakage of data. IBM Aglets [13] provide a Java-based API for
building mobile agents. Their security mechanism is based on the Java-2 security model:
code is selectively trusted or not depending on its origin and/or the presence or absence of
signatures. The LocALE (Location-Aware Lifecycle Environment) framework provides
a CORBA-based mechanism to control the life-cycle (i.e. creation and destruction) and
location of software objects residing on a network. LocALE defines the notion of a
Location Domain — a group of machines physically located in the same place. The
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difference between all three of these systems and our work is that none of them allow
the specification of spatial mobility security policies.

Our work is inspired by the theoretical work on the Ambient Calculus [2] and the
Ambient Logic [3]. Although our model is a great deal simpler than that proposed in the
Ambient Calculus, it still allows us to combine together the physical world of people
and the virtual world of mobile agents into a single, unified representation. The subset
of the Ambient Logic used in our policy definitions remains computationally decidable
and simple for humans to understand while still allowing the a great deal of flexibility
and expressiveness.

5 Conclusion and Future Work

We have presented a technique for expressing spatial (i.e. location-based) security po-
licies for mobile agents. These policies can be used to make both positive and negative
assertions about the dynamic location of agents. Assertions may refer to the location
of both physical and virtual objects in the world, a feature useful for location-aware
Sentient applications. This technique provides a useful way to constrain the mobility of
agents, to use mobile agent technology safely and to simplify the development process
of future Sentient applications.

Our work was inspired by recent theoretical work on mobile computation, specifically
the Ambient Calculus [2] and the Ambient Logic [3]. In future we would like to investigate
how we could enhance our model of the world by adding in Ambient Calculus-style
process expressions representing agents. Entities like people could be represented by
mobile agents which have the capability to move anywhere at any time. The process
expression associated with a mobile agent could be considered a characterisation of its
behaviour — a contract with the system — which could be checked for consistency with
global policy before the agent is allowed to run.

It is currently possible to do a small amount of up-front static checking of security
policies: policies about locations which are known to be fixed can be checked at policy-
install time. However, since we only have limited control over the physical environment
we cannot do much about a policy which says, “the company laptop never leaves the
building”. Clearly this policy could be violated by an individual picking up the laptop
and walking home with it.> Additionally, some agents may wish to perform limited
checking of policies at runtime. For example Alice’s music player agent from Sect. 3
may pose the question “if I enter Charlie’s office, will I definitely be allowed to leave?”
in an attempt to avoid being trapped.

Perhaps the most interesting avenue for future work is to investigate how to scale
the system up beyond one organisation. Our model of the world assumes that everything
can be arranged in a single hierarchy, with a world controller in absolute control of
everything. This approach might work adequately for a small organisation but to scale
any further we need to cope with a multitude of problems: unreliable wide-area network
communication, mutual distrust between organisations etc. One possibility is to employ

2 We could envisage a system in which the doors are under our control and can be locked to
prevent the laptop leaving. However consider that Health and Safety legislation would require
the doors to automatically unlock if there was a fire!
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a two-level approach where within an “intranet” agents are managed using this system
while the “internet” case is handled differently.

A further enhancement to this work is to provide support for multiple simultaneous
parallel hierarchies, allowing the same object to exist in several places at once. This
facility could be used to represent different “views” of the same environment (for an
analogy consider that a user may be present and active in more than one Internet “chat-
room” simultaneously). When an object moves in one world they may also have to move
in another. Reconciling these parallel views is an interesting topic of future work.

In summary, based on the research described in this paper we claim that our work
provides a strong foundation for the building of Sentient, location-aware applications
with a basis in theory. We believe that Sentient environments are an interesting niche
for applications developed using mobile agent technology and our models help design
these applications in a less ad-hoc manner.
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Abstract. UML-RT is achieving increasing popularity as a modeling language
for real-time applications. Unfortunately UML-RT is not formally well defined
and it is not well suited for supporting the specification stage: e.g., it does not
provide native constructs to represent time and non-determinism. UML+ is an
extension of UML that is formally well defined and suitable for expressing the
specifications of real-time systems (e.g., the properties of a UML+ model can be
formally verified). However, UML+ does not support design and development.
This article addresses the translation of UML+ into UML-RT, thus posing the
basis for a development framework where UML+ and UML-RT are used to-
gether, in order to remove each other’s limitations. Specifications are written us-
ing UML+, they are verified by means of formal methods, and are then con-
verted in an equivalent UML-RT model that becomes the starting point for the
implementation.

1 Introduction

Formal methods have demonstrated to be effectively applicable in the industrial de-
velopment of real-time safety critical systems. Nevertheless, formal methods are not
widely used in industry. The problem is that while the demand for real-time software
increases very fast, the availability of developers who can master formal methods
remains little. The consequence is that formal methods are generally considered too
difficult or too expensive to be used in “ordinary” real-time software development. On
the contrary, UML [14] has achieved a great popularity, essentially because it is a
semi-formal notation relatively easy to use and well supported by tools.

Interestingly, UML is gaining popularity also for real-time developments. In fact,
UML for Real-Time (alias UML-RT) has been defined on the basis of ROOM [18]
and has been rapidly adopted by many developers: it is likely that OMG will include

M. Pezze (Ed.): FASE 2003, LNCS 2621, pp. 118-134, 2003.
© Springer-Verlag Berlin Heidelberg 2003



Towards UML-Based Formal Specifications of Component-Based Real-Time Software 119

UML-RT features in the definition of UML 2.0. However, the application of UML-RT

to the real-time domain is still suffering from several problems:

e UML-RT is not formally well defined. This is a relevant limitation of UML-RT,
since very often real-time applications are also safety-critical, and thus call for ac-
tivities like the verification of properties (such as safety, utility, liveness, ...), the
simulation of the system, the generation of test cases, etc. It is very hard — if at all
possible — to carry out such activities when the specifications are written in semi-
formal notations like UML or UML-RT.

e UML-RT is an effective notation for the design and implementation of systems,
but not very well suited for representing requirements or specifications. For in-
stance, when modeling the environment in which a real-time system has to work it
is often necessary to represent non-deterministic behavior or simultaneous events.
These phenomena are not supported by UML-RT.

e Finally, time issues (i.e., the representation of time and time constraints) are not
treated at a native level: ad-hoc components (like timers) have to provide time-
related information to the system. This is not generally perceived as a big problem
at the design level, as designers consider quite natural to model the existence of
timers and similar objects.

In previous work we addressed some of the above problems. In fact we adopted a dual
language approach to real-time software development: in a first phase models are
written in UML according to the usual modeling practices; in a second phase UML
models are automatically translated into one or more formal notations, which provide
support to activities such as the simulation, the verification of properties, the genera-
tion of test cases, etc. In this way, developers exploit the advantages of formal nota-
tions while skipping the complex and expensive formal modeling phase, since they
can use the notation they are familiar with.

Actually we had to extend UML in order to let it satisfactorily specify real-time
systems and to provide it with formal semantics [11,5,7,6]. The models written in the
resulting language (called UML+ throughout this paper) can be automatically trans-
lated into equivalent TRIO temporal logic formulas [9] or into timed automata [1]. In
this way existing formal methods can be applied. For instance the properties of the
model can be verified by means of the Kronos model checker [20].

Although such work demonstrated the viability of the approach, our approach did
not support the design and implementation activities. Consistently with our goal of
defining a development method that can be effectively applied in industrial settings,
we chose UML-RT as a target language. The reasons for this choice are that UML-RT
is a very good notation for component-based developments, it is going to become a
standard (it is very likely that it will be included in UML 2.0) and it is already very
popular in industry. The aim of the work reported here is thus to build a bridge be-
tween our specification-oriented UML+ and the design-oriented UML-RT.

The paper is structured as follows. Section 2 provides a brief introduction to
UML+. Section 3 briefly recalls the main characteristics of UML-RT. Section 4 illus-
trates the problems for translating UML+ models into UML-RT and describes the
proposed solutions. Section 5 describes the development environment that implements
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the proposed approach. Section 6 presents a simple case study as a proof of concepts.
Finally, Sect. 7 draws some conclusions and briefly accounts for related work.

2 A Brief Introduction to UML+

The semantics associated with UML+ is directly inspired by the Timed Statecharts
defined by Kesten and Pnueli [11]. This formalism extends the traditional statecharts
by specifying time limits for the execution of transitions. The semantics is defined
with reference to a dense time domain. This implies that the system may deal with
events that are arbitrarily close in time to each other. Transitions are classified in two
types: immediate ones and timed, or waiting, transitions. Immediate transitions do not
depend on time: they are executed when a triggering event occurs. When no immedi-
ate transition is enabled, the time can flow with the state of the system remaining
unchanged. On the contrary, timed transitions are independent from events. They are
associated with a time interval that specifies a minimum and a maximum waiting
time: the transition cannot be executed before the minimum or after the maximum
waiting time. If no event changes the current state, the timed transition must be exe-
cuted before the maximum waiting time. In Timed Statecharts negated events can
appear in the conditions which guard the execution of transitions. The concept of
“step” is associated with the execution of an immediate transition; a reaction to an
event may occur several steps after its generation, but still in the same timestamp. This
kind of semantics is based on the fact that every generated event “persists” until the
time does not flow. The time may flow only if all the transitions which were enabled
by that event have been executed. In this way, several transitions triggered by the
same event e are executed before the time becomes grater than the time of the occur-
rence of e.

{el, e2}

1:el

st | fe { s2

ed [t1;12] ﬁss t2: e1 [not €3]
=2 )

Fig. 1. A UML+ statechart

Timed Statecharts have been further extended in UML+ to accommodate most of the
syntax of UML State Diagrams that is not present in Timed Statecharts; for instance,
inter-level transitions and fork transitions are allowed in UML+. In UML+ it also
possible to associate transitions with both events and time intervals (see for instance
the transition from S3 to S1 in Fig. 1).

UML+ allows the modeler to associate a set of events to a transition, indicating that
the transition is triggered by the concurrent occurrence of the set of events (see the
transition from S2 to S1 in Fig. 1).
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In UML+ guards can make reference to events. It is possible, for instance, to spec-
ify that a given transition is executed if event e/ occurs while event e3 is not occurring
(see the transition from S2 to S3 in Fig. 1).

Besides the modification of statecharts, UML+ does not exhibit differences with re-
spect to standard UML. However, our approach to verification of models based on
UML+ only takes into account class diagrams, state diagrams and object diagrams.
Other diagrams are ignored if present. The elements of the class diagrams are em-
ployed with their usual role and meaning. However, it must be noted that — being our
approach devoted to the verification of real-time properties only — the attributes and
the methods that do not affect real-time behavior of the models are ignored.

A detailed definition of UML+ can be found in [12,5,7].

3 A Brief Introduction to UML-RT

UML-RT is an extension of UML that addresses real-time issues. It provides a for-
malism to handle active objects. An active object is called a Capsule in UML-RT and
it communicates with other capsules through asynchronous messages, which are sent
and received through Ports. A Port is defined by a Protocol that defines which mes-
sages can be sent through a port (Out messages) and which messages a port accepts (In
messages). Given a Protocol, its conjugate is always defined by simply inverting the In
and Out messages.

The State Diagrams associated to each capsule have the usual syntax and semantic
as in plain UML, including the “run to completion” behavior [14]. The only additional
constraint is that any message (except internal messages, which remain in the bounda-
ries of the State Diagram) is always associated with a Port.

<<protocol>>

Ports Protocol1

<<protocol>> \ \\ Incoming
\ \ .
Protocol2 \ N\ Qutcoming
Incoming

Outcoming <<capsule>> <<capsule>>
Capsulet Capsule2

Fig. 2. Capsules and ports in UML-RT

Capsules are connected through Connectors. A Connector binds two different Ports
with compatible Protocols. A protocol is always compatible with its conjugate. More-
over, a protocol PI is compatible with another protocol P2 if PI accept as In messages
a superset of the P2’s Out messages and the set of PI’s Out messages is a subset of the
messages accepted by P2.



122 V. Del Bianco et al.

Behavior1 /,’/ Statecharts ;‘—; Behavior2

Connector

A | ]
‘g‘ LTI
<<capsule>> \4 <<capsule>> |y
Capsule1 Capsule2

Fig. 3. Connectors and state diagrams in UML-RT

UML-RT mainly focuses on the concept of active component (the Capsule) and does
not directly address real-time constraints. The concept of time can be found in stan-
dard UML-RT libraries — mainly thanks to the Timer class stereotype— but not directly
in the modeling language.

UML-RT is implementation-oriented: it is conceived to be used with a complete li-
brary in a language of choice, usually abstracting form the underneath platform. By
embedding code fragments in transitions and states (as defined in plain UML) a UML-
RT model can be directly translated into code (Rational Rose RealTime being the
reference tool for generating working embedded distributed systems from UML-RT
models).

4 From UML+ to UML-RT

UML+ is a formal notation to express the desired behavior and the constraints of real-
time systems; i.e., it can be used to formalize real-time requirements. UML+ models
are written in a visual language very close to standard UML 1.4, and can be translated
in a formal language and checked to verify that the systems behave as required and
that the constraints are satisfied.

4.1 A Case Study

In the rest of the paper an example is used to illustrate the proposed approach. The
system to be modeled and developed is the Generalized Railroad Crossing (GRC)
[10], one of the best known benchmarks proposed in the literature for evaluating for-
malisms and tools dealing with real-time software.

The system to be modeled operates a gate at a railroad crossing. The railroad crossing
I lies in a region of interest R (see Fig. 4). Trains travel through R on K tracks in one
direction (having trains traveling in both directions does not change the complexity and
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Fig. 4. GRC regions of interest

relevance of the case study). Trains can proceed at different speeds, and can even pass
each other. Only one train per track is allowed to be in R at any moment. Sensors
indicate when each train enters and exits regions R and I. Point RI and RO indicate the
position of the entrance and exit sensors for region R. II indicates the position of the
sensor which detects trains entering region I. dm and dM are the minimum and maxi-
mum time taken by a train to cross RI-II zone. hm and hM are the minimum and
maximum time taken by a train to cross zone 1. g is the time taken by the bars of the
gate to move from the completely open to completely closed position.

4.2 UML+-RT: Making UML+ Component-Aware

In order to support component-based development we have to make UML+ compo-
nent-aware. For this purpose we adopt the representation of components proposed by
UML-RT, i.e., the capsules. This choice was taken because capsules are a satisfactory
formalism, and because in this way it is easier to convert UML+ models into UML-
RT models. The result of merging UML+ (featuring the Timed Statecharts [11]) and
UML-RT is a new modeling language called UML+-RT.

UML+ specifications of real-time system are essentially composed of class dia-
grams and object diagrams; the instances of classes are active objects and their behav-
ior is defined by the associated Timed Statecharts. The structure of the system is de-
fined by an Object Diagram that is used to connect the class instances that compose
the system. In UML+-RT we retain the same organization. As an example, let us con-
sider the model of the GRC. Figure 5 illustrates the class diagram of the system, where
capsules, ports and protocols are explicitly modeled. The object diagram is used to
define the first level capsule. This is relatively straightforward, since the Component
Diagram of UML-RT is a specialization of the UML Collaboration Diagram [16,18],
as are the object diagrams. Figure 6 illustrates the structure of the railroad crossing
system in terms of capsules and connections, highlighting the connections to ports.
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oo <<Port>>
<<Protocol>> +/ gatePort~ <<Capsule>>
<<Ports> GateProtocol Gate
+/ gaePort o close ()
. e} = open () E+ / gatePort : GateProtocol~|
Controller
[ / gatePort : GateProtocol 1.*
. oo
[™+ ¢ trackPort - TmckPrutocol\ <<Protocolo> L
<<Port>> <<Capsule>>
/ trackP TrackProtocol Track
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Fig. 5. UML+-RT class diagram

/ gate: Gate } +/ gatePort +/ gatePort | controller :
: GateProtocol~ : GateProtocol | Controller

+ / trackPort:
TrackProtocol

+ / controllerPort:

| / track: Track'_TrackProtocol~

Fig. 6. Main capsule: UML+-RT component diagram

The behavior of a Capsule is defined by the associated Timed Statechart. For instance,
Fig. 7 describes the behavior of class Gate: it clearly indicates that the events which
cause the state transitions are received through the gatePort.

gatePort.close() .
Up MocvingDown

gatePort.closel()

t gate,t gate
[t_gate, t_gate] gatePortopen() tg |_gate]

atePort.open 1
MovingUpI\ g pen( Down

Fig. 7. Timed statechart for the Gate class
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4.3 Dealing with Synchronous Semantics

UML+ adopts the synchronous semantics of Timed Statecharts. Synchronous seman-
tics — although useful in the analysis phase and ideal for the verification by model
checkers — is unrealistic in the implementation phase. In a real system there are no
cheap and easy ways to verify that two events are concurrent, to make two transitions
fire simultaneously, and when the system is distributed it is not even easy to process
messages in the same order in which they were generated. On the contrary, systems
are implemented according to an asynchronous semantics. Most of the modeling tools
that generate an implementation are based on asynchronous models. Hence it would be
desirable to be able to transform UML+ synchronous specifications into asynchronous
models, like UML-RT models. UML-RT was chosen as the target notation because it
is probably going to become a standard, it is component-oriented (an important feature
to facilitate reuse), and it is equipped with tools (one for all, Rational Rose RealTime)
to generate working systems.

The translation from UML+-RT to UML-RT is not simple. The “run to comple-
tion” semantics of the UML-RT State Diagrams is quite different from the “synchro-
nous execution of transitions” semantics of Timed Statecharts adopted in UML+ and
UML+-RT. This difference can lead to some hard problems, described in Sect. 4.4.
The problems that can arise are of two types:

e  Some model fragments simply do not make sense in UML-RT. For instance, in
UML-RT it is not possible to deal with negated events or to associate a transition
with a set of simultaneous events.

e  Some models have the same general meaning in UML-RT as in UML+, but their
behavior is not actually the same.

In the first case it is difficult to devise which UML-RT model would more closely
represent the intended meaning of the given UML+ model. Therefore we decided not
to translate models having this kind of characteristics, i.e., it is responsibility of the
modeler to correct these situations.

In the second case the model interpreted according to the UML-RT semantics could
violate the properties that were proved valid for the same model interpreted according
to UML+ semantics. In this case the modeler is invited to build a second, more realis-
tic UML+ model that takes into account the execution environment, and is therefore
able to predict whether properties will remain valid also in the implementation-
oriented UML-RT model.

The next section describes the problems mentioned above (and how to deal with
them).

4.4 Issues and Problems with the Translation from UML+-RT to UML-RT

Consider the transition from S2 to S1 and the transition from S2 to S3 in Fig. 1: man-
aging concurrent events and negated events in UML-RT is impossible, therefore in
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these cases the translator issues a warning and does not produce any UML-RT model.
It is the modeler who has the responsibility to produce a more realistic model having
similar characteristics. For instance the transition from S2 to S1 could be modified as
shown in Fig. 8.

e2 (0, di] Mo, L el
Sx

ESD s2

el (0, dt] M. L e2
Sy

Fig. 8. A statechart handling “almost concurrent” events

The statechart in Fig. 8 prescribes that the transition from S2 to S1 happens when
events el and e2 occur (in any order) in a [0, dt] interval. If dt is little the transition
will happen when el and e2 occur in a very short — though finite — interval, while the
original condition (given in Fig. 1) required that el and e2 occurred exactly at the
same time. In practice there is generally no difference between the two specifications.
In any case it is always possible to model-check the new version of the model contain-
ing the transition from S2 to S1 redefined as shown in Fig. 8, in order to assure that
the desired properties still hold.

Transitions involving negated events, timed transitions having t . =t__(i.e., transi-
tions reacting to events that must occur at a precise time) and instantaneous transitions
(i.e., transitions that take null time to execute, even though they are associated with
some action), can be treated in a similar way. In particular, we can specify that two
events do not occur in a short finite interval, or that an event occurs in a short finite
interval, or that an action takes a short finite time to complete.

st |- (0, dt]
= o2

Fig. 9. A model containing simultaneous events (left) and the equivalent model with no simul-
taneous events

Timed transitions, i.e., transitions bounded with a time interval [t_, t ], are easily
represented in UML-RT when t >t .. When a state having one or more of such
outgoing timed transitions is entered clocks are set (via the UML-RT libraries) to t_, .
When the state completes its activities (if any), it waits the expiration of the appropri-

ate clock before evaluating the guards associated with the timed transitions, and finally
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fires one of the enabled transitions. Clocks can be set also on the upper bound t__ . In
this case, if the state completes its activities after the upper bound, an exception is
raised, reporting that the state activities have not respected the timing constraints
specified in the original UML+-RT model. These exceptions are useful for testing; in
any case it is a design decision how to handle them, i.e., whether to execute a transi-
tion even if the upper bound time has passed or to take a different action.

Now let us consider the statechart reported in the left part of Fig. 9. In this case the
statechart has a well defined meaning in UML-RT, but unfortunately the behavior of
the system in UML-RT is not the same as in UML+. In fact in UML+ events el and
e2 occur at the same time (i.e., in the same timestamp), while in UML-RT e2 will
follow el with a finite (though probably little) delay, since events are extracted from
the event queue one at a time. This means that the properties that hold for the UML+
model could be violated by the same model behaving according to UML-RT seman-
tics.

In these cases we have models that are easily translated into UML-RT, but whose
behavior will not match the previously model-checked one. We decided to solve this
problem by maintaining two models: one for the purpose of translation, and another
for the purpose of model checking (see Sect. 5). The latter model must reflect the
behavior of the target UML-RT model. This can be achieved in two ways:

1. The modeler explicitly represents that transitions take a non-null time, e.g., by
assigning a positive lower bound to the time intervals associated with the transi-
tions. For instance, the UML+ model reported in the right part of Fig. 9 behaves as
the UML-RT model reported in the left part of the same figure: event e2 follows
event el after a finite time (not grater than dt).

2. The modeler explicitly models in UML+ the event queue that is implicitly assumed
by UML-RT statecharts. This requires to set the maximum size of the queue.

In both cases the size of the model increases very fast as the number of events that
have to be taken into account in the realistic delay period increases.

Figure 10 illustrates a model exploiting a queue. The queue is a FIFO container that
is loaded with the arriving events and releases them in a finite time, which represents
the time actually needed to perform a transition. In the left part of Fig. 10 when el (or
e4) occur, instead of issuing the events e2 (or e3) which would imply an instantaneous
transition to state sy (or sz), the events e2, (or e3) are issued. These events are “cap-
tured” by the queue (right part of Fig. 10), which will issue the event e2 (or e3) after a
finite delay < dt, thus causing the transition to sy (or sz). Note that here we made two
assumptions:

e The maximum time to handle a transition is dt. Therefore the transition is associ-
ated with a time interval (0,dt]. If a minimum time dt_min were also defined the
time interval would be [dt_min,dt].

e The length of the queue is 1. In general the length of the queue is given by the
maximum number of events that can arrive during time interval [0, dt]. In the case
depicted in Fig. 10 e2 and e3 are considered mutually exclusive (at least in the
considered situation, i.e., immediately after the transition from sl to s2 or s3).
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1(0,dt] *e2

1(0,dt] ~e3

e3,/t=0

Fig. 10. A model featuring a queue

In Fig. 10 the notation t(0-dt] associated with a transition indicates that the transi-
tion has to occur in the interval (t,t+dt]. The notation t=0 indicates that clock t is reset.
In this simple case this notation is actually not necessary (since t is always reset when
exiting from state initial, t(0-dt] is equivalent to (0-dt] in the transitions from sq2 and
sq3 towards initial). However, in longer queues it is necessary to use this notation to
express properly the time constraints.

5 The Development Environment

Thanks to the adoption of Timed Statecharts, UML+-RT has well-defined semantics.
This allowed us to write a program that translates UML+-RT models into timed auto-
mata, so that the model checking tool Kronos [20] can be used to verify properties [3].
This is sufficient to support the specification phase, but does not help much in the
design and implementation phase. For this purpose we want to generate a UML-RT
model that preserves the properties already formally verified. However, the original
model has to be modified, since it features perfect concurrency or synchronicity,
which cannot be generally implemented in a model featuring asynchronous semantics.
The problem is to preserve the properties of the original model, but also to check that
these properties do not rely on characteristics of the model that cannot be implemented
in the real world. Our approach is to make incremental refinements of a UML+-RT
model until we achieve a model that can be safely translated into UML-RT. At first
sight, this approach could seem to be a not very good trade-off, as long as most of the
difficulties of the conversion are left with the modeler. However we believe that in
this way some relevant advantages are achieved:

e the modeler is guaranteed that the properties of the original model are maintained;

e the modeler is guided in the modification of the model by the diagnostic messages
provided by the translator;

e the modeler achieves a deeper understanding of the model, as new details (like the
realistic duration of a transition) are added;

e the final model actually reflects the ideas of the modeler.
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Results of model checking

Translator Model checker

Warnings concerning Implementation
models’ synchronicity Model @ model
] (UMLRT) —* /\' (UML RT)
AN \
Translator Designer UML RT tool

Fig. 11. The envisaged programming environment

Figure 11 illustrates the programming environment that implements the proposed
approach. This environment supports a development process organized as follows.

Initially the modeler creates a UML+-RT model without worrying about the im-
plementation of the model. The product of this phase is an “ideal” model, whose prop-
erties are verified by means of the model checker.

The ideal model is then processed by the translator, which tries the conversion into
UML-RT. In general the translator will find problems with the synchronicity of the
model (see Sect.4.4) that are notified to the modeler. The latter modifies the model in
order to remove the most obvious problems (simultaneous events, negated events,
etc.). The new model is again verified by means of the model checker.

The resulting “more realistic” model M is finally translated into a UML-RT model
M,,. This step is mainly devoted to replacing timed transitions with transitions trig-
gered by events generated by timers; the setting, resetting, etc. of timers is determined
by the translator on the basis of the timed transitions. However, M, will not behave
exactly like M, e.g., because in M transitions are instantaneous, while in M, they take
a finite time. In order to verify the properties of M,, the modeler builds a second
UML+-RT model M’, which modifies M in order to represent its behavior according
to the rules of the UML-RT environment (e.g., by introducing suitable queues of
events). In practice in this phase the modeler maintains two models: M’ for the pur-
pose of model checking, and M for the purpose of translation into M. The behavior
of M,, in the UML-RT environment is equivalent to the behavior of M’ in the syn-
chronous model-checking environment. This equivalence descends from the fact that
the modeler built M’ as a version of M where the “non-ideality” of the execution envi-
ronment is adequately considered. We considered the automatic construction of M’
too complex and/or too impractical to be attempted. The result is that the responsibil-
ity of maintaining M and M’ equivalent remains with the modeler. Generally, he/she is
in a very good position to judge which features of the model M are too idealized, and,
in these cases what are the sufficiently realistic corresponding models. For instance,
the modeler can evaluate if a delay in handling a signal is long enough to alter the
behavior of the system, and — if so — to explicitly model that delay (note: a prudent
approach is to model the delay, and then remove it if the behavior is not affected).
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At the end of this process, M,, is the starting point for the coding and testing
phases. In UML-RT it is still possible to refine the model, but the refinements should
be careful to preserve the properties that were successfully checked (the verification of
the properties of component-based implementations in known run-time environments
is the subject of an ongoing research activity).

As a final observation, it should be noted that UML-RT is also used for introducing
components in UML-based development of non real-time software in a more effective
way than using standard UML components in deployment diagrams. Our approach is not
very effective for this kind of developments. In fact, although it is possible to build
UML+ (and UML+-RT) models of any system, in general systems that do not exhibit a
real-time behavior do not need to be translated and model-checked as discussed above.

6 Validation

The system described in Sect. 4.1 has to operate the crossing gate in a way that satis-
fies the following two properties:

Safety: The gate is closed during all occupancy intervals.

Utility: If no train is in any occupancy interval, nor within 1 prior to an occupancy

interval, nor within &2 after an occupancy interval, then the gate is open.

Point X (see Fig. 4) is thus defined as follows: when a train enters zone X-II it is time
to start closing the gate, so that the bar will be completely lowered when the train
arrives at II. The exact position of X depends on the speed of the fastest trains. In
order to have the gate closed when the fastest trains arrive at II, we must begin to
close the gate dm-g time units after the train entered region R. If the train is slower the
gate will be already closed when it enters the crossing region I.

trackPort.arriving(n) ﬂm empty
"gatePort.close()

CCr++

trackPort.crossing(n)
y trackPort.arriving(n) cir++

Empty opening

trackPort.leaving(n)

Zone | engaged g4 (cir» 1] ccr--, cir--

trackPort.leaving(n),
[cir=1 and ccr=1]
*gatePort.open()
cir--, ccr--

[9.9]
trackPort.leaving(n)
trackPort.crossing(n) | [cir=1 and ccr>1]

trackPort.arriving(n) | €™+ | cir—-, cer--

*gatePort.close()
cCr++

trackPort.arriving(n)

CCr++

Zore | free

Empty open

Fig. 12. The statechart of capsule controller

The behavior of the controller is defined as specified in Fig. 12. The idea is that the
Controller counts the trains in the X-RO zone (by means of variable ccr) and in the II-
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RO zone (by means of variable cir). As soon as ccr becomes grater than zero the con-
troller sends the close command to the gate. When ccr and cir become zero the open
command is sent to the gate. The signals crossing and leaving correspond to the sig-
nals generated by the sensors II and RO, while signal arriving corresponding to point
X must be delayed of dm-g time units with respect to the signal generated by sensor
RI. It is responsibility of the Track components (whose statecharts are omitted because
of space reasons) to satisfy these rules. The parameter n of the arriving, crossing and
leaving events is the identifier of the track which issues the signal.

An important observation: the statechart given in Fig. 12 cannot be analyzed by Kronos as it is,
because integer variables (like ccr and cir) are not allowed in the timed automata analyzed by
Kronos. Since the number of tracks is limited this problem can be easily solved by replacing
the integer counters with finite state automata where each state represents a value. Moreover,
the events cannot be parameterized: in the Kronos model arriving(n) must be replaced by arriv-
ingl, arriving2, ..., arrivingN (where N is the number of tracks). This applies of course to
crossing and leaving events as well.

The model of the GRC described above was translated into a set of timed automata
that satisfies the required properties (this was proven by means of the Kronos model
checker).

The model is relatively simple, thus it can be directly translated into a UML-RT
model, but the latter would not always behave as the original UML+-RT model. In
fact by applying our translator (which implements the concepts described in section 4)
we obtain a set of warnings, indicating that a new model is needed to verify the actual
behavior of the UML-RT system. The warnings by the translator concern the follow-
ing issues:

e In the statechart of capsule Gate the reactions to events open and close are im-
mediate. We need a queue to simulate non instantaneous transactions: in this case
a 2 events, 2 place queue. The distance between an open and a close event is no
less than g+hm (due to the behavior of the Controller). Being dtl the time to
handle one event, it must be 2 dtl < (hm+g). For a real computer-based system
this condition is very easily satisfied.

° In the statechart of capsules CounterCir and CounterCcr (not shown) there are
instantaneous transactions. In the worst case, N fastest trains enter region R si-
multaneously: they will enter region X-II simultaneously, they will enter region
II-RO simultaneously and finally they will exit region I simultaneously. We need
2 queues to manage these simultaneous transitions: one for CounterCir and one
for CounterCcr. In both cases two pairs of events are relevant: arriving-leaving
for CounterCcr and crossing-leaving for CounterCir. Both the queues are organ-
ized as follows (N being the number of tracks). The queues are a 2 events 2N
place queue. Being dt2 the time taken to process a single event, it must be (2 N
di2) < (dm+hm). In fact, in the worst case, N fastest trains entering simultane-
ously fill the queue with 2N events, which must be handled in no more than
(dm+hm) time units (i.e., before all the trains leave the crossing). For a real
computer-based system this condition is very easily satisfied.

e Capsule Track generates signal arriving exactly dm-g time units after receiving
the signal generated by sensor RI. Signal arriving is communicated instantly to
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the Controller. This is unfeasible in a real-life environment. We have to give
time to a real-world controller to react: for this purpose we specify that signal ar-
riving is issued (dm—g)—d_react time units after the signal from the sensor is re-
ceived, where d_react is the time taken by the real environment to react to an
event (including event handling, transmission, etc.).

Following the principles illustrated in Sect. 5 we built a “more realistic” UML+-RT
model. This model was then translated into UML-RT, and the resulting model was
tested by means of AnyLogic, a tool that provides a simulation environment for UML-
RT models. The simulation showed that the system actually behaves as required. The
simulation can be seen at http://www.xjtek.com/applications/?area=traffic (the model
can be downloaded from the same site). Of course the simulation does not guarantee
that sooner or later an erroneous situation will occur. In order to exclude this possibil-
ity we need to formally prove the properties of the system. For this purpose, we also
built —following the indications of the translator reported above— the model that repro-
duces the behavior of the environment. This model — translated into timed automata
and checked by means of Kronos — showed that the system’s behavior actually satis-
fies the requirements. Note that in order to satisfy the requirements, d_react has to be
given a proper value. Such value can be computed taking into account the delays in-
troduced by the queues and the characteristics of the model or — more simply — by
means of a trial-and-error process. In fact by running Kronos with half a dozen differ-
ent values of d_react we were able not only to find safe values, but also the minimum
safe value.

The Kronos model was also used to find unsafe working conditions for the system
(e.g., dm too short with respect to the speed of the gate). Modifying the simulation
model accordingly we were able to simulate with AnyLogic the occurrence of errone-
ous situations.

7 Conclusions and Related Work

Several research activities were carried out in order to provide UML with formal se-
mantics. However, such initiatives assume perfect technology (like [8]) or are oriented
to providing UML with a precise underlying model (like [17]).

In fact, one of the main obstacles to the application of rigorous development tech-
niques is the difference between real-time application software and functional design
(which adopt simplifying assumptions, like instantaneous and perfect communications,
synchrony of interaction with the environment, or atomicity of actions) and the physi-
cal real-time systems [19].

In order to solve the “synchrony assumption” Taxys provides a compiler that de-
rives a verifiable model from programs written in Esterel and C [2]. In particular, the
model includes the specification of an “event handler” that represents the interface
between the external environment and the real-time application (and plays a role simi-
lar to our event queues).
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The work presented here is an initial effort to tackle the problem of bridging a per-
fect, synchronous, specification-oriented UML-based formalism with the real, imper-
fect, asynchronous implementation world. In particular we addressed the conversion
of UML+ (an extension of UML that is suitable for the specification of real-time sys-
tems [5]) into a notation suitable for implementation, namely UML-RT, with the con-
straint that the final model retains the properties of the original model. This goal re-
quired to add the concept of component (or capsule) to UML+, and to map the syn-
chronous semantics of UML+ onto the asynchronous semantics of UML-RT. The first
task was easily solved by borrowing the component notation of UML-RT. The graphi-
cal language obtained (called UML+-RT) integrates the component-oriented concepts
of UML-RT with the elements of UML+, and specially with Timed Statecharts [11].
Much harder is the conversion of a synchronous model into an asynchronous one. We
propose a translation process based on incremental refinements of the original UML+-
RT model, guided by the translation tool and aiming at the complete removal of the
features that model “ideal” situations that cannot be achieved in practice. In particular
we propose to use two models, one to be translated into UML-RT for implementation,
and another explicitly modeling the mechanisms of the real execution environment, in
order to formally prove the properties of the system in real working conditions.

Figure 11 illustrates the development environment which exploits UML+-RT and
the associated tools. The construction of the tools is complete, while their integration
is in progress. The environment will enable a development process where the devel-
opment is mainly based on model construction, and the relevant properties of the
models can be checked step-by-step.
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Abstract. One of the principal uses of UML is the modelling of syn-
chronous object-oriented software systems, in which the behaviour of
each of several classes is modelled using a state diagram. UML permits a
transition of the state diagram to show both the event which causes the
transition (typically, the fact that the object receives a message) and the
object’s reaction (typically, the fact that the object sends a message).
UML’s semantics for state diagrams is “run to completion”. We show
that this can lead to anomalous behaviour, and in particular that it is
not possible to model recursive calls, in which an object receives a sec-
ond message whilst still in the process of reacting to the first. Drawing
on both ongoing work by the UML2.0 submitters and recent theoretical
work [1l[6], we propose a solution to this problem using state diagrams
in two complementary ways.

1 Introduction

The Unified Modelling Language [10] has been widely adopted as a standard
language for modelling the design of (software) systems. One diagram type within
UML is the state diagram, an object-oriented adaptation of Harel statecharts.

The use to which state diagrams are put varies with the type of project
and the modeller’s preferences, but a typical use is as follows. The modeller
decides that some or all of the classes which are to appear in the system should
be modelled with state diagrams; typically, classes which are perceived to have
“interesting” state change behaviour will be so modelled, whereas those which
are considered to be stateless or almost so will not be. For a given class, the
modeller identifies the abstract states, which will be represented as states in
the state diagram. This involves deciding which aspects of state are interesting,
in that they may affect behaviour; it can be seen as choosing an equivalence
relation on the set of (concrete, fully-detailed) possible states of objects of the
class. Next, s/he considers which events may happen to an object of this class,
and what effect those events have on the abstract state of the object.

In sequential single-threaded systems on which we concentrate in this paper
a typical event is the receipt of a message which requests the synchronous invo-
cation of an operation. The modeller may record that certain state transitions

M. Pezzé (Ed.): FASE 2003, LNCS 2621, pp. 1350049, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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f()/this.g()

g0 g0

Fig. 1. Simple problem situation

happen only in particular circumstances; that is, s/he may add guards to the
transitions. Finally, s/he may record how an object reacts to a given event hap-
pening in a given state by showing actions on the transitions (and/or within the
states, but for simplicity we omit that possibility here). Typically, the modeller
will not record every detail of the object’s reaction, since that might involve
placing the whole of an eventual method implementation as annotation on a
transition in a diagram. A common compromise is to show only the messages
which the object may send as part of its reaction to an event such as receiving
a message, but not to show internal computation such as variable assignments.

Details vary, but essentially this process is recommended in many reputable
sources, including for example Booch et al.’s UML User Guide [3] and the second
author’s own Using UML [14].

Unfortunately, this standard way of using UML is incoherent, given the se-
mantics for UML state diagrams laid down in the UML standard. That is, follow-
ing the UML semantics may yield nonsense for an apparently sensible collection
of state diagrams. These are not pathological cases, either: there are common
situations which cannot be modelled, with their intended semantics, using UML
state diagrams as described above, and there are simple state diagrams, correct
according to the UML standard, which cannot be interpreted. A very simple
example is shown in Fig. Il Suppose an object represented by this diagram is
in state S1 and receives message f(), which causes the object to send itself the
message g()ﬂ What should the resulting state of the object be?

The UML semantics does not adequately cover cases like this. Probably the
designer intended S2, with the idea that the implementation of f() would involve
extra actions besides the invocation of g(), but if we must consider the diagram
as a complete machine, there is no good answer.

! More precisely, f() is a call event and g() a call action in the transition from S1 to
S52. Call events are caused by call actions and are distinct from them [10] (3-148).
In our example g() on the transitions from S1 to S3 and S2 to S4 is a call event
which is caused by the corresponding call action. Both call events and call actions are
associated with an operation in UML, i.e. call events and actions in a state diagram
model invocations of the operation of the object.
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The fundamental problem seems to be that UML — like the UML community
— is ambivalent about whether its state diagrams are intended to be machines,
capable of being executed, or loose specifications, constraining a later imple-
mentation] The UML semantics strongly suggests the former, but this does
not always accord with how UML is used. In particular, when state diagrams
are used to model synchronous message passing between objects in a sequential
single-threaded system UML’s run-to-completion semantics causes anomalies.
Situations as shown above can be modelled by UML sequence diagrams and im-
plemented in an object oriented programming language although the execution
of corresponding UML state machines would result in a deadlock according to
the default UML run-to-completion semantics (see example in Sect. 2.T). It is
interesting to notice that Harel and Gery [7] were aware that recursive operation
calls are problematic but apparently considered them unimportant. They wrote:

...when the client’s statechart invokes another object’s operation, its ex-
ecution freezes in midtransition, and the thread of control is passed to
the called object. Clearly, this might continue, with the called object
calling others, and so on. However, a cycle of invocations leading back
to the same object instance is illegal, and an attempt to execute it will
abort.

We do not consider that the problem can be so easily dismissed. In object ori-
ented design recursive calls occur frequently: for example, whenever any method
is recursive, or when the Visitor or Observer pattern is used. In this paper we
discuss the problem and propose a solution, drawing on both ongoing work by
UML2.0 submitters and recent theoretical work [16].

The paper is structured as follows. The remainder of this section includes
a note on standards and terminology. In Sect. 2] we explain the problem with
the UML’s current understanding of state diagrams. In Sect. Bl we introduce our
solution, making use of two kinds of state diagrams. Section [ formalises these
diagrams and defines a suitable notion of consistency. In Sect. [ we revisit the
example introduced above; Sect. [0l discusses related work, and Sect. [ concludes.

1.1 Note on Standards and Terminology

This paper is based on UML1.4, the current standard at the time of writing. It
also draws on drafts of the new UML2.0 standard. The reader is assumed to be
familiar with UML; it is important to note that the definition of UML is the
OMG standard [10], not what is contained in any UML book.

In sequence diagrams, we show expressions on return arrows to indicate the
value returned — this is common and harmless, but not actually described in [10].

2 Even the terminology in the standard shows this tension: the terms state diagram,
statechart diagram, statechart and state machine are not always used consistently
(compare for example [10] (3-137) and (3-141)). In this paper we use “state diagram”
as a general term, reserving “state machine” for an executable version.
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We make several simplifying assumptions. We only consider sequential sys-
tems, so our state diagrams are assumed not to make use of concurrent substates.
We treat rolenames identically with attributes; for example, our attribute envi-
ronments include rolenames. Such an attribute has a class type, and its value
will be an object identifier.

2 State Diagrams in UML

According to run-to-completion semantics, the action on a transition must have
been completed before the transition is finished. If the action involves an object
o of the class modelled by the state diagram making a call to another object p
(and perhaps using the result of that call in some calculation), the action, and
therefore the transition, does not complete until the call has been received by p,
processed, and the result returned to o.

However, as soon as we consider the case that o and p might be the same
object (recursion) or that part of p’s reaction to the message from o might be
to send o a new message (callback), it becomes clear that we cannot model
situations with recursion or callbacks with UML state diagrams in which call
events and actions involving calls are recorded on transitions. The next sub-
section demonstrates this using an example which we will use throughout the

paper.

2.1 An Example of Callbacks with UML

The following example is used in different variants to illustrate several problems
with callbacks in UML. The class diagram is given in the left part of Fig. 2l
Consider now an interaction between two objects as shown in the sequence
diagram in the right part of Fig. 2l As response to an invocation of f object a
calls method g of b and during the execution of g object b performs a callback
to a. When the message setA2 arrives at a the execution of f is still in progress.

A — X
at:int b1:int ‘ ‘ ‘
az:int -myA setB1(x:int) | f(b) ‘ !
setA1(x:int) g(a:A):int . ! :
setA2(x:int) 9(a) !
f(b:B)

setA2(Ib1*5l)
.~

Fig. 2. Class diagram (left) and sequence diagram (right)
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public void £(B b) { public int g(A a) {
int y; myA=a;
y=b.g(this); myA.setA2(Math.abs(b1%5));
if (alxy>=0) { return(b1-3);
al=y; }
}
}

Fig. 3. Java implementation of methods f and g

An interaction like that can be implemented in Java without problems. One
possible implementation is shown in Fig. Bl

The internal behaviour of objects of classes A and B can be modelled by
state machines. In this example the state of an object depends on the signs of its
attribute values. An object of A has four different states, an object of B two. The
state machines in Fig. d show how methods affect the object states. An object
of A is in one of the states in the top part of Fig. Hif its value of al is negative,
in one of the states at the bottom otherwise. Similarly the object is in one of
the states on the left side of the diagram if a2 is negative, and on the right side
if it is positive. Notice that these state machines intuitively correspond to the
code in Fig. B under the assumption that internal computations are omitted in
actions: the value of a2 is always positive after the completion of g due to the
usage of the absolute value, and the sign of al is not changed in f, since the
assignment of y to al is only carried out if y and al have the same sign.

For readability, an arrow may represent more than one transition with the
same source and target states. The different transition labels are separated by
commas. For example there are two transitions attached to the arrow from S1
to S2.

According to the UML semantics these state machines, considered together,
do not behave in a sensible way. When a call of f arrives at an object a of A
which is in state S1, the transition from S1 to S2 labelled by f is triggered, which
invokes g. This causes a transition from S5 to itself and leads to a callback of
setA2 to a, but a cannot react to this call because it is not in a stable state. The
UML run-to-completion semantics prescribes that a can only process the call of
setA2 after the transition from S1 to S2 has been completed, which will never
happen.

Note that the same problem arises even if the callback is a query method,
i.e. does not change any state.

3 Two Kinds of State Diagrams

We suggest handling the problem of callbacks by using two different kinds of state
diagrams, one to model the overall effect of a method on the state of an object
and the other to model the execution of actions of which this method consists.
Thus we resolve the issue of whether state diagrams are loose specifications
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or executable machines by providing both, for use in clearly defined different
contexts.

3.1 Protocol State Machines (PSMs)

In UML1.4 [I0] (2-170) PSMs are introduced as a state diagram variant, defined
in the context of a classifier. We keep UML’s terminology (PSM), but in our
opinion these diagrams are best thought of as loose specifications, not as exe-
cutable machines. They specify the permissible sequences of method calls on an
object (the protocol), but not how the object will react to each method call.
Their transitions (protocol transitions) are allowed, but not expected, to have
action expressions. Here we only consider PSMs for classes and in order to en-
force the separation between the diagram types, we follow a recent proposal for
UML2.0 [I1] where actions at protocol transitions are explicitly forbidden. The
definition given below is a formalisation of a simplification of PSMs as presented
n [I1]. As notation for PSMs we use the standard UML state diagram notation
as described in [I0] (3.74.2). Thus a PSM is a simple form of UML state diagram,
without actions: e.g., removing all actions from Fig.[d yields PSMs. The designer
would develop a PSM for classes that s/he considers to have interesting state
change behaviour, as in current practice. The only difference is that instead of
recording actions on the transitions, s/he will choose when it is worthwhile to
record how reactions to events are implemented using another diagram type, as
follows.

A 5 ~
[x<0]setA1(x),

[x<0]setA1(x), [x>=0]setA2(x), [x<0]setB1(x),
[x<O0]setA2(x) f(b)/b.g(this) g(a)/myA.setA2(Ib1*5l)
O @) O
(51 ) [x<OJsetA2(x) [(s2 )

al<0 ‘ ‘ al<0
a2<0 a2>=0 b1<0
[x>=0]setA2(x),
f(b)/b.g(this)
[x<0]setA1(x) [x>=0] [x>=0] [x<O]setA (x) [x>=0] [x<0]
setA1(x) setA1(x) setB1(x) setB1(x)
[x>=0]setA2(x),
S3 f(b)/b.g(this) S4 S6
al>=0 1>=0
=) B
O]setA2
U [x<0]setA2(x) U
[x>=0]setA1(x), {x>:8}set£; EX; [x>=0]setB1 (),
[x<0]setA2(x) x>=0]setA2(x), N
f(b)/b.g(this) g(a)/myA.setA2(Ib1*5l)

S /

Fig. 4. State machines for A and B
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3.2 Method State Machines (MSMs)

Both the current UML specification [I0] and the proposal [11] allow the definition
of a state diagram in the context of an operation, but do not provide detail about
the particular features and behaviour of this kind of state diagram. We propose
MSMs which are a simplified variant of sequential class machines as presented
in [6], which in turn are a variant of recursive state machines as introduced in
[1]; they allow recursion.

Figure [ shows the three MSMs for f, setA2 and g which correspond to the
Java implementation given in Fig. Bl Each MSM is represented by a box with
rounded edges and is labelled by the class which owns the method, the method
name and its parameter. The MSM for f consists of an entry state Fe, an invoca-
tion box, two internal states F1 and F2, and two return states Frl and Fr2. Most
of the notation is standard UML. Entry states contain variable declarations and
in the state diagram for g a return expression is shown within the return state
Gr. Invocation boxes are shown as boxes with a double borderline and include a
method call. Each box has an entry and an exit point, represented as shown. In
the MSM for f a return variable is attached to the exit point of the invocation
box. States and boxes are connected by transitions which are labelled by guards
and actions, but not by events. In terms of the UML metamodel two kinds of
events are relevant in MSMs: implicit completion events which cause normal
transitions (as commonly used in UML activity diagrams), and return events,
which permit the MSM to move on from a method invocation box. Since an
MSM models how an activity is performed, it is bound to have similarities with
an activity diagram. We add a precise semantics for MSMs in Sect.[d], especially,
semantics for invocation of methods represented by other diagrams, which is
not defined in UML activity diagrams. In this paper we will not discuss how
our proposal sits inside the UML metamodel, since it would raise no interesting
issues: instead, we focus on description and formalisation.

4 Formal Definitions and Consistency

Clearly, the designer will need to satisfy him/herself that the state diagrams,
both PSMs and MSMs, contained in a given model are consistent: that is, that it
is possible to implement methods according to the MSMs and have the resulting
classes act in accordance with the PSMs. In this section we specify what this
consistency means.

First we consider some informal examples:

0 The MSMs in Fig. [ are intuitively consistent with the PSMs obtained by
deleting actions from Fig. [d; the transitions in the PSMs accurately reflect
the state changes that occur when the MSMs are followed through in a
natural way.

0 However, if we change the invocation in the MSM for g from
myA.setA2(|b1*5]) to myA.setA2(b1*5), we destroy consistency because if
bl is negative then a2 is set to a negative value. That means a call of f on
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(Af(o:B) (AsetA2(xint) | (‘Big(a:A)

b:B
this:A
y:int

l b.g(this) l
®

y

[a1*y<0]

[a1*y>=0)/
al=y

Fig. 5. Method state machines for f, setA2 and g

a does not always lead to an object configuration of a where a2 is positive,
contradicting the PSM.

0 Alternatively, if the MSM for f is altered so that al is always set to al * y
(i.e. remove the guard on the transition from F1 to F2 and delete Fr2) we
get a slightly more complicated inconsistency example, involving the states
of two objects. If for instance al is positive and bl is negative, then an
invocation of f on a results in a configuration where al is negative. This is
again a contradiction to the PSM for A which specifies that the sign of al is
not supposed to change during the execution of f.

In order to formalise these intuitions we introduce formal definitions of both
kinds of state diagrams. For purposes of exposition we use simplified forms of the
diagrams; we believe, however, that most of the missing features of UML state
diagrams could be added without serious problems. Our definitions of MSMs
and their execution are adapted from definitions in [6] and [1].

We assume that there is a class diagram which defines a set of classes C.
Each ¢ € C is associated with a finite set A. = {a; : Ty<>pbcay, : T} of typed
attributes and a finite set M. of methods, where each method m € M, has a
type Tem = e X 71T,y defining the call and return type of the methodﬁ.

Note that in the current work we are eliding the difference between the
operations of classes and their methods. In UML these concepts are distinguished

3 For simplicity we allow only one parameter and return value



Modelling Recursive Calls with UML State Diagrams 143

in order to allow for inheritance: classes in an inheritance hierarchy may all have
the same operation, inherited from a base class, which they implement using
different methods. We do not consider inheritance here, since this raises many
interesting questions about the appropriate inheritance of behaviour, and so the
distinction between operation and method is unimportant. One possibility to
explore would be that the protocol state machine would be written in terms of
operations, and that the PSM defined for a base class would be inherited by
subclasses. Then when a subclass provided its own method implementing an
inherited operation, the designer could draw a new MSM for that method. This
would open the door to considerations of behavioural subtyping: we could ask
to what extent the MSMs for different methods implementing an operation were
compatible.
A PSM is unsurprisingly simply a labelled transition system with guards:

Dellnition 1. A protocol state machine (PSM) for a class ¢ consists of

0 a set S. of states

U a labelled transition relation I C S, x L x S. where each label | € L is a tuple
(9sm(z)) where m € M, is a method name, x is a formal parameter of type
cTem, and g is a Boolean expression over A.U {x} specifying the condition
under which the transition may be taken. We do not prescribe the expression
language used for g but we assume it can be evaluated to true or false given
values for A. U {z}.

We will now define MSMs more formally. For a set X = {7 : Ty<ppbea, :
T,} of typed variables, a variable environment 0 over X is a function [z, 1 —
ay<>b>< T, + —a,] where a; € T;U Ly, for all i. The set of all variable environments
over X is denoted by 0 x. Attributes and attribute environments are treated in
a similar way.

Moreover let A = (J.c Ac be the set of all attributes and O the set of
all object identifiers. An object environment is defined as a partial function
0:C — (O —104) and the set of all object environments is denoted by O .

We do not prescribe an action language: we only specify that, given an object
environment 0 and variable environment 0 over X, an action is syntactically
an expression over X, suitably extended with attribute selectors, for which an
evaluation function [ Jog exists. We will later assume that the same evaluation
function can be used to evaluate the guards used in PSMs. An action may
not involve the invocation of methods or the creation or deletion of objects.
Semantically an action U is a partial function 0 : (0 x x0) — (Ox x0)
expressing the effect the action has on the variable environment and object
environment.

Dellnition 2. A method state machine (MSM) for a method m € M. consists
of

U a set of local variables Xopm = {x1 : Theobdcx, : Ty}, including those men-
tioned below
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0 a set Be,, of invocation boxes as defined below
0 a set of states S.,, partitioned into
e a set I, of internal states
e an entry state e.,, with formal parameters x : cIT,,, and this: c in X,
o A set of return states R, where each state v € R, has attached a
return expression re over Xem of type r1en,
e q set of box entry points Entry.,, and a set of box exit points Exit.,,

0 a transition relation 0., C F X Act x T where F = {egn} U Iem U Exitey,,

T = Rem U Iy, U Entry,,, and Act is a set of actions 0 : (0 x, x0) —
0 x.,, x0)

Notice the “incompleteness” of the transition relation of an individual MSM:
if the MSM reaches a box entry point, it cannot go further based on the definition
of this MSM alone. This makes sense because we cannot know what the effect of
the call on the environments should be. Later we will show how several MSMs
interact to “complete” the transition relation.

Dellnition 3. A method invocation box b € B.,, specifies

0 an object expression oe, determining the target object
U a class identifier d € C determining the clasd of oe
0 a method identifier m € My

0 an argument expression ae : ¢Typn,

A box is not itself considered to be a state in the MSM: instead it has two
associated states:

0 an entry point ¢, € Entry,,,.
0 an exit point ry, € Exit.,,

A return variable y : r1y,, from X.,, is defined to hold the value returned
from the method invocation.

Notice that any MSM is by definition well-typed, and that all method invocations
occur in boxes.

4.1 Execution of MSMs

Suppose that we have a closed set MSM of MSMs: that is, each method invoked
in an invocation box of an MSM in MSM is itself defined by an MSM in MSM.
We can then define the execution of MSMs in terms of a global state machine.

Let the sets of states and of boxes for each MSM be pairwise disjoint and let
N be the set of all states, X the set of all variables, and B the set of all boxes.
Before we specify a global state machine, we give definitions of a call stack and
a global environment.

4 As mentioned, we do not consider inheritance in this work, so polymorphism is not
allowed: the class of the target object must be given statically.
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Dellnition 4 (Call Stack). A call stack cs € B*N specifies the current posi-
tion in each active MSM. It is a stack by : pb>: by @ n of boxes b; and a state
n on top. It must satisfy a coherence condition as follows. Suppose that box b;
contains method identifier my, and class identifier cy,. Then box bj 1 if j < k
(respectively the state n if j = k), must belong to the MSM for method my,
in class cy, (which must exist, by the assumption that we have a closed set of
MSMs).

Dellnition 5 (Global Environment). Given a call stack cs = by : pp>: by, : m,
a global environment ge = g : oo O, € 0% associated with cs is a stack of
variable environments. It must satisfy a coherence condition as follows. For each
Jj <k, O; is the local variable environment of the MSM containing box bj+1 if
j <k, or of the MSM containing n otherwise.

Dellnition 6 (Global State Machine). A state of a global state machine
(GSM) consists of a call stack cs € B*N, a global environment ge associated
with cs, and an object environment .

There are three kinds of transitions: as in a pushdown system, the applicable
transitions are always determined by the state at the head of the stack. Suppose
cs = by :pbb: by 1 where n is a state in MSM, and let the global environment
be ge = g : pob>: 0, and the object environment be 0.

1. If n is an entry state, an internal state or a box exit state, the only possi-
ble transitions are internal transitions which are induced by transitions of
MSM. Formally, suppose that n . W is a transition in MSM. Then
(b rop>: by s el oo D<) — (by :pp>: by : W/<lp @ po>: Oy<07) s
a transition in the global state machine, provided that 0(0,<0) = (0<07).
(Note that if (Ox<0) is not in the domain of the partial function U, there is
no transition.)

2. If n is a box entry state, the only possible transition is a call transition,
pushing a new invocation onto the stack. If n = ¢, ,, the entry state for
a box which we now call b1, let the object expression, class, method and
argument expression specified in by11 be oe, ¢, m and ae respectively. Then let
Ort1 be a new variable environment over X.p, in which the formal parameter
of m and this are bound to Jae]n,n, [oe]n,n respectively. (If either evaluation
fails, there is no transition). Let e.,, be the entry state of the MSM for method
m in class c. Then (by : oob: by 2 ey, <Ho :oo>: D<) — (by : oob: by -
bttt €em<Uo i odp: O i Opqq<0) ds a transition of the global state machine.

3. If n is a return state, the only possible transition is a return transition,
popping the stack. If n = r € Ry, then (by o> by <l oo Oy
Op<d) — (by c oo by = 1y, <O o> O _y<0) ds a transition of the
global state machine, where ry,_, is the exit state for box by_1, and O is
the environment U, _1 updated by binding the return variable of box by_1 to
[relo,n where re is the return expression associated with r (again, if re fails
to evaluate, there is no transition).
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Note that the only non-determinacy in the global state machine is that arising
from non-determinacy inside individual MSMs: if they are deterministic, so is the
GSM. Notice also that the behaviour of the GSM respects the stack discipline.
We will be most interested in how the GSM implements a particular method

call. We write s = t when for some class ¢ and method m, s = (by : bbb>: by, :
eem o s op: D<), ¢ = (by b by 2 <o @ pop: O7<07) for some return state
r € R, and there is some sequence of GSM transitions s — pbbt, in which
no intermediate state whose call stack contains at most k boxes has e, at the
head of the call stack. Without the restriction on intermediate states we might
inadvertently “catch” more than one invocation of m from within MSMs that
have been activated earlier. Notice that if m is recursive the call stack grows
each time m is invoked so that e.,, is allowed to appear as head of the call stack
in this case.

4.2 Consistency between Protocol and Method State Machines

So far MSMs and PSMs are only connected by method names which are used to
label transitions in PSMs and represent the context of a MSM. In this section
we define what it means for a MSM to conform to a protocol which is specified
by a PSM.

There can be no formal connection unless the designer has specified the
precise meanings of the states in the pPsM[f Accordingly, we assume that along
with any PSM P for class ¢ having states S. we are given a function b : 0 4, — S.
which maps an attribute environment to a state in P.

Dellnition 7 (Consistency). Let G be a GSM defined by a closed set MSM
of MSMs, and let P be a PSM for class c. G conforms to P with respect to a
given nitial global state gs if and only if whenever

cm

gs —* gs/ N gSH

(that is, a method is executed from some global state which is reachable from the
initial state), where gs' = (cs<lg : po>: O<0) and gs” = (cs’<Og : po>: O0'<07)

we have h(0(c)(0(this))) = s and h(0’(c)(0'(this))) = t where s blme) 4 45 a
transition of P and [¢g]on = true.

Note that because the PSM plays no role in the execution of the global state
machine, but acts as an independent specification of what it should achieve, it
suffices to specify consistency with one PSM at a time. Note also that we are not
requiring that every transition in the PSM has some counterpart in the GSM.
This is deliberate: the PSM for a reusable class will specify all the capabilities
of the class, not all of which may be used in a particular system (GSM).

An obvious question to ask is whether consistency is decidable. The answer
depends on the choice of action language, but for any reasonable action language

5 This is sometimes done in practice by adding constraints to the states of a state
diagram.
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Turing Machines can be coded as MSMs, in which case it is easy to reduce the
Halting Problem to a consistency problem, which must therefore be undecidable.
Nevertheless, some tool support is possible. For example, a tool might construct
representative object configurations for the different combinations of abstract
states in the PSMs, symbolically execute the MSMs and check against the PSM
transitions. Even if the tool’s checking was not exhaustive, it might find useful
counterexamples, helping the user to develop the design.

5 Introductory Example Revisited

Finally we revisit the example discussed in the introduction, Fig. [I. If the de-
signer modelled with PSMs and MSMs as introduced in this paper, the state
diagram would be split into a PSM and MSMs for f and g. The PSM specifies
unequivocally that an object in state S1 is in state S2 after f has been executed,
whatever further invocations are performed during f.

Under the assumption that the set containing the MSMs for f and g is con-
sistent with the PSM, an object calls g during the execution of the MSM for f
when it is in an appropriate state, i.e. either in S1 or in S2. According to the
specification of g in the PSM, the object is either in S3 or S4 after the execution
of the MSM for g has finished, depending on which state it was in at the time
of g’s invocation. In either case the MSM for f has to perform further actions to
guarantee that the object is in S2 after its completion, as specified in the PSM.

Variants of the notation might be considered. For example, we might per-
mit annotation of transitions to show what callbacks were expected to happen.
However, the designer of the class will not always be in a position to know what
callbacks might happen, if other classes in the system are designed by other
people. (This need not prevent the designer knowing what the state after the
transition will be, given adequate contracts for called methods.)

6 Related Work

We have used work by others for our definitions of PSMs and MSMs. PSMs
are mentioned in UML1.4 [10] and specified in more detail in U2 Partners’ pro-
posal for UML2.0 [TT]. Since this proposal contains some remarks on inheritance,
operations and methods are differentiated there.

The formalism for MSMs presented in this paper is based on recursive state
machines, which have been defined in [I], and sequential class machines as in-
troduced in [6]. Recursive state machines are extensions of ordinary state ma-
chines where a state can correspond to a possibly recursive invocation of a state
machine. They can be used for modelling sequential imperative programs with
recursive procedure calls. Besides a definition [I] also contains a complexity anal-
ysis of recursive state machines concentrating on reachability and cycle detection.
Similar results have been achieved independently in [2].
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Class machines are an object oriented extension of recursive state machines.
The semantic definition of their sequential variant in [6] covers exceptions, in-
heritance and object creation in addition to what we have presented as MSMs.
Adding a mechanism for multi-threading leads to the definition of concurrent
class machines. In contrast to our work class machines are considered in isola-
tion, not in conjunction with a more abstract modelling technique.

There is much work on formalisation of UML state diagrams; we only present
a small subset. All of the approaches differ from ours in that they do not consider
the problem of recursive calls. In [12] a formalisation with labelled transition
systems and algebraic specifications written in the specification language CASL
is presented. Labelled transition systems are also suggested as formalism in [13],
where a structured operational semantics for UML state diagrams is introduced.
Both in [5] and in [8] graph transformations are used as basis for state diagram
formalisation, but these works differ in detail; [4] uses ASMs. In [9] state diagrams
are first mapped to extended hierarchical automata and then a semantics for
these specific automata is defined in terms of Kripke structures.

7 Conclusions and Further Work

We have pointed out that the current UML semantics for state diagrams is
not sensible for situations involving recursive method calls. After showing this
problem on an example we have presented an alternative approach for modelling
the internal behaviour of objects using UML. In contrast to the current version
of UML we differentiate between a loose specification of the effect of a method
on an object and an executable machine representing an implementation of a
method. We have introduced PSMs and MSMs for these purposes and defined
what it means for a set of MSMs to be consistent with a PSM.

In future we would like to consider tool support; indeed we undertook this
work because the recursive call problem prevented us from making progress with
work on providing tool support for the concurrent development of state and
sequence diagrams. For practical use, more complex MSMs would be needed,
allowing for object creation for example. Most of that work would be routine;
the exception would be adding inheritance, which as briefly mentioned in Sect. @l
would raise both theoretical questions and issues in practical modelling.
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Abstract. Pipa is a behavioral interface specification language (BISL)
tailored to AspectJ, an aspect-oriented programming language. Pipa is
a simple and practical extension to the Java Modeling Language (JML),
a BISL for Java. Pipa uses the same basic approach as JML to specify
AspectJ classes and interfaces, and extends JML, with just a few new
constructs, to specify AspectJ aspects. Pipa also supports aspect speci-
fication inheritance and crosscutting. This paper discusses the goals and
overall approach of Pipa. It also provides several examples of Pipa spec-
ifications and discusses how to transform an AspectJ program together
with its Pipa specification into a corresponding Java program and JML
specification. The goal is to facilitate the use of existing JML-based tools
to verify AspectJ programs.

1 Introduction

Aspect-oriented programming (AOP) has been proposed as a technique for im-
proving the separation of concerns in software design and implementation [2T3]
171T9). AOP provides explicit mechanisms for capturing the structure of cross-
cutting aspects of the computation such as exception handling, synchronization,
performance optimizations, and resource sharing. Because these aspects cross-
cut the dominant problem decomposition, they are usually difficult to express
cleanly using standard languages and structuring techniques. AOP can eliminate
the code tangling often associated with the use of such standard languages and
techniques, making the program easier to develop, maintain, and evolve.

The field of AOP has, so far, focused primarily on problem analysis, language
design, and implementation. The specification and validation of aspect-oriented
programs has received comparatively little attention.

To formally verify aspect-oriented programs, we must have some means to
formally specify the properties of aspect-oriented programs. Note that, because
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AOP introduces new concepts such as join points, advice, instruction, and as-
pects, existing formal specification languages can not be directly applied to AOP
languages. This motivates us to design a formal specification language that is
appropriate for specifying programs written in AOP languages.

Instead of designing a generic specification language for AOP, we choose in-
stead to design a behavioral interface specification language (BISL) tailored to
AspectJ, an aspect-oriented extension to Java [14]. A behavioral interface spec-
ification describes both the details of a module’s interface with clients and its
behavior from the client’s point of view [16]. By using a BISL, we are able to
formally specify both the behavior and the exact interface of AspectJ programs’
modules, which is an essential step towards the formal verification of these mod-
ules.

Our BISL for AspectJ is called Pipa, which is a simple and practical extension
to Java Modeling Language (JML) [16], a widely accepted BISL for Java. Pipa
uses the same basic approach as JML to specify AspectJ classes and interfaces,
and extends JML, with just a few new constructs, to specify AspectJ aspects.
Pipa also supports aspect specification inheritance and crosscutting. Pipa pro-
vides annotations to specify AspectJ programs with pre- and postconditions,
class invariants, and aspect invariants. These annotations enable both dynamic
analysis in support of activities such as debugging and testing and static analysis
in support of the formal verification of properties of AspectJ programs. Static
analysis activities could verify that the code of advice of an aspect correctly im-
plements its specification, the specification of advice in an aspect is compatible
with the specification of the method in a class that the advice advises, and the
correctness of the aspect weaving process.

The key to the verification process is to develop a transformation tool that
automatically transforms an AspectJ program, together with its Pipa specifica-
tion, into a corresponding Java program and JML specification. By doing so,
some JML-based checking and verification tools [I6J6/10] can be used directly to
check and verify AspectJ programs.

In this paper, we discuss the goals of Pipa and its overall specification ap-
proach. We also provide examples of how to use Pipa to specify Aspect] aspects,
and discuss how to transform an AspectJ program together with its Pipa spec-
ification into a corresponding Java program and JML specification, which is a
crucial step towards the utilization of existing JML-based tools to verify AspectJ
programs.

The rest of the paper is organized as follows. Section-+2] presents the design
rationale for Pipa. Section Bl briefly introduces the Java Modeling Language.
Section [4] uses some examples to show how AspectJ aspects are specified in Pipa.
Section Al discusses the issues about specification inheritance and crosscutting.
Section [l discusses how to transform an AspectJ program together with its Pipa
specification into a standard Java program and JML specification. Section [f]
discusses related work; we conclude in Sect. 8.
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2 Design Rationale

Our purpose is to understand how to formally specify and verify aspect-oriented
programs. Several questions focus our investigation. First, what is an aspect
invariant, and how would we specify it? How would one specify aspects that
contain around advice which may alter the return value of a method in the
base code? What is the contract checking semantics between an aspect and
the base code? How would one verify that the behavior of an aspect does not
violate the desired functionality of the base code? How would one verify that
aspects whose advice affects the behavior of base code still provide an acceptable
semantics according to the specification of the base code? How would one verify
the correctness of a woven program after weaving the aspect and base code?
Designing Pipa is therefore only a part of our proposed activities. We must
also develop techniques and tools to support the formal specification and verifica-
tion of AspectJ programs augmented with Pipa specifications. We have therefore
chosen to design Pipa as a compatible extension to JML to (1) facilitate its adop-
tion by current JML users, and (2) facilitate the adoption of existing JML-based
tools to check AspectJ programs. JML is an especially appropriate base for the
Pipa design for two reasons. First, AspectJ is a seamless extension to Java for
implementing crosscutting concerns, and JML is a BISL specially designed for
Java. By structuring Pipa as an extension to JML, we can focus our attention
on the new issues associated with the use of aspects. Second, (JML has efficient
tool support for both static and dynamic checking of Java programs) if we can
transform an AspectJ program together with its Pipa specification into a cor-
responding Java program and JML specification, we can use JML-based tools
directly to verify AspectJ programs. Based on these considerations, we keep the
following issues in mind to make Pipa as compatible with JML as possible.

e Each legal JML specification for Java should also be a legal Pipa specification
for Aspectd.

e Specifying AspectJ programs with Pipa should feel like a natural extension
of specifying Java programs with JML.

e It should be possible to extend existing JML-based tools (such as static
checking tools, run-time assertion checking tools, documentation tools, and
design tools) to support Pipa in a natural way.

e The Pipa specifications themselves should be strongly connected to the As-
pectd code, as JML specifications are connected to Java code.

Like JML, Pipa specifications are also expressed as Javadoc-style comments
in AspectJ interface definitions, enclosed between /** and */. Pipa therefore
permits the specification to be embedded in regular AspectJ files.

To focus on the key ideas of Pipa, in this paper we do not consider the
specification of AspectJ classes and interfaces. These classes and interfaces can
be specified in Pipa in a similar way as JML [16]. Moreover, we only consider join
points related to method and constructor calls, and introductions that introduce
members such as methods and constructors.
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3 The Java Modeling Language

The Java Modeling Language (JML) [16] is a formal BISL tailored to the Java
programming language [7]. JML allows assertions (pre- and postconditions and
class invariants) to be specified for Java classes and interfaces. JML adopted
the model-based approach of Larch [§] by supporting specification-only model
fields. These fields describe abstractly the value of objects and are used only
for specification purposes. The predicates in JML are written using regular Java
expressions extended with logical operators and universal and existential quan-
tifiers.

JML specifications are expressed as special comments in Java interface def-
initions, following //@ or enclosed between /*@ and */. JML also permits the
specification to be embedded in regular Java files. In addition, JML specifica-
tions can also be expressed as Javadoc-style comments, that is, enclosed between
/** and */.

JML supports specifying a class at both the method and the class level.
These two specifications together form the complete behavioral specification for
the class. For example, the following shows a simple method-level specification:

/*%Q public normal_behavior
@ requires x >= MIN_X && x <= MAX_X;
@ ensures true; */

public void moveX(int x) { ... }

The specification states that if a precondition (represented by a requires
clause) x >= MIN_X && x <= MAX_X holds at the call of a public method, the
method terminates normally, i.e., does not throw an exception, and the post-
condition (represented by an ensures clause) true is satisfied at the end of the
method call. There is a variation for the normal_behavior specification, i.e., a
behavior specification, which can be used to specify the conditions under which
a method may, may not, or must throw an exception.

JML also provides class-level specifications with additional clauses such as
invariant, constraint, and model. A model clause allows the declaration of so-
called model variables which are variables that exist only within a specification.
Such variables are often used to refer to the internal state of an object. An
invariant clause in JML declares those properties that are true in all publicly
visible, reachable states of an object, i.e., for each state that is outside of a
public method’s execution. An invariant is supposed to be established by the
class constructors and to be preserved by each (public) method. A constraint
clause is used to specify how values may change between earlier and later states,
such as a method’s pre-state and its post-state.

In addition, a specification in JML may be composed of several cases sepa-
rated by the keyword also; which states that when the precondition of one case
holds, the rest of that case’s specification must be satisfied. JML also supports
specification inheritance. A subtype inherits the specifications from its super-
type’s public and protected members (i.e., fields and methods), as well as its
invariants and history constraints as additional specification cases.
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4 Aspect Specifications

In Aspectd, an aspect is a modular unit for implementing crosscutting concerns.
Its definition is similar to a Java class, and can contain methods, fields, and
initializers. Pointcuts and advice support the implementation of crosscutting
aspects. Pipa can specify an aspect at both the module and the aspect level. Pipa
uses module-level specifications to specify the behavior of individual modules such
as advice, introduction, and methods in an aspect, and aspect-level specifications
to specify the global properties of the aspect as a whole. In this section, we show
how advice and introduction can be specified using Pipa; method specification in
Pipa is the same as in JML. Through this paper, we introduce the specification
approach of Pipa with the use of an example AspectJ program (taken from [I]
with slight modifications), which consists of two classes Point and Line (both
shown in Fig. 1) and several aspects.

4.1 Advice Specillcations

Advice defines pieces of code in an aspect that should be executed when a
pointcut is reached during the execution of a program. AspectJ provides three
kinds of advice, that is, before, after, and around advice [1]. The most significant
feature of advice is that it can dynamically change the behavior of a class it
advises, and therefore implements behavioral crosscutting.

In Pipa, the specification of a piece of advice is similar to that of a method in
JML: the advice is annotated with preconditions, postconditions, and frame con-
ditions; these are declared, respectively, with requires, ensures, and modifies

class Point { class Line {
int x, y; private Point pl, p2;
/**¥@ model instance int x_Mdl, y_Mdl; */ /**@ model instance Point pl_Mdl, p2_Mdl; */

/*%@ depends x_Mdl <- x; */ /%@ private depends pl_Mdl <- pi; */
/**@ represents x_Mdl <- x; */ /*%@ private represents pl_Mdl <- pl; */
/**@ depends y_Mdl <- y; */ /**@ private depends p2_Mdl <- p2; */
/**@ represents y_Mdl <- y; */ /**@ private represents p2_Mdl <- p2; */
/**%@ public behavior /*%@ public behavior

Q assignable x_Mdl; @ assignable pl_Mdl;

[¢] ensures x_Mdl == x; Q ensures pl_Mdl == pi;

Q signals (Exception z) false; */ @ signals (Exception z) false; */
public void setX(int x) { public void setP1(Point p1) {

this.x = x; this.pl = pil;
} }
/**%@ public behavior /#%@ public behavior

[ assignable y_Mdl; ] assignable p2_Mdl;

@ ensures y_Mdl == y; ] ensures p2_Mdl == p2;

Q signals (Exception z) false; */ Q signals (Exception z) false; */
public void setY(int y) { public void setP2(Point p2) {

this.y = y; this.p2 = p2;
} }

} Y

Fig. 1. Two classes Point and Line with their Pipa specifications
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aspect PointBoundsPreCondition { aspect PointBoundsPostCondition {
/**@ public behavior /**@ public behavior
Q requires x >= MIN_X && x <= MAX_X; Q requires p.getX() == x;
Q ensures true; Q ensures true;
@ signals (Exception z) false; [ signals (Exception z) false;
@ also @ also
@ public behavior @ public behavior
(] requires x < MIN_X || x > MAX_X; (] requires p.getX() != x;
Q ensures false; Q ensures false;
Q signals (Exception z) @ signals (Exception z)
@ z instanceof RuntimeException; */ @ z instanceof RuntimeException; */
before(int x): call(void Point.setX(int)) after(Point p, int x): call(void Point.setX(int))
&& args(x) { && target(p) && args(x) {
if ( x < MIN_X || x > MAX_X ) if ( p.getX() !=x)
throw new RuntimeException(); throw new RuntimeException();
¥ }
} }

(a) (b)

Fig. 2. (a) A piece of before advice with its Pipa specification. (b) A piece of after
advice with its Pipa specification

clauses. These preconditions, postconditions, and frame conditions together form
the specification of the advice, which can be used to verify the code of the advice.

In contrast to the pre- and postcondition of a method, which are associated
with method call and return, the pre- and postcondition of advice is defined
in terms of the principle of control flow transferring [5]. This is because each
piece of advice in Aspect] is automatically woven into the method(s) it advises
by a compiler (called ajc) during the aspect weaving process. Advice therefore
executes in response to certain program actions, instead of being directly invoked
like a method. From this viewpoint, the pre- and postcondition of a piece of
advice can be defined as follows:

e A precondition for a piece of advice is an assertion that states the properties
that must hold before the control flow is transferred into the advice.

e A postcondition for a piece of advice is an assertion that states the properties
that the advice must establish before the control flow returns to the advised
method.

Before Advice. Before advice executes when a join point is reached and before
the computation proceeds [I]. It may execute when computation reaches the
method call and before the actual method starts executing. In Pipa, the behavior
of before advice can be specified by a precondition, a postcondition, and a frame
condition.

As an example, consider the aspect PointBoundsPreCondition shown in
Fig. 2a, which declares a piece of before advice that modifies the behavior of
the class Point’s setX method. The advice can be applied to each join point
where a target object of type Point receives a method call with signature
void Point.setX(int). The args keyword denotes the argument of the method
call.
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The specification of this before advice is associated with the advice code,
which contains two specification cases combined by a keyword also. For the
first case, a requires clause supplies a normal precondition, which must be
satisfied before control transfers to the advice from the method setX, and an
ensures clause provides a normal postcondition, which must hold before control
transfers to the advised method setX. The specification states that if the advice
is entered with x >= MIN_X and x <= MAX_X, control must flow to the advised
method setX. The implicit frame condition for this case means that no relevant
locations may be assigned when this precondition holds. The second specification
case states that if the advice is entered with x < MIN_X or x > MAX_X, the control
must return to the caller of the method setX by throwing a RuntimeException.

After Advice. After advice executes after the computation under the join
point terminates [I]. It may execute after the method body has executed, and
just before control is returned to the caller of the method. AspectJ supports
three kinds of after advice, that is, after, after-returning, and after-throwing
advice. After-returning advice executes just after each join point, but only when
the advised method returns normally. After-throwing advice executes just after
each join point, but only when the advised method throws an exception of type
Exception. after advice executes just after each join point, regardless of whether
the advised method returns normally or throws an exception. Like before advice
specifications, after advice specifications have a precondition, a postcondition,
and a frame condition.

As an example, consider the aspect PointBoundsPostCondition shown in
Fig. 2b, which declares a piece of normal after advice that modifies the be-
havior of class Point’s setX method. The after advice can be applied to each
join point where a target object of type Point receives a method call signa-
ture void Point.setX(int). The target and args keywords denote the target
object and the argument of the method call.

The Pipa specification for the after advice has two specification cases. The
first case states that if the advice is entered with p.getX() == x, the control
must flow to the advised method. The second case states that if the advice is
entered with p.getX() !'= x, control must return to the caller of the method
setX by throwing a RuntimeException.

Around Advice. Around advice executes when a join point is reached, and has
explicit control over whether the computation under the join point is allowed to
execute at all [T]. around advice differs from before advice and after advice in
the sense that it may execute code both before and after the method, and by
(optionally) executing the proceed call, which causes the original method under
the join point to execute. To specify around advice, Pipa borrows some ideas
from [5]. Pipa uses the proceeds predicate clause, taken from [5], to state that
when control flow proceeds to the original method body (or to any additional
advice if present), the around advice must make predicate hold. Pipa also uses
a keyword then, also taken from [5], to divide the specification of the around
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aspect PointBoundsEnforcement { @ public behavior
/**@ public behavior Q requires x > MAX_X;
Q@ requires x >= MIN_X && x <= MAX_X; Q proceeds false;
@ proceeds true; @ signals (Exception z) false;
Q signals (Exception z) false; @ then
@ then @ assignable p.x_Mdl;
(] ensures true; (] ensures p.x_Mdl == MAX_X;
@ signals (Exception z) false; @ signals (Exception z) false */
@ also void around(Point p, int x):
@ public behavior call(void Point.setX(int))
@ requires x < MIN_X; && target(p) && args(x) {
@ proceeds false if (x >= MIN_X && x <= MAX_X ) {
@ signals (Exception z) false; proceed(p, x);
@ then } else if (x < MIN_X) {
Q@ assignable p.x_Mdl; p.setX(MIN_X);
@ ensures p.x_Mdl == MIN_X; } else {
Q signals (Exception z) false p.setX(MAX_X);
@ also }
}

Fig. 3. A piece of around advice with its Pipa specification

advice into two parts: the before part, which is the portion of the specification
corresponding to the around advice before proceeding to the original method,
and the after part, which is the portion corresponding to the around advice after
returning from the original method but before returning to the original caller.
With these specification constructs, Pipa can specify around advice conveniently.

As an example, consider the aspect PointBoundsEnforcement shown in
Fig. 3, which declares a piece of around advice to modify the behavior of class
Point’s setX method. The around advice can be applied to each join point
where a target object of type Point receives a call to its method with signature
void Point.setX(int). The target and args keywords are used to assign the
name to the target object and the argument of the method call. The code of
around advice states that if x is greater than MIN_X and less than MAX_X, then
the statement proceed(p, x); causes control flow to transfer to the original
setX method body with the same arguments as the original invocation. Other-
wise, in the else clauses the advice calls the setX method on Point directly.

The specification of the around advice, which is associated with the ad-
vice code, has three specification cases combined using the keyword also. The
first case applies when x >= MIN_X and x <= MAX_X. The proceeds true clause
states that control flow can always proceed to the original method (setX) body.
The part following the then keyword states that after control flow transfers to
the original method (setX) body, it then returns to the original client.

The second case, following the first also keyword, concerns the case where
x < MIN_X. The proceeds false clause states that the control never proceeds
to the original method (setX) body. The part following the then keyword also
has a requires clause as a postcondition of the case. The assignable and
ensures clauses state that control may return to the original client with possible
mutation to p’s x_Md1l model field and with the given postcondition predicate
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satisfied. The third case, following the second also keyword, which concerns the
case where x > MAX_X, can be explained similarly.

4.2 Introduction Specill cations

While a piece of advice can change the behavior of the classes it crosscuts, it can
not change the static type structure of the classes. AspectJ provides a form called
introduction that can operate over the static structure of type hierarchies [1]. An
aspect can use introduction to add new fields, constructors, or methods into given
classes or interfaces.

Pipa’s introduction specification mechanism is similar to its method specifica-
tion mechanism. Each piece of introduction may be annotated with preconditions
(declared by requires), postconditions (declared by ensures), and frame con-
ditions (declared by modifies). These preconditions, postconditions and frame
conditions together form the specification of the introduction, which can be used
to verify the code of the introduction.

As an example, consider the aspect Introduction shown in Fig. 4, which
uses the new keyword to introduce a constructor into the Point and Line classes.
These two constructors have two int parameters and the same body. The Pipa
specification for the introduction is tailored to the code and states that if the
introduction is called with x >= 0, the call must return to the caller normally.

4.3 Aspect Invariants

The previously discussed pre- and postconditions specify properties of individual
modules such as advice, introduction, and aspect methods. There is also a need,
however, to express global semantic or integrity properties for the aspect as
a whole. Aspect invariants express these kinds of properties. Such invariants
may involve only attributes, attributes and modules, or different modules in an
aspect. Informally, an invariant of an aspect is a set of assertions (i.e., invariant
clauses) that each instance of the aspect will satisfy at all times when the state
is observable. Pipa uses an invariant clause, borrowed from JML, to specify
aspect invariants.

As an example, consider the Buffering aspect shown in Fig. 5, which imple-
ments a buffering function. The first aspect invariant states that the value of the

aspect Introduction {
/*%@ public behavior
Q assignable x_Mdl;
@ requires x >= 0;

Q ensures x_Mdl == x;
@ signal (Exception z) false; */
public int (Point || Line).new(int x) {

this.x = x;
}
}

Fig. 4. A piece of introduction with its Pipa specification



Pipa: A Behavioral Interface Specification Language for AspectJ 159

public aspect Buffering pertarget(target(FileQutputStream)) {
/**@ public invariant counter >= 0;
@ public invariant buff =! null && buff.length == BUFF_SIZE; */
private static final int BUFF_SIZE = 256;
int counter 0;
byte[] buff new byte[BUFF_SIZE];

pointcut writeByte(byte[]l bytes):
void around(byte[] bytes): throws IOException: writeBytes(bytes) { }

Fig.5. An aspect Buffering with aspect invariants

aspect’s field counter must be greater than or equal to zero. The second states
that the aspect’s field buff is not null and the array it refers to has exactly
BUFF_SIZE (256) elements.

5 Aspect Specification Inheritance and Crosscutting

We next discuss aspect specification inheritance and crosscutting in Pipa.

5.1 Specillcation Inheritance

The inheritance rules in AspectJ are (1) an aspect can only extend an abstract
aspect; it can not extend a concrete aspect, (2) an aspect can extend a class,
and (3) an aspect can implement any number of interfaces. According to these
inheritance rules, we design some specification inheritance rules for Pipa as fol-
lows.

e A subaspect inherits the specifications of its superaspect’s public and pro-
tected members (fields, methods, advice, introductions, and pointcuts), as
well as the public and protected aspect invariants.

e A subaspect inherits the specifications of its superclass’s public and protected
members (fields and methods), as well as the public and protected class
invariants.

e A subaspect inherits the specifications of its superinterface’s public and pro-
tected members (fields and methods), as well as the public and protected
interface invariants.

These aspect inheritances can be thought of as textually copying the pub-
lic and protected specifications of the advice, introduction, or methods of an
aspect’s superaspects and superclasses and all interfaces that an aspect imple-
ments into the aspect’s specification and combining the specifications using also
keyword. By the semantics of advice, introduction, or method combining using
also, in addition to any explicitly specified behaviors, these behaviors must all
be satisfied by the advice, introduction, or method.
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5.2 Specillcation Crosscutting

AspectJ supports both structural crosscutting (by means of introduction) and
behavioral crosscutting (by means of advice) to modify the type structure and
the behavior of classes an aspect crosscuts. Pipa should also be able to specify
these structural and behavioral crosscutting issues at specification level. To make
these possible, in the following we design some specification crosscutting rules
for Pipa.

e The specification of an aspect’s advice crosscuts the specifications of those
classes” methods that the advice crosscuts (behavioral crosscutting).

e The specification of an aspect’s introduction crosscuts the specifications of
those classes that the introduction crosscuts (structural crosscutting).

These crosscutting rules ensure that an aspect specifies the structural and
behavioral crosscutting of the one or more classes it crosscuts. This crosscutting
can be thought of as syntactically (1) weaving the specification of a piece of
advice in an aspect into the specification of each advised method in a class or
different classes, and (2) weaving the specification of a piece of introduction
in an aspect into the specification of one or more classes augmented by the
introduction.

As an example of behavioral crosscutting, consider the aspect
DisplayUpdating shown in Fig. 6, which modifies the behavior of meth-
ods in classes Point and Line shown in Fig. 1. DisplayUpdating declares a
piece of after advice that can be applied to each join point where a target
object of type Point receives a call to the method with signature either
void Point.setX(int) or void Point.setY(int). Also this after advice can
be applied to each join point where a target object of type Line receives a call
to the method with either signature void Line.setP1(Point) or signature
void Line.setP2(Point). In this case, the after advice in DisplayUpdating
can affect the behavior of these methods in Point and Line. The specification
of the after advice therefore should crosscut the classes Point and Line. This
crosscutting can be thought of as syntactically weaving the specification of the
after advice in DisplayUpdating into the specification of each advised method
setX, setY, setP1, or setP2.

As an example of structural crosscutting, consider the aspect Introduction
shown in Fig. 4, which publicly introduces two methods, one in class Point

aspect DisplayUpdating {
pointcut move():
call(void Line.setP1(Point)) || call(void Line.setP2(Point)) ||
call(void Point.setX(int)) |l call(void Point.setY(int))

after(): move() {
Display.update() ;

Fig. 6. A piece of after advice that crosscuts two classes Point and Line
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and another in class Line. According to the specification crosscutting, the Pipa
specification for the introduction should be woven into the specification of both
class Point and class Line.

6 Transforming Pipa Specifications Back to JML

One important reason to design Pipa based on JML is that we hope to make
use of existing JML-based tools. To make this possible, we propose to develop
a tool to automatically transform an AspectJ program together with its Pipa
specification into a standard Java program and JML specification. To this end,
we propose to modify the AspectJ compiler (ajc) to retain the comments as-
sociated with advice and aspect introduction during the weaving process. ajc
supports Javadoc style and can retain comments of classes and interfaces dur-
ing the weaving process. But this process does not retain comments of advice
and introduction. By modifying the ajc, we can make it retain the comments of
advice and introduction as well, with the resulting woven program a standard
Java program with JML specifications. Therefore, after the transformation, all
JML-based tools can be applied to Aspectd programs. However, when perform-
ing such transformations, we must find a way to handle certain problems such
as those listed below.

The first problem is how to handle aspect invariants. A Pipa specification of a
piece of advice or introduction can be directly transformed to a JML specification
using a modified AspectJ weaver. However, the role of an aspect invariant in the
weaving process is less clear, since aspect invariants may crosscut many different
classes and should hold for all join points relevant to the advice. One conservative
solution to this problem is to weave the aspect invariant into the class invariant
of every class that the aspect crosscuts.

The second problem is how to handle the problem of specification weaving
when weaving the aspects into classes. Several cases that are related to specifica-
tion weaving must be considered because different advice may lead to different
weaving rules. For example, a piece of after-returning advice, which is only valid
for the case when the advised method returns normally, should not be woven
into the specification of the advised method when the method returns by throw-
ing an exception. Moreover, around advice that contains a proceed() construct
also requires similar handling. However, for before advice or normal after advice,
one can simply weave the specification into each method it advises with no ad-
ditional adjustment. A transformation tool must correctly handle these different
cases during the weaving process.

7 Related Work

Clifton and Leavens’ [5] work on modular aspect-oriented reasoning also requires
the specification of aspect advice. We see our work as differing from theirs in
several ways. First, Pipa has a different goal. While the purpose of the Clifton
and Leavens’ work is to support modular aspect-oriented reasoning by extending
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AspectJ with new language constructs, Pipa is intended to allow the full specifi-
cation of AspectJ programs. Second, Pipa can specify the global properties of an
aspect using aspect invariants that are different from pre- and postconditions for
individual modules in the aspect. Third, Pipa supports aspect specification in-
heritance, and more importantly, Pipa supports aspect specification crosscutting,
either structurally or behaviorally. Clifton and Leavens [5] focus on specifying
advice in an aspect, not on issues about how to specify introduction, aspect
invariant, aspect specification inheritance and crosscutting.

There has been significant work in the field of generic specification languages
in general and BISLs in particular. Widely used generic specification languages
include Z [21], VDM [I1], and Larch [8]. Several BISLs that are based on Larch
have been designed, each tailored to a specific programming language. Examples
include LCL (for C) [8], LM3 (for Modula-3) [§], and Larch/C++ [4].

In addition to the Larch family, Meyer’s work on the programming language
Eiffel has advanced the cause of applying formal methods to object-oriented
programs [18]. In Eiffel, unlike a Larch-style interface specification language, one
can use Boolean expressions to specify pre- and postconditions for operations on
abstract data types written in Eiffel, that is, program expressions can be used
in pre- and postconditions. In addition, in Eiffel one can use class invariants to
specify the global properties of instances of the class. On the other hand, several
projects have been carried out to support the principle of Design By Contract
(DBC), originally introduced by Meyer in Eiffel [18]. Examples include iContract
[15] and Jass [3].

Recently, the emergence of Java as a popular object-oriented programming
language has led to several BISLs designed for Java. Examples include JML
[16], ESC/Java [6], and AAL [12]. JML allows assertions to be specified for
Java classes and interfaces, and provide very expressive power to specify Java
modules (classes and interfaces). ESC/Java is a static checking tool for Java. It
can statically check for various errors in a Java program without executing the
program. The annotation language in ESC/Java is a subset of JML that can
be used to annotate Java code in various ways. AAL is an annotation language
designed for annotating and checking Java programs. Like JML, AAL supports
run-time assertion checking. AAL also supports full static checking for Java
programs similar to ESC/Java. AAL translates annotated Java programs into
Alloy [0], a simple first-order logic with relational operators, and uses Alloy’s
SAT solver-based automatic analysis technique to check Java programs. LOOP
[10] is a project dedicated to verify JavaCard programs. LOOP adopts JML as
its BISL for annotating Java modules and transforms annotated Java programs
into a theorem-prover, PVS [20], to formally verify JavaCard programs.

Although the languages mentioned above can be used to specify programs
written in various programming languages, they are not designed to specify
programs written in AOP languages such as AspectJ. In summary, Pipa is the
first BISL tailored to AspectJ that can be used to specify AspectJ programs. Pipa
is also unique in its use of aspect invariants to specify the whole properties of an
aspect, and in its supporting of aspect specification inheritance and crosscutting.
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8 Concluding Remarks

In this paper we presented Pipa, a BISL tailored to AspectJ and discussed the
goals of Pipa and the overall specification approach. Pipa is a simple and prac-
tical extension to JML. Pipa uses extends JML, with just a few new constructs,
to specify AspectJ aspects. Pipa also supports aspect specification inheritance
and crosscutting. We present several examples of Pipa specifications, and discuss
how an AspectJ program together with its Pipa specification can be transformed
into a corresponding Java program and JML specification, which is a crucial step
towards the utilization of existing JML-based tools to verify AspectJ programs.

As future work, we would like to augment Pipa to support more kinds of
join points, for example joint points at field accesses and dynamic join points
such as cflow and cflowbelow. We also would like to refine our specification
framework for AspectJ and to implement a tool to automatically transform an
AspectJ program with Pipa specification into a corresponding Java program and
JML specification.
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Appendix: AspectdJ

Aspect]J [I4] is a seamless aspect-oriented extension to Java by adding some
new concepts and associated constructs to Java. These concepts and associated
constructs are called join point, pointcut, advice, introduction, and aspect. We
briefly introduce them in the following.

Aspect is modular unit of crosscutting implementation in AspectJ. Each as-
pect encapsulates functionality that crosscuts other classes in a program. An
aspect is defined by aspect declaration, which has a similar form of class decla-
ration in Java. Similar to a class, an aspect can be instantiated and can contain
state and methods, and also may be specialized in its sub-aspects. An aspect
is then combined with the classes it crosscuts according to specifications given
within the aspect. An aspect can introduce methods, attributes, and interface
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implementation declarations into types by using the introduction construct. In-
troduced members may be made visible to all classes and aspects (public intro-
duction) or only within the aspect (private introduction), allowing one to avoid
name conflicts by using pre-existing members. In addition to introduction, the
essential mechanism provided for composing an aspect with other classes is called
a join point. A join point is a well-defined point in the execution of a program,
such as a call to a method, an access to an attribute, an object initialization,
exception handler, etc. Sets of join points may be represented by pointcuts, im-
plying that such sets may crosscut the system. Pointcuts can be composed and
new pointcut designators can be defined according to these combinations. An as-
pect can specify advice that is used to define some code that should be executed
when a pointcut is reached. Advice is a method-like mechanism which consists
of code that is executed before, after, or around a pointcut. around advice exe-
cutes in place of the indicated pointcut, allowing a method to be replaced. As
a class, an aspect can also be declared as abstract, that means it can not be
instantiated. By default, a concrete aspect has only one instance exists for the
program execution. Also named pointcuts can be declared abstract within an
abstract aspect, allowing them to be given concrete definitions within concrete
sub-aspects, much as abstract methods are used.

An AspectJ program can be divided into two parts: base code part which
includes classes, interfaces, and other language constructs, and aspect code part
which includes aspects for modeling crosscutting concerns in the program. More-
over, any implementation of AspectJ is to ensure that the base and aspect code
run together in a properly coordinated fashion. Such a process is called aspect
weaving and involves making sure that applicable advice runs at the appropriate
join points. For detailed information about AspectJ, one can refer to [1].
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Abstract. This paper presents the visual component composition environment
called PacoSuite and the tools needed for the JAsCo aspect-oriented program-
ming language. PacoSuite allows plug-and-play component composition without
in-depth technical knowledge of the components. PacoSuite uses three con-
structs: components, composition patterns and composition adapters. A compo-
sition pattern is an abstract and reusable description of a collaboration between
components. A composition adapter on the other hand, describes transforma-
tions of a composition of components and is used to modularize crosscutting
concerns. A composition adapter is able to have an implementation in the JAsCo
language in order to invasively alter components. Compatibility of a given
collaboration is checked using finite automaton theory and the glue-code to
make the composition work is generated automatically.

1 Introduction

Current practice visual component composition environments are still far from
reaching the plug and play ideal promised by component based development [4].
Expert technical knowledge of components is required in order to be able to compose
them. There’s no support whatsoever to verify whether a given composition of
components is able to work together. Glue-code still has to be written manually to
achieve a more involved collaboration than a mere event-method connection.
Moreover, most tools don’t even support reusing such a simple collaboration. To solve
these problems, we propose a novel visual component composition environment,
called PacoSuite. PacoSuite lifts current practice component composition to a higher
abstraction level. Composition patterns are introduced as reusable and abstract
collaborations. Composition patterns as well as components are documented by a
special kind of MSC [2]. PacoSuite automatically validates a given composition using
finite automaton theory. In addition, glue-code which enables the collaboration is
generated. Recently, composition adapters have been introduced to separate cross-
cutting concerns [3] that do not fit into our current constructs. Composition adapters
describe transformations of a composition pattern independent of a specific API. In
addition, a composition adapter is able to have an implementation in the JAsCo
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aspect-oriented implementation language. This enables a composition adapter to
influence the interior behavior of components. We refer to [5,6,7] for more
information on the fundamentals of this approach.

The next section describes the PacoSuite tool in more detail. Section 3 shortly
sketches the tools required by the JAsCo aspect-oriented programming language.

2 PacoSuite

PacoSuite consists of two tools: a visual documentation editor called PacoDoc and the
actual component composition environment called PacoWire. Both tools are written in
the Java language. PacoDoc allows the user to construct usage scenarios, composition
patterns and composition adapters in a user-friendly manner. Afterwards, the drawn
diagrams are exported to an XML file. PacoDoc is also integrated in PacoWire, such
that a component composer is able to view the documentation of a component at any
time. Fig. 1 shows a screenshot of PacoDoc.

& Pattemn editor
File Edit Insert Window

v s [@s (8 s[e] 7= s[5l 3]

[ mmon | [sunws.demo.juggler.Juggler]

AT SIART
T ——

STOP. .
stop

Fig. 1. The documentation of the Juggler component shown in PacoDoc

PacoWire is our actual component composition tool and contains a set of components,
composition patterns and composition adapters nicely sorted into different categories.
Creating an application is as simple as visually dragging components onto a compo-
sition pattern. The drag is refused when a component is detected to be incompatible
with the selected composition pattern. Fig. 2 illustrates a screenshot of PacoWire
where the component composer is about to drag the juggler component onto the
subject role of the ToggleControl composition pattern. The ToggleControl compo-
sition pattern specifies a toggling behavior (consecutive starts and stops). The subject
role receives the commands and the control role is responsible for sending the toggle
commands. As the Juggler component is able to receive consecutive start and stop
commands (see Fig. 1), it can fulfill the subject role of the ToggleControl composition
pattern. However, when the component composer would drag the Juggler component
onto the control role, the drag would be refused because the Juggler component can
only receive messages. The JButton component from the Java Swing library for
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instance, is compatible with the control role. After the JButton is dragged onto the
control role, glue-code that implements this collaboration can be generated. The
resulting application allows the juggler to be toggled from a single button. Notice that
it is impossible to visually wire even this simple collaboration in current component
composition environments because state information is required.

Bed &

| Fxam | Games | Goi | Winc | Nelwork | Soescon | Tmng |

Fig. 2. Screenshot of PacoWire. The Fig. 3. Applying the invasiveTimer
component composer is about to drag the composition adapter onto the
Juggler component onto the subject role ToggleControl composition pattern

of the ToggleControl composition pattern

Applying a composition adapter is also achieved by a simple drag and drop. The tool
takes care of inserting the transformations the composition adapter describes. When the
composition adapter is implemented using JAsCo, the JAsCo tools are executed trans-
parently for the user. In fact, a component composer doesn’t even have to know whether
a composition adapter has a JAsCo implementation or not. Fig. 3 illustrates a screenshot
of PacoWire, where a component composer is about to map the SignalFilter composition
adapter onto the ToggleControl composition pattern. The SignalFilter composition
adapter describes a logging aspect. The communication between the source and
destination roles is trapped and re-routed through the filter role. In this way, the filter role
is able to log the events the component composer is interested in. To apply the
SignalFilter composition adapter onto the ToggleControl composition pattern, the com-
ponent composer can simply drag one onto the other. The source and destination roles of
the SignalFilter composition adapter are then automatically mapped onto roles of the
composition pattern using an algorithm based on dynamic programming ideas [1]. The
tool issues a warning when the application of this composition adapter onto the selected
composition pattern is not valid. Afterwards, the JButton and Juggler components are
mapped onto the roles of the ToggleControl composition pattern as before. A logging
component that writes received events onto disk can for instance be mapped onto the
filter role. When the glue-code is generated, the juggling application works just as it did
before. However, every signal from the button is first rerouted through the logging com-
ponent before it is sent to the Juggler component.
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3 JAsCo

The JAsCo-language has been implemented to allow composition adapters to affect
the internal behavior of components. The JAsCo-framework provides 4 tools which
are required to deploy aspects on components.

The key tool of the JAsCo-package is the BeanTransformer. To enable interaction
between aspects and components, we propose a new component model where each
public method of a component is provided with a trap. These traps reroute control-
flow at run-time, which enables the execution of aspect behavior. The
BeanTransformer-tool is responsible for transforming a regular Java Bean into a
JAsCo bean component. This tool employs state-of-the-art Java byte code adaptation
techniques for inserting fraps at the appropriate places.

The JAsCo-language itself stays as close as possible to the regular Java syntax and
introduces two concepts: aspect beans and connectors. Aspect beans are used for
describing crosscutting behavior. Deploying an aspect bean within an application is
done by making use of connectors. The definition of both aspect beans and connectors
is preprocessed to a Java source code file. Afterwards, this definition is compiled to
its Java class-representation by making use of the standard Java Compiler. Both the
CompileAspect- and CompileConnector-tool are responsible for managing this
compilation-process.

The fourth tool contained within the JAsCo-package is the Introspector-tool,
which is a GUI environment that allows introspecting what connectors are loaded.
Connectors can be added and removed at run-time, which enables to dynamically
change the properties of the system. The tool displays the various hooks that are
instantiated by the connectors and the targets on which these hooks are applied.
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Abstract. The OMG’s Model-Driven Architecture focusses on the evo-
lution and integration of applications across heterogeneous middleware
platforms. Presently available instances of this idea are mostly limited
to static models.

We propose a model-driven approach to the development of web-enabled
applications, seen as reactive information systems on an HTTP-based
communication platform, which covers both static and dynamic aspects.
To support the separate change of both platform and functionality we
separate at model and implementation level the platform-independent
application logic from classes specific to technologies like HTML or
SOAP.

We discuss a notion of consistency between models at different abstrac-
tion levels based on a concept of graphical reaction rules, i.e., graph
transformation rules which integrate data state transformation and re-
active behavior.

1 Introduction

Most business applications developed today depend on a specific middleware
platform providing services for communication, persistence, security, etc. while
supporting interoperability across different kinds of hardware and operating sys-
tems. If such systems have to interact over the web, for example to provide in-
tegrated services, we face the problem of the interoperability of these platforms.
Solutions at different levels have been proposed to overcome this problem.

At implementation level, the approach of web services provides a collection
of languages and protocols to support interoperability at the level of text-based
HTTP by interchanging XML-documents representing, e.g., remote procedure
calls. At the level of design, the OMG has proposed the Model-Driven Archi-
tecture (MDA) [T6T7] to achieve interoperability through models. Starting from
standard UML models [12] specifying the intended functionality, the MDA ap-
proach is largely concerned with the vertical structure of the mappings required
to implement this functionality on any given platform. The idea is to distinguish
between platform-independent models (PIMs) that are refined into platform-
specific models (PSMs) which carry all relevant annotations for the generation
of platform-specific code.
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The idea seems realistic (and has in part been implemented) for mappings
to data type or interface definition languages like SQL DDL, XML Schemata,
or CORBA IDL, and for static aspects of Java and EJB, thanks to the relative
simplicity and stability of these more mature languages. Siegel [15], for exam-
ple, describes the use MDA for applications based on web services, focussing on
the integration of service interfaces in applications developed with the MDA ap-
proach. However, the integration does not take into account dynamic information
about how the services should be used.

For behavioral models like statecharts and collaboration diagrams, transfor-
mations to code are more sophisticated, but largely platform-independent [3/J5].
If we want to use such diagrams to model the business logic of our application,
an integration with the platform-specific models and their mappings is required.

According to the OMG’s proposal this integration should be done by aug-
menting, throughout the platform-independent models, model elements with an-
notations in terms of stereotypes and tagged values. Then, in the likely case of
a change in the platform-independent model (induced, for example, by an evo-
lution of the functional requirements), the platform-specific annotations have
to be re-iterated for all relevant target platforms. This shows an imbalance of
the MDA proposal which focuses entirely on evolution and integration across
platforms, disregarding the evolution of the functional aspect.

In this paper, we discuss a model-driven approach to the development of web-
enabled applications which avoids the above obstacles by separating platform-
independent and platform-specific models. This separation of concerns is pre-
served at the implementation level as well as in the mapping.

The approach aims at both interactive (HTML-based) web applications
and web services which share the basic request-query/update-response pattern,
where an HTTP-request is answered (or causes further requests to other servers)
in combination with a query or update of the internal data state of the server
or its associated data base. Rather than with other kinds of reactive systems,
like in the embedded domain where data is often abstracted from at the level of
models, web-based business applications are primarily information systems, and
data state transformations are a crucial aspect of their behavior.

Our approach to integrate data state transformations and reactivity at the
level of models is based on a special format of graph transformation rules that
we call graphical reaction rules. Such a reaction rule is a transformation rule on
the internal object structure of the server which is triggered by a request, i.e., a
special kind of vertex modeling an incoming message that is consumed when the
rule is applied. This rule-based way of formalizing reactive behavior goes back
to actor grammars [10], a model of actor systems by graph transformation, and
has since then been adopted by several authors.

Based on this concept we outline a model-based development approach start-
ing from requirements expressed in terms of use cases and sequence diagrams
in Sect. 2] via architectural and detailed platform-independent design in Sect. Bl
to platform-specific design and implementation in Sect. @ Then, in Sect. B we
provide a discussion of the vertical consistency problems arising between these



172 R. Heckel and M. Lohmann

different levels and argue for the necessity of a model-driven testing approach in
Sect.

2 Requirements Specification

Following the Unified Process [9], the functional requirements of web-enabled
applications are captured by use cases where interesting scenarios are detailed
by means of sequence diagrams.

As a running example throughout the paper we use the model of an online
shop. As shown by the use case diagram in Fig. [[] a client of the online shop
can query products, order a product, or pay for an order. If the client wants to
pay, for example by credit card, his credit card data has to be verified before he
gets an acknowledgement. Therefore, the online shop uses the service of a credit
card company to verify credit card data.

Sequence diagrams are used to model scenarios like this in a more formal
way as sequences of messages exchanged, in this case, between the client, the
online shop, and the credit card company. Variants can be expressed by differ-
ent sequence diagrams associated with the same use case. Figure [2] shows two
sequence diagrams detailing the use case pay order. The initial segments of both
scenarios are identical: The client who triggers the use case is asked by the online
shop to enter his preferred method of payment, e.g., by automatic debit from
the client’s bank account or by credit card. In our sample scenarios the client
chooses to pay by credit card, which requires the transmission of the credit card
data, e.g., the name of the credit card company, the credit card number, etc. The
online shop sends the data to a credit card company for validation. The client
gets a positive or negative feedback, depending on whether the credit card check
has been successful or not. That means, we have one success and one failure
scenario.

Online-Shop

query products
order product

pay order

Client CC-Company

Fig. 1. Use case diagram of the shop example
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i j Online-Shop. CC-Company. i i Online-Shop. CC-Company
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selectPaymentMethod(byCCard) i selectPaymentMethod(byCCard) i
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Fig. 2. Two scenarios describing the use case pay order

3 Platform-Independent Design

The requirements specification presented in Sect.[2 focuses on specific scenarios
of the externally visible behavior of the application. In this section, we will com-
plement this view, first moving from specific examples to general specifications
and then from external requirements to the internal realization. The first step,
called architectural design, describes the involved components and their possible
interactions. This model is refined in the detailed design adding internal data
state transformations.

3.1 Architectural Design

The structural view of the architectural design describes the components and
interfaces of the online shop. We provide an interface for every use case, which
is later implemented by a control class to execute the use case. Figure B] shows
the three components of our online shop. The online shop itself is a component
with three interfaces for the three use cases in the diagram of Fig. [l For each
interface we can list the operations of the online shop that can be called by a
client through that interface. In Fig. [ we have only detailed the interfaces for
the use case pay order and for the card validation use case of the credit card
company.

The data objects exchanged as parameters of operation calls between client
and online shop as well as between online shop and credit card company are
specified in a class diagram. We are qualifying the corresponding classes with
stereotypes, one of the extensibility mechanisms of UML. The general notation
for the use of stereotype is to enclose it in guillemots (<>>). We are using the
stereotype boundary defined within the Unified Process [9] which is intended to
designate GUI classes or forms that model the interaction between the system
and its actors.
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Fig. 3. Components of the online shop example
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Fig. 4. Boundary classes describing the exchanged data

ayQOrder()
P paymentSelection feedbackData —b@

[validationResult=0k]

selectPaymentMethod

(byCCard)
enterCreditCardData

l creditCardData || (CCData) [validationResuit=notOk]

Fig. 5. Protocol statechart for the component online shop

Whereas sequence diagrams are used to describe single scenarios from a global
point of view, protocol statecharts are used to specify the sequences of requests
individual components are willing to accept. Figure [l shows the statechart for
the interface payOrder corresponding to the use case pay order. The states are
named according to the boundary classes whose instances are transferred to the
client in response to the previous request.

3.2 Detailed Design

After having described components from an outside perspective, in this section
their data structures and computations are modelled.

Class diagrams are used to represent static aspects. Figure [Blshows the result
of detailing the use case pay order. Beside the stereotype boundary introduced
above, control and entity stereotypes are used (cf. again [9]): Each of these
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«controly «boundary»
PayOrder SelectPaymentData
-paymentMethod
+PayOrder() : SelectPaymentData
+selectPaymentMethod(in p1 : SelectPaymentData) : BoundaryData
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. \; CreditCardData
0.1 0.. company
0.1 0.1 -number
«entity» «entity»
Order CreditCard «boundary»
-number 0.* 0.1 -company FeedbackData
-prize -number -proofResult

«entity» 1
0. Client 0.*

-name

1

Fig. 6. Platform-independent class diagram for online shop

stereotypes expresses a different role of a class in the implementation. Instances
of control classes coordinate other objects, encapsulating the control related to
a specific use case. Boundary classes are used to model interactions between the
system and its actors. Entity classes model long-lived or persistent information.

In addition to the static and dynamic diagrams of our models we now intro-
duce a functional view integrating the other two by describing the effect of an
operation on the data. This requires to move the focus both from sequences to
single operations and from the externally visible behavior to its internal real-
ization. To simplify this transition, we first take an operation-wise view on the
externally visible behavior. To this aim we introduce for each operation abstract
reaction rules, which are derived from the sequence diagrams. For example, Fig. [7]
shows the abstract reaction rules for the success scenario of Fig.[2l The left-hand
side of the rule contains the method call on the component as part of the pre-
condition of the operation. The right-hand side shows the visible effects, i.e., a
message sent to another component.

Next, the internal data state transformation associated with this operation
is described. Figure Bl shows the refinement of the lower right abstract reaction
rule of Fig. [l The left-hand side of the diagram represents the precondition
of the rule, i.e., that the validation of the credit card has been successful. The
right-hand side shows the desired effect of the execution: A new boundary object
with an acknowledgement is created.

One benefit of this form of specification integrating static and dynamic mod-
els is that it provides a detailed and precise enough specification to allow auto-
matic code generation (cf. [3]) which is an essential for the goal of model-driven
development.

To stick with standard UML notation, reaction rules can be expressed as
collaboration diagrams where pre- and post-conditions are jointly represented in
one diagram. In order to distinguish objects that are created or deleted, the stan-
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Fig. 7. Abstract reaction rules
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Fig. 8. Refinement of lower right abstract reaction rule of Fig.[7]

dard constraints new and destroyed are used. As an example, Fig. [d shows the
corresponding representation of the reaction rule of Fig. [l This correspondence
between collaboration diagrams and graph transformation rules can be extended
to more sophisticated cases where complex scenarios are modelled within one di-
agram [6]. In this case, rather than a single rule, a graph process is required, i.e.,
a partially ordered set of interrelated rules each modeling a single step of the
interaction.
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Fig. 9. Reaction rule of Fig. [§] expressed with collaboration diagram

4 Integrating Platform-Independent and
Platform-Specific Models

In the next two subsections we show how to map the platform-independent mod-
els developed in the previous section on platforms like HTML or SOAP which
realize the request-query/update-response pattern. Model information required
for this mapping is captured in the platform-specific design. The aim is to de-
ploy code generated from platform-independent models on a specific middleware
while keeping platform-independent and platform-specific models separated.

4.1 Platform-Specillc Design

In many web-enabled applications a middleware serves as a link between clients
and back-end services. This middleware is normally responsible for the imple-
mentation of the chosen base technology. For example you can use a web server
which implements the Java Servlet technology [18] to implement an HTML ap-
plication or you can use a SOAP server to implement a SOAP-based [19] appli-
cation. In both cases a client doesn’t send a request directly to the application.
Instead a client addresses the middleware and this middleware requests the ap-
plication with pre-defined interfaces.

Figure [0 shows an abstract overview how a web application realized with
the Java Servlet technology works. A user normally fills in an HTML form on
the client and by clicking the Submit button the form data is send to the server
(1). The server locates the requested application, more exactly he locates an
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Fig. 10. Using a servlet (abstract overview)
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Fig. 11. Annotated boundary classes for interactive HTML application and for a SOAP
Service

application which implements the servlet interface. The application is called via
the servlet interface by a normal method call (2). The application processes the
data and calculates a response (3). The middleware (servlet engine) transfers this
response back to the client (4). That means to implement a Servlet, a servlet
API is used, especially the Servlet interface. The Servlet interface declares, but
does not implement, methods that manage the servlet and its communications
with clients. These interfaces have to be provided when developing a servlet [1§].
Other Internet-based communication platforms, like the SOAP implementation
Apache Axis [13], work in a similar way.

To use different kinds of middleware, we have to annotate the boundary
classes with information needed by the middleware. Figure [[T] shows how this
annotation could look like. For using the Java servlet technology we annotated
the boundary classes with an additional class HTTPBinding. This class contains
an attribute for the address where the application is to be found. Further, we have
to annotate the attributes of the boundary classes to show, which information
is displayed to the client and which information can be edited by the client.
Therefore, we use property strings, marked with curly brackets. Property strings
indicate property values that apply to an attribute and an attribute can contain
more than one property value. Edit means that the client can edit the data freely,
select that the client can choose one value from many and display that data is
only transferred to the client. To access the credit card institute via SOAP the
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class CreditCardData also needs some SOAP specific annotations. Objects are
encoded in a special way in a SOAP message and the message has to be sent to
an appointed web address.

4.2 Implementation

In this section we describe the integration of the application logic generated from
the platform-independent model with the platform-specific technology.

Figure [[2 shows the integration for the Java Servlet technology. Classes that
are specific to the technology are shown in grey. Let us at first explain the changes
of the platform-independent models made during the code generation. In Fig-
ure[T2 a new platform-independent abstract class StatemachineHandler is shown
which has the task of an object controller. For every use case, an implementation
for the abstract method of this class is generated. The method implements the
statechart of the corresponding use case, filtering incoming requests according
to the protocol. As a result, the methods of the class PayOrder are never called
directly. Instead, every time a method of the class PayOrder has to be called, the
method executeMethod is called, which calls the correct method depending on
the state and the type of the incoming boundary data. This design is following
the Command design pattern [4], which allows a decoupling between the sender
and the receiver. Decoupling means that the sender has no knowledge of the
receiver’s interface.

PR | «abstract»
«interface» G icServiet HTTPServiet
StatemachineHandler e‘{—‘-’“'TD
+executeMethod(in event : BoundaryData) : BoundaryDat:
0.*
«control» «boundary»
PayOrder SelectPaymentData HTML-Generator
-paymentMethod
+payOrder() : SelectPaymentData 1
+selectPaymentMethod(in p1 : SelectPaymentData) : BoundaryData
+enterCreditCard(in p1 : bankAccountForm) : AcknowlegeData
«boundary»
|— CreditCardData
0.1 0.* company
0.1 r 0.1 -number
«entity» «entity»
Order CreditCard
«boundary»
-number 0.* 0.1 |-company FeedbackData
-prize -number
-proofResult

«entity» 1
0 | Client 0

-name

1

Fig. 12. Integration of PIM and PSM on implementation level
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On the platform-dependent side the elementary class GenericServlet, which
has to be implemented by a software developer, inherits from an abstract class
HTTPServlet, to allow integration in a Java Servlet-based server. This platform-
dependent class calls the platform independent classes realizing the application
logic. The class GenericServlet is called when a client has filled in a form, for
example an HTML representation of the platform-independent boundary class
selectPaymentForm. It then calls the corresponding method of a control class of
the platform-independent model. Therefore, some auxiliary information has to be
encoded in the forms transmitted to the client, because no control information
of the application shall be encoded in the platform-dependent classes. In our
example, we need a sessionID to obtain the correct session object for each request
from a client.

In Fig. we have one more platform-specific class which has to be imple-
mented by a software engineer. The class HT'ML-generator is responsible for the
creation of an HTML form from the boundary classes, which is sent to the client.
To create an HTML form from a specific boundary class the platform specific
annotations (see Fig. [ITl) are needed.

To use alternative platforms or other kinds of user interfaces, only the plat-
form specific classes of Fig. [2lhave to change. For example, to use XForms [20],
a new technology more powerful than HTML forms and based on XML, only
the HTML-Generator has to be changed to create this new kind of user inter-
face. Further you have to ensure, that the middleware calling the servlet is able
to evaluate XForms. For other middleware, one may have to replace the class
GenericServlet by another class which implements the required interface of the
technology.

5 Vertical Consistency

The quality of models is a prerequisite for the quality of the resulting system.
One important aspect of quality (and one of the few that can be sufficiently
formalized) is consistency. In general, consistency problems occur if different
views of the same system are redundant or dependent on each other. Depending
on whether the views are at the same or at different levels of abstraction, we
distinguish horizontal and vertical consistency problems, respectively.

Vertical consistency is a property of the transition from requirements to
design models and their implementation. As such, it is a property responsible
for the transition between platform independent and platform-specific models in
the MDA approach. Therefore, in this paper we concentrate on this aspect, and
in particular on the consistency of behavioral models. In this category we face
two vertical consistency problems.

1. Requirements expressed in terms of scenarios in Sect. [2 have to be consistent
with the contracts between service provider and client as specified by the
protocol statecharts of the architectural design in Sect. Bl
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2. These contracts (protocols) have to be fulfilled (correctly implemented) by
the components providing the services, as described by the reaction rules of
the detailed design in Sect. 3.2

The first consistency requirement relates the sequence diagrams in Fig. [2and
the protocol statechart in Fig.[B: The sequence of requests (incoming messages)
received by the Online Shop component instance in any of the two diagrams
must be acceptable by the statechart diagram (or they must be subsequences
of an acceptable sequence if we want to allow for sequence diagrams showing
only a part of the possible behavior). This is the case in both examples, but if
we remove, e.g., the selectPaymentMethod(byCCard) message, the consistency
requirement is violated.

To validate this notion of consistency, it may be phrased as a model check-
ing problem by translating statecharts and sequence diagrams into a common
semantic domain, like CSP [7], which allows to express and check the condition
that every trace of requests to a service contained in a sequence diagram is (an
instance of) a subsequence of a trace of call events generated by the protocol
statechart of that service (cf. [1).

The second problem is concerned with the correct implementation of the
protocols by the internal data state transformations of reaction rules. Given an
initial data state for a component, we may ask if all sequences of requests are
indeed executable in the sense that the current internal data state satisfies the
precondition of all reaction rules that may be applied at this step according to
the protocol. For example, the rule in Fig. B requires in its precondition the
presence of an object of class CreditCardData. If this is not available, this rule
is not applicable and the execution of the whole sequence fails.

To make this notion of consistency precise, we need to exercise our reaction
rules in all possible ways prescribed by the protocol statechart. This is possible
because of the formal background of graph transformation which provides us with
an operational semantics for such rules, i.e., a notion of graph transformation
which, abstractly speaking, defines a binary relation on states induced by rule
applications. (See, e.g., [14] for different ways of formalizing this concept.)

To implement the protocol defined by the statechart of the component, the
transformation relation thus defined must be able to produce a superset of the
traces obtained from the statechart. This linear-time condition could be replaced
by more sophisticated notions, e.g., using the failure and divergence model [7]
or various notions of simulation on transition systems. A detailed study of what
is a semantically convincing and at the same time feasible approach is outside
the scope of this paper. One advantage of the simpler, linear condition is that it
can be validated by testing.

6 Towards Model-Driven Testing

In order to test the consistency between models, an execution of models is re-
quired either by a model interpreter or through a model compiler which trans-
lates models into executable code. Examples of the former include statechart



182 R. Heckel and M. Lohmann

simulators like [8], but also graph transformation engines like AGG [2]. Compil-
ers of statecharts can be found, for example, in the Rhapsody [5] and Fujaba [3]
CASE tools, while the latter also transforms graph transformation rules (denoted
as UML collaboration diagrams) into executable Java code.

In the context of MDA, a model shall be mapped on multiple platforms, thus
reusing the effort of coding and design, but not the amount of testing required
because implementations obtained from the same model may behave differently
on different platforms. Hence, we require what could be called an approach
to model-driven testing. By this we mean the testing of consistency properties,
among models or between models and code, while reusing the results of platform-
independent tests (or of tests performed on an “ideal” platform, like a single
Java virtual machine) for implementations of the same models on different or
heterogeneous target platforms. The idea is that recording platform-independent
test results, we determine the expected results of platform-specific tests, which
can then be automatically executed and compared. This idea is independent of
the question whether the original tests are performed automatically or by hand.

7 Conclusion

In this paper we have presented a model-driven approach to the development of
reactive information systems based on web technology which refines the OMG’s
MDA in order to separate better the technology-independent from the platform-
specific aspects. We have used graphical reaction rules to specify reactive behav-
ior in combination with data state transformation and discussed the consistency
issues arising with more abstract protocol specifications by means of statecharts
and requirements expressed by sequence diagrams.

Although graphical reaction rules are not part of the mainstream UML
methodology, our experience with the use of this concept in a course on web-
based application development at the University of Paderborn suggests that the
higher level of integration of static and dynamic aspects adds to the understand-
ability of models.

Future work shall include the development of tool support for automated
consistency checks based on the construction of labeled transition in the previous
section, as well as the exploration of the idea of model-driven testing.
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Abstract. Process networks are popular for modelling distributed computing and
signal processing applications, and multi-processor architectures. At the architec-
ture description level, they have the flexibility to model actual processes using var-
ious formalisms. This is especially important where the systems are composed of
parts with different characteristics, e.g. control-based or dataflow-oriented. How-
ever, this heterogeneity of processes presents a challenge for the analysis of process
networks. This research proposes a lightweight method for analysing properties
of such networks, such as freedom from unexpected reception and deadlock. The
method employs interface automata as a bridge between the architectural model
and heterogeneous processes. Thus, the properties are determined by a series of
small tasks at both the architecture level and the process level. This separation
of concerns simplifies the handling of heterogeneous processes and alleviates the
potential state space explosion problem when analysing large systems.

1 Introduction

In recent years, component-based development has emerged as a significant factor in
the production of large-scale software applications. By building systems from indepen-
dently developed components, a promising means of achieving software reuse, rapid
development and complexity management is provided.

Typically, components are black-box entities that encapsulate services behind their
interfaces. The specifications of these interfaces tend to be rather limited, often capturing
only the signatures of components, i.e. the names, data types and direction of ports ex-
cluding any information about communication protocols. Even with additional informal
descriptions, such specifications are not adequate for designing reliable and evolving
software systems. Instead, more rigorous specifications are needed, which capture in-
terface behaviours of components, including the services that a component provides,
the information about how it can be properly deployed, and the dependencies between
its inputs and outputs. Naturally these specifications must not disclose implementation
details of their components.

Having suitable specifications for the components is only part of the story — it is also
necessary to provide flexible composition schemes. Direct composition is often difficult
and sometimes impossible [1]]. Instead, it is preferable to provide flexible connectors so
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that component-based systems can be constructed using various design strategies [2],
where suitable architectural styles, e.g. pipe-and-filter and client/server architectures,
can be employed. The major challenge is then to ensure that the resulting systems
are consistent (namely, all components are properly deployed in the design) and that
these systems meet global functional and nonfunctional requirements such as structural
invariants, reliability and security.

This paper presents a step towards the component-based development and modular
analysis of dataflow process networks. Such networks support flexible interconnection
strategies as mentioned above. In our presentation, components (or processes) communi-
cate through their input and output ports and the interconnection of components specifies
a causality relation between data flow through input/output ports of the components.

In order to avoid the state space explosion problem, the composition of components
is not analysed directly. Instead, interface automata [3] are used to specify not only the
interface behaviour of components but also their assumptions about the environment.
Abstracting away implementation details of components, interface automata are much
simpler and easier to handle. Firstly, we ensure that each component is consistent with its
corresponding interface automaton, namely, each component is able to fulfil the output
guarantee of the automaton under the environmental assumptions of the automaton.

Secondly, we check the consistency of the network comprising these interface au-
tomata. This consistency can in turn justify that the process network is free from unex-
pected reception and deadlock. The former property indicates that the data flow between
its components is directed in a way which is consistent with the assumptions made by the
components. The latter refers to the absence of deadlock where the system cannot make
any further progress. By adopting such a divide-and-conquer approach, the potential
state space explosion problem can be alleviated.

The presented research is motivated by previous work on the Moses tool suite [4].
Moses presents an additional challenge to component-based development in that it sup-
ports the modelling and simulation of heterogeneous discrete-event systems, where com-
ponents are modelled by different formalisms. For example, components can be defined
[4)7]9]] as process networks, Petri Nets, Statecharts, etc. The proposed approach can also
largely simplify the analysis of such heterogeneous systems.

This paper is structured as follows. In Sect. 2] our approach is compared with the
related work. In Sect. B] we define discrete-event components (or processes), interface
automata and the consistency between them, and present a practical method for checking
the consistency. In Sect. ] we define dataflow process networks and interface automaton
networks and present our method of modular analysis of dataflow process networks.
Finally, we conclude this paper in Sect. 5]

2 Related Work

Interface automata were first introduced in [3]]. The authors established a simple and well-
defined semantics for them and defined their composition by two-party synchronization.
Also, alternating simulation was proposed to determine a refinement relationship be-
tween interface automata. This relationship takes an optimistic view of the environment
by assuming that it is always helpful, only supplying inputs expected by an automaton.
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This optimistic view allows more possible implementations than a pessimistic approach
where the environment can behave as it pleases.

We take this optimistic view and adapt alternating simulation to define the consis-
tency of components with interface automata, taking into account data values used in
components. In order to prove properties such as deadlock freedom, an additional restric-
tion is imposed which requires a component to produce at least one of the outputs that the
corresponding interface automaton can produce. Also, a simpler method of checking the
relation is presented, which does not require the construction of the Cartesian product
of their state spaces as [3] does — only the reachable states in the product need to be
constructed. Additionally, in contrast to the simple composition scheme in [3], we allow
interface automata to be composed in many more ways reflecting how process networks
can be constructed in practice.

Our adaptation and checking method of alternating simulation is inspired by [[13],
where a similar relation was proposed to check the conformance (or refinement) re-
lationship between CCS models. However, this relation is more restricted than ours,
as it requires that both specification and implementation models have no mixed states
(where both input and output transitions can occur), while in our approach this is only
required of the specification, i.e. interface automata. Furthermore, because of the pres-
ence of blocking outputs, models in their approach are different in nature from ours
where a component is in full control of its outputs. In addition, in our approach the
substitutability of heterogeneous components can be checked with the aid of interface
automata.

There are some other approaches which also utilize the environmental assumptions
of components for verification. In [5l6], the assumptions and the actual behaviours
of components are derived from component specifications. The deadlock freedom of a
system is determined by pairwise matching between the assumptions of a component and
the actual behaviour of another component. However, the proposed method is incomplete
and limited to one-to-one communication or synchronization.

The approach in [16] requires additional models of the environmental assumptions
of components. The models are used to restrict the behaviour of the environment so
that system deadlock can be discovered by detecting undesirable usage of components.
However, the global state space needs to be built, which would easily lead to the state
space explosion problem.

3 Consistency of Components

In this section, general reactive systems are first introduced. These are specialised as
discrete-event components in Sect.[3.2]and as interface automata in Sect.3.3] In Sect.3.4]
the consistency of discrete-event components with interface automata is defined. A prac-
tical method of consistency checking is presented in Sect. 3.3l

3.1 Reactive Transition Systems
Definition 1. A reactive transition system (RTS) is defined as L = (s< S<0 < —), where

— S is a set (possibly infinite) of states and s° € S is the initial state;
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— U is a set (possibly infinite) of events, consisting of three mutually disjoint sets of
input events 0 1, output events 0 ©, and internal events 0 7 ;
- — C S x 0 x Sisa set of transitions.

This definition draws an explicit distinction between input, output and internal events.
This is because a system has control over its internal and output events only, but no control
over its input events. Instead, when an input event occurs is decided by the environment.
In other words, the system cannot prevent the environment from producing an input event
if it wants to do so. In the following, we let 0 °** = 0 7 U0 © be a set of observable
events and 1 ' =0 © U ¥ be a set of controllable events of L.

Definition 2. A trace [l of a RTS L from s1 € S is an event sequence eyes bbe,, such
thatVj: 1<j<m, 3(s;<e;<s;41) €—. State S, 11 is called reachable in L (via O) if
0 is from s°. Also, a trace is said to be internal if Vj: 1 <j<m<e; € " and to be
empty if m = 0. An empty trace is denoted as 0.

The restriction 1 | E of [l on an event set E is an event sequence obtained by removing
from U all events not in E.

In the sequel, we write s — s’ to denote (s<e<s’) €—. We also write s => s’ if s’
is reachable via a (possibly empty) internal trace of L from s, and s == s’ for e € [ °%*
ifs = s"Ns" 5 5.

A RTS L is called deterministic if Ve € 0 < s<s'<s” € S, s 5 s’ As < s implies
s’ = s”. Tt is said to be nondeterministic otherwise. Also, the sets of enabled input and
output events at a state s € S are defined by en!(s)={e € 0 ! | 35’ € S (s<ecs’) €=}
and en©(s) ={e € 0 9 | 3s’ € S-s==5'}, respectively. An event ¢ € 0 ! is said to
be refused at s if e @ enf(s). L is said to be input-universal if Vs € S<en!(s) =0 1.
Additionally, a state s is called a terminal state if fi(s<e<s') €—.

3.2 Discrete-Event Components

A Moses component is a discrete-event component that consumes data streams fed
to its input ports, and produces data streams through its output ports. The input and
output ports form a component’s view of the rest of the system and decouple the outside
world from the component. This separation allows the behaviour of the component to be
described independently of its ultimate context. Likewise, the outside world learns about
a component only from the communication through its ports. In defining components,
we assume a universal set UP°"t of ports, and a countable universal set U/ val of values
of data flowing through ports.

Definition 3. Given two disjoint finite sets of its input ports 11 C UP°"* and its output
ports 1€ C UYP°", a discrete-event component (DEC) is defined as an input-universal
RTS C = (5% S0 <—), where D I =07 x v, 09 C 09 x U and 0 ¥ is a set of
[fresh labels for transitions with no external effect.

In the definition, an input/output event of C'is regarded as an occurrence of data flow-
ing through an input/output port of C, while internal events of each DEC are considered
to be unique to that DEC. Also, a DEC is an input-universal RTS, i.e. it never refuses
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Fig. 1. A store component

an input and hence writing to a component will never block. Typically, each component
has one or more input buffers (generally of infinite length), which are either implicit or
explicit depending on the modelling language. For instance, a Petri Net component may
have multiple places acting as explicit buffers [7], while a UML Statechart component
has only one implicit buffer for all input ports [9]. These built-in buffers ensure the input
acceptance of components. In the sequel, we assume a universal set Z/%*“ of DECs and
ports of each DEC to be unique to the DEC.

Figure[Tlgives an example of a Petri Net component in Moses, where triangles repre-
sent the input/output ports of components and where the body of the component is given
in the usual Petri Net notation with circles, boxes and arcs representing places, transi-
tions and the flow relationships, respectively. When data comes into a component via its
input port, it is added to the place(s) connected to this port. A transition (e.g. “deliver”
in Fig.[1)) becomes enabled once all its input places have enough tokens and its guard
evaluates to true. As is the case for other high-level Petri nets (e.g. [8]), this binds the
tokens to the variable names (e.g. “a”,“q” and “s”) on its incoming arcs, and finally the
transition fires. While firing, the transition binds the variable names (e.g. “ns” and “a”)
on the outgoing arcs depending on the values of the variables on the incoming arcs.
When a firing transition is connected to an output port (e.g. “delivered”), data is sent
out via the port to all connected componentsﬂ. For a Petri Net component, we require
input ports to be connected to places and output ports to transitions to ensure that any
component output can be meaningfully connected to any component input. Assuming
the interleaving semantics of Petri Net components [7], the interpretation of such com-
ponents in terms of discrete-event components is straightforward and we omit this for
the sake of brevity. See [14]] for the basic concepts of Petri Nets, and [4l7] for more
descriptions of the Moses approach to compositional Petri Nets.

This example models an online store that waits for a purchase request from a customer
and payment acceptance from the customer’s bank before delivering the goods. If the
bank refuses to pay or the goods are out of stock, the request fails. The store also reports

[T}
S

! Ports can be considered to segment arcs into three — that part of the arc prior to the output port,
that part between output and input port(s), and that part following the input ports.
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the stock level when being queried. Initially, the store holds 100 pieces of goods. A
successful order will result in the stock level being decreased by the ordered quantity.

3.3 Interface Automata

Usually, a component is designed under some environmental assumptions about how the
component can be properly deployed, e.g. interaction protocols. The assumptions are
useful for analysing the behaviour of the component, especially when the component is
independently developed and analysed. However, an input-universal component cannot
constrain the environment as to when and what kind of input to provide. Therefore, these
assumptions cannot be captured by component models. In this approach we employ
interface automata [3]] to solve this problem.

Definition 4. An interface automator (IA) is defined as a deterministic RTS A =
(s0<S<0 < —), where S and O are finite and 0 1 = ().

Like [I3/T7], we exclude IAs with mixed states, i.e. states where both input and output
transitions can occur. Also, we assume a universal set 4/*® of 1As.

The information captured by an interface automaton is twofold. On the one hand,
the behaviour of the automaton is observed through a sequence of its output events. On
the other hand, the assumption is implicitly captured that the environment should never
provide an input if the automaton is in a state where the input is refused. Also, when the
automaton wishes to produce an output, the environment should be ready to accept it.

As an example, suppose that we have the automaton in Fig. 2(a)] as the interface
specification of the store component of Fig. [l This captures the assumption that the
environment cannot provide a second purchase request before the first one has been
processed. Also, after the store receives a purchase request, the environment can either
provide a “payable” message indicating that the customer can pay for the purchase
or a “deficit” message indicating otherwise. On the other hand, it guarantees that the
store produces either a “delivered” or “outOfStock” message but definitely not a “fail”
message immediately after receiving a “payable” message.

delivered

purchase delivered
delivered . | N ‘
purchase delivered 5 payable. R
> 0 payable > pagﬁle pumhas\;\ i outOfStock
payable ouOfStock | aia AG \
\& deficit deficit <"+ ! fail
deficit deficit  fail | | . K >
> L ’
T payable, deficit ~
(a) (b)

Fig. 2. A store automaton [(a)|and its input-universal RTS

2 Originally defined in [3], IAs can have internal events and be nondeterministic. We believe that
Definition[]is sufficiently expressive for our purpose.



190 Y. Jin et al.

Definitions[Bland@lindicate a similarity in behaviour between interface automata and
discrete-event components. Here, we consider an input event of an [A corresponds to an
occurrence of data flow with an arbitrary value through an input port of a component.
Similarly, an occurrence of data flow with an associated value at an output port of the
component corresponds to an output event of the IA. In other words, when relating the
behaviour of IAs and DECs, the events of the IAs correspond to an abstraction of the
events of the DECs, an abstraction which ignores the data values. While abstracting
away the implementation details of components, the high-level interface specifications
can help simplify the analysis of process networks. They are also very useful in archi-
tecture analysis since component models are often not available when designing system
architectures.

3.4 Consistency of Discrete-Event Components

The association of interface automata with discrete-event components leads to the most
important issue in this approach, that is, the consistency of DECs with IAs. The consis-
tency refers to the fact that an IA can safely be substituted by a DEC without compro-
mising the properties which previously hold.

The consistency cannot be defined by traditional refinement relations, e.g. trace con-
tainment and simulation. This is because these only allow the implementation to have
less input and output behaviour than the specification, whereas input-universal compo-
nents are able to handle more inputs than IAs. Hence, we adopt alternating simulation
[3] to define consistency.

Alternating simulation is concerned with the relation of an IA with a (helpful) en-
vironment. It can be considered as a two-person game, where the automaton will try to
perform some action which will cause the environment to block and the environment
will try to respond so that the automaton does not succeed in its attempt. Thus, the en-
vironment can limit the behaviour of the automaton by not offering certain inputs and
the automaton can make things easier for the environment by not generating certain
outputs. If an environment is helpful enough for an automaton, then it should also be
helpful for a refinement of the automaton. The refinement can offer less outputs (since
this will not make as many demands on the environment) and accept more inputs (since
the environment will not offer them).

Originally, alternating simulation was used to define the refinement between two
TAs, where no data values were involved [3]. We extend this refinement relation to
accommodate the implementation (or DECs) with data values. Also, in order to prove
properties like deadlock freedom, an additional restriction is imposed which requires
the component to generate at least one of the outputs that the automaton can possibly
produce.

Definition 5. Consider an IA A and a DEC C' such that [ ﬁx - DIC and g ol 8. C
simulates A, written C' < A, if there exists a relation < C S¢c X S A such that soc < 5?4
and for q = s, the following conditions hold:

1. enQ(s) # 0 implies enZ.(q) # 0;
2. V{f<v)€enl(q) U (enl (s) xU), q <ﬂ:ﬂ>>cq’ implies 3s' € Sa<s EN) sS'Ag =S
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Basically, C' simulates A if C' is able to fulfil the output guarantee of A when the
environment provides C' only enabled inputs of A. In other words, the environment
provides an input to C' at a state ¢ € S only when A at astate s € S4 (s.t. ¢ < s) is
able to accept the input. Also, fulfilling the output guarantee of A indicates two facts.
First, every possible output, which C' can produce at ¢ or at a state reachable via an
internal trace from ¢, must also be allowed by A at s. Second, C' from ¢ should be able
to produce at least one of the outputs that A can produce at s. The definition implies
an input and output duality that C' at state ¢ allows more input events but produces less
output events than A at state s. It is worth noting that en’,(q) D en, (s) x U always
holds for all ¢ € Sc<s € S4, because C' is input-universal. Note also that condition 21
implies en&(q) C enQ(s) x U,

Definition[3allows DECs with equal or less output ports to be the implementation of
an IA. However, DECs often have not only more input ports but also more output ports
in practice, especially when third-party components are deployed which may provide
more services than needed in an application domain. To solve this, we define instantiated
components for these DECs and relax the conditions of Definition [3] in defining the
consistency of DECs with IAs. Note in the following definition that C'(0) = C' if
0o co.

Definition 6. Arn instantiated component of a DEC C' with respect to a set O C Dg is
defined by C'(O) = (s°< S<ll a<—a@) wherell é =0/-0 g ={(fv)el&|feO}
andﬂg:[lgu[lg\ﬂg.

Definition 7. Consider anIA A and a DEC C such that0 i C OL. C is consistent with
AifC[09) =< A

3.5 Practical Consistency Checking of Discrete-Event Components

In this section, the method of checking consistency of DECs with IAs is presented, which
utilizes the environmental assumptions captured by these IAs.

Derived Interface Automata. Before presenting the method, we need to have two
auxiliary definitions — mirrors and input-universal RTSs of interface automata. The
mirror of an IA A is built to represent all helpful environments with which A can be
composed. A helpful environment of A is one that can always provide inputs expected
by A and accept outputs generated by A. Also, any helpful environment of A should
be an implementation of the mirror. In addition, we make explicit the environmental
assumptions of IAs by building their input-universal RTSs, where a refused event will
now be accepted but lead to an error state.

Definition 8. Given an IA A, the mirror of A is an IA M = (s%<Sa<0 prc—4) with
01, =09 and 0§, = 0%, The input-universal RTS of A is a deterministic RTS
U= (s%<SaU{L}D 4c—y), where

—u=—a U{(LfeL) | feDi} U{(sfeL)|s€Safaeniy(s)>
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Basically, the mirror of A has the input and output events of A interchanged. Hence
enl,(s) = en9(s) and en§;(s) = enl(s) hold for all s € S4. The input-universal RTS
of A is constructed by adding a transition outgoing from a state s € S4 to a single error
state L @ S4 for all refused input events at s. As an example, the input-universal RTS
of Fig. is shown in Fig. where the white triangle “/\” represents the error state

and “x” matches any of input events of the RTS.

Consistency Checking. In the following, a two-step method of consistency checking
is presented. Firstly, the input-universal RTS of the mirror of an IA is constructed. Next
the product of the component and the RTS is built. The consistency is then determined
by checking in the product for the absence of error and illegal deadlock states and the
possibility of continuing interactions. This is justified by Theorem [Tl (below).

Definition 9. Consider a DEC C' and an input-universal RTS U such that [ O Dé
The product of C and U is a RTS Lg = (s Sg<ll g<—g), where:

- s = (sdes¥) and Sg C Sc x Sy is the smallest set such that s € Sg and
Vs € Sgcs —g s impliess' € Sg.

-00L=0¢=0,and0 =0g"0u(@7 xUv);

— —e={({gss)e=(q/<s)) | e € DEN\ (O], xU) q S ¢}

U {({g s)e (o) (e | (feo) € Do xuvteqg L0 g ns Ly o

Theorem 1. Consider a DEC C and an IA A such that 01, C I:Ié. Let Lg be the
product of C' and the input-universal RTS U of A’s mirror. Then C' is consistent with A
if Y{q<s) € Sg, the following conditions hold.:

1. sis not an error state, i.e. s # L;

2. If {q< s) is a terminal state, then s is a terminal state of A.

3. If {g< s) is not a terminal state, then s’ # s<{q'<s’) € Sg such that (¢'<s') is
reachable from {q< s) in Lg,.

Proof. Let C represent C'(0 ), 0 be a relation {(¢<s) € Sg | ¢ € Sacs € Sa}, we
prove [ is a simulation relation between C and A by induction. First, (s{ 8 s9) € 0.
Next, suppose (¢<s) € I,

1. If enQ(s) # 0, s is not a terminal state in A. Due to condition 2} (g<s) is not a

terminal state in Lg either. Because mixed states are assumed to be absent in A,

en’y (s) = en¥(s) = 0. Because of condition[3, 3(g"< s) M@ (¢’< s') such that

q=>g q" and f € 0 /; (note that 0 {; = 0 §). From Definition[d, (f<v) € eng(q)
holds, i.e. eng(q) # 0.
2. Fore e D@\ (O} xuUv),if ¢ S¢ ¢/, then g =g ¢'. Hence (¢'<s) € O;

3. For (f<v) € enfg(q) U (enfy(s) xU"*"),if g o, q',thenq <f—>@, q.3s' € Sy,

s —f>U s' holds for f € en,(s). It also holds for (f<v) € en@( q) since en@( q) C

09 x Y and U is input-universal w.r.t. 0 §. From Definition [0, we can get
(q "y € Sg. Due to condition[d], (¢’<s’) € 0 holds
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Therefore, [ is a simulation relation between (' and A. From Definition[7] C is consistent
with A. O

In the theorem, condition [[] indicates the input and output duality between C' and
A. Condition 2 requires the absence of illegal deadlock states in the product. Finally,
condition 3 states a requirement on the reactive nature of C, that is, C' should be active
in communication.

Now we are able to check the consistency of the store component of Fig. [l with
the store automaton of Fig. [2(a)l We calculate the product of the component model
and the input-universal RTS of the automaton’s mirror and check it against the above
conditions. If these conditions are satisfied, then Theorem [T] allows us to conclude that
the store component is consistent with the store automaton. At the time of writing, this
algorithm has been implemented in the context of Moses.

4 Modular Analysis of Component Networks

4.1 Dataflow Process Networks

There are many kinds of process networks [10I1 IIT2IT5]]—they differ, e.g., in their model
of communication (explicit FIFO buffers between processes vs synchronous communi-
cation), or in their model of execution (as an interleaving of atomic and non-blocking
firings of processes vs a continuous and possibly blocking thread-like execution of each
process in parallel with all other processes).

In this paper we consider the form proposed in [[15]. Basically, a process network
consists of a collection of concurrently executing processes with ports and a set of
channels connecting the output and input ports of these processes. Often, the channels
represent FIFO buffers between processes, but we consider that the buffers are encapsu-
lated in their destination processes and the channels represent only the causality of data
flow between processes. Due to the localization of buffers, the semantic definition of
process networks is simplified and thus facilitates modular analysis. Furthermore, it also
gives us the flexibility to model a variety of buffers thanks to the diversity of component
modelling formalisms.

Definition 10. A dataflow process network (DPN) is defined by D = (P< R), where
P C U< is a set of processes and R C Uper Dg X Upep 0/ is a set of connections

relating the output ports to the input ports of the processes, such tha

- (0<i) € Rimplies 0(0) # 0(7);
= (0<i)<(o<i') € RNi# i implies 0(z) # U(i);

where[l(f):pifpePandeDII)U[lpO.

3 The function p(f) returns the process associated with port f. Here, we exclude the situations
where R connects an output port and an input port of one process and where more than one
connection originating from one output port ends at two or more input ports of a process. This
is because these introduce true concurrency at component boundaries, which in turn contradicts
the interleaving semantics of interface automata. This will be addressed in future work.
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Fig. 3. An online purchase DPN

A DPN can be depicted as a directed graph. At this level of abstraction, each node
represents a process, each triangle associated with a node represents an input/output
port of the node, and each edge represents a connection between ports. Figure[3 shows
an example: an online purchase DPN. When a customer sends a purchase request, the
request goes simultaneously to the store and the bank. These then collaborate to process
the request and finally report back to the customer whether the purchase succeeds or
fails (detail will be given later).

A variety of communication structures are supported by DPNs where data can be
relayed, duplicated, and merged among processes. For example, two connections starting
from the port “purchase” of the customer and the connections ending at the port “fail”
of the customer in Fig.[Bldemonstrate the last two situations, respectively. Furthermore,
disconnected input and output ports of processes in a DPN are allowed. A disconnected
input port will receive no data, while a disconnected output port will discard all data
sent to it. We further define the sets of connected input and output ports of a process
pePinaDPNDasOl ={icl]|(oi) € R}and 09 = {o € O | (0ci) € R},
respectively.

Definition 11. Consider a DPN D = (P R). Let R° = {({0<v)< (i<v)) | (0<i) € R,
v € U} be a causality relation between output and input events. Then the product of
D is defined as a RTS Lp = (s<S<0 < —p), where

- 8" =10 epspand S C U ,epSy. Weletprojectionsl,,: S — Sy, andlets, =1,(s)
and s, = ,(s') forp € Prs<s’ € S;
=090 = — ctl.
-071=0°=0andl H_Upep[lpf,
- —p={(scess’) [ecDtles, S, s AVg € Prg#pAs) =0(sgpe)}

where O(sg<pee) = 4 ¢ ifecD A3’ €llqge Sy(ee’) € RN Asy qu.
' sy otherwise

The product of a DPN captures the semantics of the DPN. According to the definition,
a state of a DPN is a vector of states of all its processes, and a DPN transits between
states by simply executing one of its processes and directing data flow, if any, according
to the connections R. A transition of the DPN is either an internal transition or an output
transition of a process. The latter may involve synchronous execution of multiple input
transitions of other processes, depending on R.
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In order to facilitate further analysis, we define projections of traces of DPNs, which
relates the behaviour of a DPN to that of its processes.

Definition 12. Given a DPN D = (P:R) and a trace U of Lp from s%,, the trace
projection of U on p € P is a trace of p from sg, denoted as 1,(1), obtained by first
removing from U all events not in [l IC,“ U X and then renaming all events x € X to
yellse (zy)e RY, where X = {z | Jy € 0 fe(azey) € R0}

4.2 Interface Automaton Networks
We define the composition of the IAs by interface automaton networks as for DECs.

Definition 13. An interface automaton network (IAN) is defined as N = (W= R), where
Wcuand R C U,epy 09 X Uy O Lis a causality relation between the output
and input events of the IAs, such thaE%

- (0<i) € Rimplies 0(0) # 0(7);
— (0<i)<(oci') € RNi# i implies 0(i) # U(i);

where U(f) =aifa € Wand f €l ,.
The semantics of IANS is captured by their products defined below.

Definition 14. Consider an IAN N = (W< R). Let B be the set of input-universal RTSs
ofall IAs in W. Then the product of N is defined as a RTS Ly = (5% S<[ < — ), where:

- 59 =0 4eps) and S C O 1Sy is the smallest set such that s° € S and Vs €
S<s LN s’ implies s’ € S. We let projections 0y,: S — Sy, and let s, = U,(s) and
s, = Uy(s’) forb € Bes<s’ € S;

- DI:DOZ(D,andDH:UbeBDbO;

— n={(scfs') | feD sy Ly st AVh € Beh £bAs, =0(spe )}

. . I( ( . 1
where D(Sh‘f): q leZEDh g€ Sy (f Z) € RAsp —p, q.
s, otherwise

As an example, suppose that we have an IAN where I consists of the interface
automata of Figs. and and R defines their composition as shown in
Fig. [l Then the product of the TAN is shown in Fig. 5]

Definition 15. Consider an IAN N = (W< R). Let L be the product of N. Then N is
consistent if no error or deadlock states are reachable in Ly, i.e. Vs € Sy, the following
conditions hold:

1. Ya € Wel,(s) # L;
2. Ifs is a terminal state of Ly, then Va € Weenl(0,(s)) = 0.

4 These well-formedness rules are introduced for the same reason as in Definition[I0,
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Fig. 4. The customer automaton|(a) and the bank automaton

ok delivered
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Fig. 5. The product of the example IAN

Basically, the consistency of IANs ensures the absence of mismatches of environ-
mental assumptions and output guarantees of processes and also the freedom of deadlock
at a high level of abstraction. For example, as the product state space shown in Fig. Bl
contains no error or deadlock state, the IAN is consistent.

Since IAs can specify the interface behaviour of DECs, IANs can capture the inter-
action behaviour of DECs in DPNs. Hence, as we shall see, the consistency of I[ANs can
serve as the basis of analysis of DPNs. Also, it is cheaper to determine the consistency
of IANS, because IANs generally have smaller state space than DPNs.

4.3 Properties of Dataflow Process Networks

In this section, we define the properties of DPNs such as safety and deadlock freedom.
The safety considered here refers to the fact that the environmental assumptions made
by processes are respected in executions of DPNs. More specifically, no unexpected
reception of data at any input port ever occurs. Additionally, a DPN is said to be dead-
locked if it reaches a state where no process can make any progress, generally because
each is blocked waiting for an input from others, while the event cannot occur. Deadlock
freedom refers to the ability of DPNs to make progress or perform computations.

Definition 16. A dataflow process network D is sketched by a total function A: P — U™
ifV(pra) € ADL =000 =09 and p is consistent with a, where 0, denotes the
connected ports of pin D as defined in Sect.

Consider a DPN D sketched by a total function A. Let Lp be the product of D, [
be a trace of Lp from s, p € P, a = A(p), p represent ﬁ(ﬁf), 0, =0,@)r0 ﬁbs
be the observable sequence of the trace projection of 0 on p, and [, be the sequence

of ports involved in [, (Note |0,| = |0,]). Then we can formulate properties of D in
Definitions [[7]and [I8] below.
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Definition 17. A frace [ is free of unexpected reception in D if [, is a trace of a from
sY forall p € P. D is free of unexpected reception if all traces of Lp from s, are free
of unexpected reception.

Lemma 1. Consider a trace [l which is free of unexpected reception. Let q € Sp be a
reachable state via U in Lp and s, be a reachable state via U, in a, then (1) s, is the
only state reachable via ll, in a and (2) 0,(q) =< s,.

Proof. (1) holds because [ f = () and «a is assumed to be deterministic. Also, because
every event f in [, corresponds an event (f<v) in [I,, (2) holds from Definition[7] O

Definition 18. Consider a DPN D which is free of unexpected reception. Let q € Sp
be a reachable state viall in Lp and s, be the reachable state via U, in a for all p € P.
q is a deadlock state if it is a terminal state in Lp and Ip € P-enl(s,) # 0. D is free

of deadlock if no deadlock state is reachable via any trace from s%.

4.4 Property Deduction

Theorem 2. A DPN D = (P: R) is free of unexpected reception and deadlock if there
exist both a total function A: P — U'* s.t. D is sketched by A and also a consistent
IAN N = (W< R), where W = {A(p) | p € P}.

Proof. We prove this theorem by induction over the length of any trace 0 from s%,.

Let q € Sp be a reachable state via I, p € P, a = A(p), p represent ﬁ(ﬁ?),
0,=0,0)r0 Eb“” and [, be the sequence of ports involved in [,. At each step, we
prove that (1) U is free of unexpected reception; (2) Is € Sy<Va, 0,(s) is the reachable
state via [, in a; and (3) q is not a deadlock state.

1. If 0 = 0O, then q = sY%. Clearly, (1) holds. Let s = s%;, then (2) holds. Sup-
pose that q is a terminal state in L, i.e. Vp< fle € 0 ctle(0,(q)<e<q) €—p. Hence,
Vpceng (0,(q)) = 0. Because 0,(q) =< D4 (s), Va € Ween? (04 (s)) = 0 and thus
s is a terminal state. Because s € Sy and thus s is not a deadlock state, we have
Vacenl (0,(s)) = 0. Therefore, (3) holds.

2. Suppose U = ejeqbbbe,, s.t. (1-3) hold on 0. Given a trace 0’ =0 - e, we shall
prove (1-3) hold on [I’. Let s € Sy be the state satisfying (2), q, = 0,(q) and
sq = Ua(s) forall p € P, and [, and [, are defined over 0'. Then from Lemma [I]
we have Vpcq, < s,.

a) ife e 057\ (09 xuyv*"), thenll, = O, and (1) holds. Lets’ = s, thens’ € Sy
and s’ is reachable via [I’. Thus (2) holds. Same as item[I] we can prove (3).
b) ife € 07 x U and q, =, q, let e = (f<v), then 3s/, € Su<s, EN s/ A
q; = 's/, (because q, <'s,). Thuslll, =0, - fisatrace of a. Forg € PAg # p,
we let h = A(g). Then,
(f'<v)

i if 3(f<v) el gI< (f<f') € R, then 3q;, € Sycq, ——4 qj. Since no er-

ror state exists in Ly (def.[[3), f* € en (s;,) and thus 3s), € S),<sy, Lh s},
such that q; <'s. Hence [l = 0, - (f"<v) is a trace of h.
ii. otherwise, I} = [, is a trace of h.
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Therefore, (1) holds on 0’. From def. [[4] 3s’ € Sy, Va<U,(s’) = s/, and s/, is
reachable via [I,. Hence, (2) holds on 0’. (3) can be proved on [’ as in item[Il

Therefore, the theorem holds. O

With this theorem, we can conclude the example process network of Fig. Blis free
of unexpected reception and deadlock, provided that the concrete component models of
the bank and the customer are consistent with their corresponding interface automata,
respectively.

In the context of Moses, we have also implemented the check for consistency of
IANS. This, together with the check based on Theorem[I] gives us the ability to analyse
DPNs for properties such as freedom from deadlock and unexpected reception.

5 Conclusion

In this paper a modular analysis method for dataflow process networks has been pre-
sented, where interface automata are associated with processes (or components) to spec-
ify both their interface behaviour requirements and possible environmental assumptions.
Based on the TAs, we deduce the properties of DPNs, such as freedom from unexpected
reception and deadlock, by checking the consistency of components and of interface
automaton networks. As these checks only need to handle smaller state spaces than the
traditional single monolithic check, the state space explosion problem can be alleviated.
At this stage, we have implemented the algorithms for checking these two kinds of con-
sistency in the Moses tool suite, with the development of a visual notation for interface
automata and tools for their composition and compatibility checking.

The introduced interface automata can specify the behaviour of components at a
high level of abstraction and serve as the contracts between architecture designers and
component developers. In this way, highly independent development of components and
the communication structure among components is supported. Also, this acknowledges
that a system is usually designed with assumptions made about the abstract behaviour of
components and that components are designed assuming particular interaction patterns
with their environment.

In addition, the proposed method simplifies substitutability checking between het-
erogeneous components using an intermediate interface automaton. That is to say, a
component can be substituted by another component in a process network if they are
both consistent with the same interface automaton. Hence, the evolution of systems is
supported both at the abstract level by the substitutability of interface automata and also
at the component level by the substitutability of components.

The research presented here is a step towards the automated consistency checking
of heterogeneous systems where system components as well as system architectures are
potentially expressed in different description languages. We are investigating the appli-
cation of this method to architectural models described in other languages such as Petri
Nets. Currently, the assumptions of components on data values are not captured in this
method. A possible way to improve this is to enhance the formalism of interface au-
tomata to support data values on input and output events. Furthermore, true concurrency
at component boundaries is not considered here and will be the subject of future work.
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Abstract. Measurement Theory has been proposed as an approach for providing
software measurement with a sound basis. However, Measurement Theory has
hardly ever been used for building new measures. Much more often, it has been
used to analyze the properties of existing measures, but there has been little
agreement on the compliance of existing measures with Measurement Theory's
strict requirements. This paper introduces a modified version of Measurement
Theory, called Weak Measurement Theory. Because it has weaker requirements
than Measurement Theory, Weak Measurement Theory may be better suited for
the needs of the state of the art of software measurement. We provide an exten-
sion of the theory of the levels of measurement and we focus on ordinal scales
and extensive measurement for Weak Measurement Theory. In addition, we
show how Weak Measurement Theory can be used for widening the application
scope of mean values.

1 Introduction

Theoretical validation is a fundamental step that should be carried out when a measure
is proposed to show (or at least provide compelling evidence) that the measure really
quantifies what it purports to measure. Especially in the early years of software meas-
urement, measures have often been defined without adequate theoretical validation, if
any. The measures themselves were operational definitions of the attributes to quan-
tify. Thus, a large number of measures were defined, but little agreement existed as to
which ones really captured the software attributes they intended to measure, as little
agreement existed on the properties of software attributes and of their measures.

This lack of agreement is mainly due to two reasons. First, software engineering is
a relatively recent discipline, if compared to more consolidated scientific and engi-
neering disciplines. Second, software is not a physical object, so its attributes are more
"elusive" than the attributes of physical objects encounteed in everyday life. Meas-
urement Theory (MT, for short) [3, 5], originally defined for measurement in the So-
cial Sciences, has been proposed as an approach to making the properties of software
attributes and measures explicit. MT uses a full-fledged mathematical approach and
thus allows software measurers to state the properties of software attributes unambi
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guously. This should facilitate (1) discussing properties that each software attribute
should have, (2) reaching a consensus on the properties of each software attribute, and
(3) defining software measures that are consistent with intuition.

Unfortunately, MT has hardly ever been used for defining new software measures,
or even for stating the properties of software attributes. To the best of this author’s
knowledge, no measurement-theoretic proposals exist for important software attributes
such as cohesion and coupling. It is true that MT proposals exist for the properties of
software complexity and size. The proposals for software complexity have been
widely discussed, but the software measurement community is far from an agreement.
The proposals for software size are actually inspired by the properties of the size of
physical objects. As a result, MT is often viewed as a rather theoretical approach
whose benefits to software measurement are quite limited.

Also, MT's requirements may be too strict for the current state of the art of the
software discipline; this is probably why MT has not produced many results in soft-
ware measurement or played a more important role in it. This paper provides the
foundations for modifying MT to make its requirements weaker and probably better
applicable to the measurement of software attributes. Thus, we introduce a modified
version of MT that we call Weak Measurement Theory (WMT, for short). In addition,
we provide a weakened characterization of the levels of measurement for WMT and
we focus on ordinal scales and extensive measurement. Finally, we show that the
mean value of a distribution can be meaningfully used even for measures defined
according to WMT and ordinal measures defined according to MT.

A weaker approach such as WMT may allow us to rigorously model several soft-
ware attributes in a way that does not — at least currently — fit in the framework of
MT. Thus, WMT may provide several existing, currently used measures with sounder
mathematical bases than they have and show their properties. Especially for elusive
attributes as the ones encountered in software engineering, the definition of a measure
may require several refinement steps. Modeling the properties of a software engineer-
ing attribute is hardly ever a straightforward process, in which the "right" properties of
the attribute are known from the start, but a number of iterations may be required.
Starting from an initial set of properties of an attribute, one or more measures may be
defined. The characteristics of these measures (e.g., the ordering of the entities that
these measures provide) may be used to refine the initial properties of the attribute. In
turn, this leads to the definition of new measures or the refinement of existing ones.
The iterations continue until a satisfactory set of properties for the software engineer-
ing attribute and a satisfactory set of measures are obtained. For many software engi-
neering attributes, a satisfactory set of properties has not been reached yet. Thus, we
propose WMT to support this refinement process so we do not reject measures that
may be useful, but need refining. In addition, for some software attributes, it is unclear
whether a satisfactory set of properties will eventually be obtained. WMT may be used
in those cases as well.

Weakening the requirements of MT also comes with a price. WMT is less strict
than MT, so there may be a loss of accuracy in the information provided by a measure
that complies with our modified version. On the other hand, we obtain a theory that is
more easily and naturally applicable to software measurement.
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The remainder of the paper is organized as follows. Section 2 provides a critical
analysis of MT. Section 3 contains the proposal of WMT and its levels of measure-
ment. Section 4 shows two existence theorems for ordinal and extensive measurement.
Section 5 show how the notion of mean can be extended. Conclusions and future re-
search directions are in Sect. 6.

2 An Analysis of Measurement Theory

We provide an introduction to MT in Section 2.1 and point out some of its characteris-
tics that may have hindered its application in software measurement (Section 2.2).

2.1 An Introduction to Measurement Theory

Representational Measurement Theory [3, 5] separates the "intuitive," empirical
knowledge on a specified attribute of a specified set of entities, captured via the so-
called Empirical Relational System (Definition 1), and the "quantitative," numerical
knowledge about the attribute, captured via the so-called Numerical Relational System
(Definition 2). A scale (Definition 5) maps the Empirical Relational System into the
Numerical Relational System in such a way that no inconsistencies are possible.

Definition 1. Empirical Relational System. Given an attribute, let

e [ denote the set of entities for which we would like to measure the attribute,

e R, .., R denote n empirical relations capturing our intuitive knowledge on the
attribute: each R, has an arity n, so R, — E" (for notational convenience, we write
either <e,,...e, >€ R, or R(e,,...e,) to denote that tuple <e,,..,¢,> is in relation R),

® o0, .., 0, denote m empirical binary operations on the entities that describe how the
combination of two entities yields another entity, so each o, has the form o;:
ExXE—FE; these operations are represented with an infix notation, e.g., e,.= e, 0, €,

An Empirical Relational System is an ordered tuple ERS=<E,R,,....R ,0,,..., 0,>.

For example, suppose we study the control-flow complexity (attribute) of program
segments (set of entities), one of the most studied attributes. We characterize it via the
empirical binary relation more_complex_than < EXE, ie., we have <e,e,> €
more_complex_than if we believe that e, is more complex than e,. The operation ©
may be the concatenation operation, i.e., e,=e, @ e,.

The Empirical Relational System does not make use of numbers or any kind of
measurement values, which are introduced by the Numerical Relational System.

Definition 2. Numerical Relational System. Let
e V denote a set of values,
e S, ..., S be nrelations on the values, each S, has the same arity of R, so S, < V",
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® o, .., ¢, denote m numerical binary operations: each operation e, is of the form e
VxV—V, and is usually represented with an infix notation, e.g., v, = v, .V,
A Numerical Relational System is an ordered tuple NRS=<V,S,...., S ,e,,....,® >.

In our program complexity example, V may be the set of nonnegative integer num-
bers, a binary relation for may be >, and a binary operation may be — for instance —
the sum between two integer values. The Numerical Relational System in itself does
not provide any information about the entities and the attribute.

The Empirical Relational System and the Numerical Relational System are linked
via a measure (Definition 3), which associates entities and values, and a scale (Defini-
tion 5), which associates the elements of the tuple of the Empirical Relational System
with elements of the Numerical Relational System.

Definition 3. Measure. A measure is a function m: E—V.

A measure is only a correspondence between entities and values, but does not take
into account the empirical knowledge on the attribute (expressed through the empirical
relational system) and how it is translated into numerical knowledge (expressed
through the numerical relational system). Thus, not all measures built according to
Definition 3 are sensible ones. For instance, given three program segments e, e,, e,
such that <e,,e,> € more_complex_than and <e,,e,> € more_complex_than, a measure
m may be such that m(e,) > m(e,) and m(e,) > m(e,). To quantify an attribute sensibly,
a measure must be consistent with the empirical knowledge about the attribute, i.e., a
measure must satisfy the following representation condition.

Definition 4. Representation Condition. A measure must satisfy the two conditions
Viel.nV<e, .., e > E"(<e, .,e,>€R & <m(e), ., m(e,)>€S) (1)
Vjel.m V<e, e,>e EXE (m(e, 0,e,) =mle,) ® m(e,))

In our complexity-related example, the Representation Condition states that, <e ,e,>
€ more_complex_than for any two program segments e, e, iff m(e,) > m(e,) and m(e,
@ e,) = m(e,) + m(e,). The above definitions lead to the concept of a scale.

Definition 5. Scale. A scale is a triple <ERS, NRS, m>, where ERS is an Empirical
Relational System, NRS is a Numerical Relational System, and m is a measure that
satisfies the Representation Condition.

In what follows, we assume that measures satisfy the Representation Condition.

Given an Empirical Relational System and a Numerical Relational System, two is-
sues arise, i.e., existence and uniqueness of a scale that links them. We will not deal
with the existence problem in this section. As for uniqueness, more than one legitimate
scale may be built. This is a well known fact in everyday life, in which one may meas-
ure the weight of objects in kilograms, grams, pounds, ounces, etc. At any rate, some
properties of scales are invariant, called meaningful statements.
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Definition 6. Meaningful Statement. A statement is said to be meaningful if its truth
value does not change when a scale is replaced by another scale. Formally, if S(m) is a
statement based on measure m and S(m’) is the same statement obtained by replacing
m with m’, we have S(m)&S(m’).

Meaningful statements provide the real information content of a scale. For instance,
it makes sense to say that an object is twice as heavy as another, regardless of the scale
used (kilograms, pounds, etc.). If this statement is true with one scale, it is also true
with all other scales. Instead, suppose we can tell if a software failure is more severe
than another and we can classify failures with a 4-value severity scale with values 1
(least severe), 2, 3, 4 (most severe). It does not make sense to say that severity 2 fail-
ures are twice as severe as severity 1 failures, as the truth value of this statement de-
pends on the specific choice of values. The truth value of the statement changes with
another scale with values, say, 2, 15, 34, 981.

As the weight example shows, it may be possible to map one scale into another. In
the weight example, we can map one scale into another by multiplication by a suitable
constant, i.e., any proportional transformation provides a legitimate scale with a dif-
ferent weight unit. This leads to the definition of admissible transformation.

Definition 7. Admissible Transformation. Given a scale <ERS,NRS,m>, the
transformation of scale fis admissible if m=fom (i.e., m’is the composition of f and m)

and <ERS,NRS,m’> is a scale.

An admissible transformation may not always exists. For instance (see [5]), let ERS
= <E,R>, with E = {r,s,t} and R = {<r,s>,<r,t>}, and let FRS = <Real, >, >, where
Real is the set of real numbers and >, and >, is a binary relation on Real such that x >,
y if and only if x > y+1. Let m’be such that m(r) = 2, m'(s) = 0, m () = 0, and m" such
that m"(r) =2, m"(s) = 0.1, m"(¢#) = 0. Both m’and m" are legitimate scales, but there is
no admissible transformation that transforms m’ into m". Scales of this kind do exist in
MT, where they are called irregular scales.

The scales for which admissible transformations exist may be classified according
to the set of admissible transformations they can undergo, since a specific set of ad-
missible transformations entails a specific set of meaningful statements. Next we de-
scribe some basic scale types of MT (though other types exist as well).

Nominal Scales. The values of these scales are labels for categories in which the
entities are classified, with no notion of order among the categories, i.e., the set of
entities is partitioned in a set of equivalence classes, each associated with a value of
the measure. These scales can be transformed into other scales through one-to-one
transformations. The invariant property is that two entities belong to the same equiva-
lence class according to some measure m if and only if they belong to the same
equivalence class according to some other measure m’. An example of a nominal scale
may be the programming language used to write a program.

Ordinal Scales. The values of these scales are labels of categories in which the en-
tities are classified, with a fotal ordering across categories. These scales are trans-
formed into other scales via strictly monotonic transformations, which preserve the
invariant property of the ordering. An example of an ordinal scale is failure severity.
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Interval Scales. Each entity is associated with a numerical value, so that we quan-
tify the difference between values. Strictly speaking, given a scale m, a new scale m’
can be obtained only through transformations of the kind m’=am+b, with a>0, i.e., we
can change the origin of the values (by changing ) and the unit measure (by changing
a). Given four entities e, e,, e,, e,, the invariant statements are of the kind (m(e,) -
m(e,))/(m(e,) - m(e,)): the ratio of the lengths of two intervals is invariant. An interval
scale may be the date of a milestone of a software project.

Ratio Scales. Each entity is associated with a numerical value that allows us to pro-
vide a quantification for the ratio between values. Given a scale m, a new scale m’can
be obtained only through transformations of the kind m’=am, with a>0, i.e., we can
change only the unit measure by changing a. Given two entities e,, e, the invariant
statements are of the kind m(e,)/m(e,), i.e., the ratio of the values is invariant. An ex-
ample of a ratio scale may be LOC as a measure of the size of a program.

The larger the set of admissible transformations, the less "precise" the scale. To
measure the control-flow complexity of program segments, a nominal scale would
allow us to classify segments into different classes, but not to order them. An ordinal
scale would allow us to order the classes of the program segments, but not to measure
the "distance" in control-flow complexity. An interval scale would allow us to meas-
ure the "distance" in control flow complexity among the program segments, but not
the ratios between control-flow complexities; a ratio scale would allow us to measure
the ratios between control-flow complexities. In practical use, there is a divide be-
tween the fully numerical scales (interval, and ratio ones) and the scales whose values
may not necessarily be numerical (nominal and ordinal ones).

2.2 Issues in Applying MT in Software Engineering Measurement

Representational Measurement Theory is a consistent theory that has been developed
in the last decades to give a solid mathematical basis to measurement for the social
sciences. Here, we show some problems that may arise when applying MT in software
engineering measurement. We argue that MT may be too demanding at this stage of
technology, so a weaker approach may be more appropriate.

The problem of finding a measure that satisfies the Representation Condition (even
when the Representation Condition is not fully explicitly stated) has been largely de-
bated for a number of software attributes (e.g., size, complexity, cohesion, coupling,
...) in several different ways in the literature. The main point of most of these discus-
sions is that, for virtually any measure, a "counterexample" can be found that ques-
tions the measure’s consistency with intuition, i.e., more rigorously, its satisfaction of
the Representation Condition.

The first part of the Representation Condition (marked with (1)) requires that
Viel.nV<e, .., e >€ E"(<e, .., e, >€R, < <ml(e)), .., m(e,)>€ S). Let us explain this
condition through our on-going example about control-flow complexity. Suppose that
we have chosen m as a measure of control-flow complexity. The first part of the Rep-



206 S. Morasca

resentation Condition says that, for any two program segments e, ¢,, we have <e,,e,>
€ more_complex_than if and only if m(e,) > m(e,).

Suppose we use the cyclomatic number as a measure of the control flow complexity
of software code. Since the cyclomatic number of a program unit can be computed as
the number of decision points in the software unit plus one (where an n-way decision
point contributes as (n-1) two-way decision points), using the cyclomatic number as a
software complexity scale implies that we rate as more complex a program unit C/0
with a single case statement with 10 exits than a program unit W8 with 8 nested
while loops. It is unclear if a wide consensus can be found on this ordering. If we
believe that program unit W8 is more complex than program unit C/0 we cannot use
the cyclomatic number to measure control flow complexity.

This problem may not be due to a poor choice of a measure for a software attribute.
Fenton [2] argues that no ordinal control-flow complexity scales exist because this
would first imply finding a strict weak order (Definition 8) among the control-flow
graphs according to their complexity and then finding a measure. The same situation is
likely to occur for a number of software engineering attributes. Since we cannot find a
strict weak order among the entities, we cannot define measures. We now provide the
notion of strict weak order [5].

Definition 8. Strict Weak Order. A strict weak order is a pair <E,R>, where E is a

set of entities and RCEXE is a binary relation that is

e Asymmetric: V e e, € E R(e,,e,) = —R(e,.e,)

e Negatively transitive: V e e,.e, €E —R(e,.e,) A =R(e,e,) = —R(e,.e,) or, equiva-
lently, V e ,e,.e, €E R(e .e,) = R(ee,) v R(e,.e,).

Strict weak orders can also be characterized through Theorem 1 [5], which requires
the following notion of indifference relation.

Definition 9. Indifference Relation. Given a pair <E,R>, where E is a set of entities
and RCEXE, the relation ICEXE such that [ (¢e,e,) < (—R(e,.e,) A —R(e,.e,)) is said to
be the indifference relation derived from R.

Theorem 1. Strict Weak Order. A pair <E,R>, where E is a set of entities and
RCEXE, is a strict weak order if and only if R is

1. Asymmetric: i.e., V e,e, € E R(ee,) = —R(e,.e,)

2. Transitive: i.e.,Ve e,e, € E R(e,e,)AR(e,e,)=R(e, e,)

3. and the indifference relation /, is an equivalence relation.

Theorem 1 (from [5]) shows that the entities in a Strict Weak Order can be organ-
ized in a totally ordered set of equivalence classes, each of which contains elements
that cannot be ordered. Not every partial order is a strict weak order. For instance,
given E = {e e,.e,e,} and R = {<e,,e,><ee><e,e><e,e>}, relation R is asymmet-
ric and transitive, but it does not generate a relation /, that is an equivalence relation as
the pairs <e,,e,> and <e,,e,> belong to /,, but <e ,e,> does not.
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It can be shown theoretically [5] that an ordinal scale exists iff the Empirical Rela-
tional System is a strict weak order. Fenton [2] contends that it would be impossible to
find a sufficiently wide consensus on any negatively transitive order among control-
flow graphs, so no ordinal control-flow complexity scales can possibly be defined.
With reference to the control-flow graphs in Figure 1, it is argued that program seg-
ment y may be plausibly ranked as more complex than program segment x, but other
pairs, such as x and z or y and z look incomparable. So, it would be impossible to find
a wide consensus on a strict weak among these control-flow graphs.

X y z

Fig. 1. Complexity ordering among control-flow graphs? (from [2])

Summarizing, we can provide an intuitive order for some of the pairs of entities,
but not for all of them. In this situation, MT allows only for the existence of nominal
measures. However, this implies a loss of information, since we have lost the piece of
information about the ordering of the entities that we are actually able to order.

This is due to the nature of condition (1) of the Representation Condition, which
states a property of the kind "if and only if," i.e., a double link is required between the
Empirical Relational System and the Numerical Relational System. This double link
may be too demanding for the current state of the art of software engineering meas-
urement. It should be studied how this double link could be relaxed and what can be
gained and lost by doing so, as we explain next.

3 Weak Measurement Theory

We propose a modified form of Measurement Theory, which we call Weak Measure-
ment Theory (WMT for short). The difference between MT and WMT is that we do
not require a double link between the Empirical Relational System and the Numerical
Relational System in the Representation Condition, as follows.

Definition 10. Weak Representation Condition. A measure must satisfy the

following two conditions
Viel.nV<e,.,e > E" (<e, .., e >R = <mf(e), .., m(e,)>€S) (2)
Vjel.m V<e,, e,>e EXE (m(e, o0, e,) = m(e) ® m(e,))

This definition leads to the definition of weak scale.
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Definition 11. Weak Scale. A weak scale is a triple <ERS,NRS,m>, where ERS is an
Empirical Relational System, NRS is a Numerical Relational System, and m is a
measure that satisfies the Weak Representation Condition.

In our complexity-related example, the Weak Representation Condition states that,
for any two program segments e,, ¢,, whenever <e,,e,> € more_complex_than we have
m(e,) > m(e,) and m(e, @ e,) = m(e,) + m(e,). Since we have lost the implication from
the Numerical Relational System to the Empirical Relational System, we also allow
cases in which <m(e,)), .., m(e,)>€ S, but not <e,, .., ¢, >€R,, i.e., "false positives" are
possible. In our complexity-related example, this means that we may have m(e,) >
m(e,), but not <e,e,> € more_complex_than. We need to point out, however, that
<e,.e,> & more_complex_than does not imply <e,.e,> € more_complex_than. Instead,
we do not have sufficient knowledge or we have not reached a sufficiently broad con-
sensus on how to order e, and e, based on their complexity. As a proof of this state-
ment, if we know that <e,.e,> € more_complex_than, then we must have m(e,) >
m(e,), due to condition (2) of the Weak Representation Condition and not m(e,) >
m(e,). Thus, having just the implication from the Empirical Relational System to the
Numerical Relational System means that a measure must order correctly all those
entities whose complexity is ordered in the Empirical Relational System. Whenever
<e,e,> & more_complex_than and <e,.e,> ¢ more_complex_than, we are indifferent
as for the relative values that the measures may associate with e, and e,, i.e., we may
indifferently have either have m(e,) > m(e,), m(e,) = m(e,), or m(e,) > m(e,).

The presence of "false positives," also entails that, in the control-flow complexity
example, when we have m(e,) > m(e,), we cannot draw the conclusion that <ee,> €
more_complex_than with certainty. Thus, there may be a loss of information when one
uses the Weak Representation Condition. This potential loss should be compared
against the benefits of using a less strict approach, as we now explain.

First, it should be borne in mind that, for a number of currently widely used meas-
ures, the Representation Condition simply does not hold. Two alternatives exist:

e discard all the measures that do not satisfy the original Representation Condition;
e study them and their properties with the Weak Representation Condition.

Second, MT is a relatively recent development and its usefulness should be as-
sessed based on its applicability to real cases. It is a fact that, so far, MT has provided
very little guidance in the definition of new software engineering measures and has
had a mainly "destructive" function in finding out problems with the existing software
engineering measures. We would like to add that the Weak form of MT has been sug-
gested in the past as an alternative to MT [1], but, to the best of this author’s knowl-
edge, this avenue of research has not been pursued any further.

Third, in several cases, it is not possible to provide a strict weak order of the enti-
ties according to some attribute of interest, at least at this stage of the software meas-
urement field. The examples of [2] are a clear proof of that. Multidimensional
measurement has been suggested as an alternative in these cases. Instead of
considering an attribute as a single one, it should be considered as composed of
several different (sub)attributes, each of which can be measured independently.
However, it may not be easy to identify the (sub)attributes that compose the attribute
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easy to identify the (sub)attributes that compose the attribute of interest. Also, even if
all the (sub)attributes were identified, a consensus on a strict weak order on the enti-
ties according to the overall attribute of interest cannot usually be obtained.

We propose instead that WMT be investigated so as to provide a less demanding
mathematical theory as a foundation for measures. This implies providing new defini-
tions in WMT for a number of concepts that exist in MT, starting from meaningful
statement. The most natural way to provide a new definition of meaningful statement
is to use the same notion as in Definition 6, except that the new definition involves
replacing a weak scale with another weak scale.

Definition 12. Weak Meaningful Statement. A statement is called a weak
meaningful statement if its truth value does not change if a weak scale is replaced by
another weak scale. Formally, if S(m) is a statement based on measure m and S(m’) is
the same statement obtained by replacing m with m’, we have S(m)=S(m’).

A weak meaningful statement is invariant across all weak scales. Based on the no-
tion of weak meaningful statement, a theory of levels of measurement can be defined
in WMT. Being more liberal than MT, Weak Measurement Theory imposes less strict
constraints on the scales belonging to each category.

Weak Nominal Scales. The meaningful statements of this class of scales are of the
form m(e,) = m(e,), for at least one pair of entities e, e,. If m(e,) = m(e,) for a pair of
entities e,, e, and one scale m, we must have m¥e,) = m7e,) for all other scales m’.
Whenever the set of values V of the measures has at least the same cardinality as the
set of values of the entities £, we cannot impose that the entities e, e, be necessarily
different. Otherwise, scales that are classified as nominal in MT would be excluded by
the definition. In MT, when IVl > |E|, there are at least as many values as entities, so
we can define a nominal measure just by assigning a different value to each entity.
Thus, there may not exist two distinct entities e,, e, such that m(e,) = m(e,). However,
when |V] < |El, we are forced to provide the same value to at least two entities, in both
MT and WMT. In both MT and WMT, values are labels for subsets of entities, with
the following difference. In MT, the set of entities is partitioned in a set of equivalence
classes, each of which receives a different label by every scale. In WMT, two different
classes may receive the same label by some scale.

Weak Ordinal Scales. <ERS, NRS, m> is a weak ordinal scale if m(e,) > m(e,) is a
weak meaningful statement for at least one pair of entities e,, e,. It is not required that
m(e,) > m(e,) or m(e,) = m(e,) be weak meaningful statements for all pairs of entities
e,, e,. The values of these scales are labels for categories in which the entities are
classified, with a not necessarily total ordering across the categories.

Weak Interval Scales. <ERS, NRS, m> is a weak interval scale if (m(e))-
m(e,))/(m(e,)-m(e,))=k is a weak meaningful statement for at least one 4-tuple of enti-
ties e, e,, e,, e,, .., k is a constant value across all scales. It is not required that this
statement be meaningful for all 4-tuples of entities. Thus, we can quantify the differ-
ence between measurement values for some entities.
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Weak Ratio Scales. <ERS, NRS, m> is a weak ratio scale if m(e,)/m(e,) = k is a
weak meaningful statement for at least one pair of entities e,, e,, i.e., k is a constant
value across all scales. Each entity is associated with a numerical value that provides a
quantification for the ratio between some measurement values.

As admissible transformations across scales may not exist even in MT, we have de-
fined the above levels of measurement based on the notion of weak meaningful state-
ment. The notion of admissible transformation is less likely to be useful in WMT for
this purpose, because the set of weak scales of WMT includes the set of scales of MT.
Thus, the set of transformations that lead from one weak scale to another weak scale
may not be easy to identify. For instance, the set of admissible transformations that
lead from one weak ordinal scale to another includes all those transformations that
preserve only the truth value of the meaningful statements, i.e., the ordering among
those pairs of entities e,, e, for which we must have m(e,)>m(e,) for all measures m.
Take two entities e,, e, for which we need not have m(e,)>m(e,) for all measures m,
i.e., m(e,)>m(e,) is not a weak meaningful statement. Given a measure m’ for which
me,)>m7(e,), there exists an admissible transformation of m’ that leads to a measure
m" for which m"(e,)>m"(e,) and another admissible transformation that leads to a
measure m"’ for which m"(e,)>m"(e,).

At any rate, it is true that the admissible transformations used for the different lev-
els of measurement of MT can be safely used to transform one weak scale into another
weak scale in WMT. For instance, by applying any non-decreasing strictly monotonic
transformation to a weak ordinal scale we still obtain a weak ordinal scale, since it
certainly preserves the truth value of all meaningful statements.

4 Existence of Weak Scales for the Ordinal and Ratio Levels

Here, we first show how the theory of ordinal scales of MT can be extended to
weak ordinal scales in WMT (Section 4.1). Then, we show how a theory of weak
extensive measurement can be built in WMT (Section 4.2). In what follows, we
need to use in the Empirical Relational Systems the concept of hierarchy, which we
define next.

Definition 13. Hierarchy. A hierarchy is a pair <E, R>, where RCEXE is a binary
relation on E such that it does not contain any cycle, i.e., any sequence of pairs
{<e.e,> <e,e>, ..., <e,e. >, .., <e.e >} of any length n with Viel..n R(e,e,,,)
such that e =e__,.

For instance, hierarchy <E,R> where E = {e, e,, €3, ey, €5, €6} and R = {<eg,e>,
<es,e3>, <ey,e3>, <e3,e,>, <es,e>} can be graphically represented as in Figure 2.
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Fig. 2. A hierarchy

4.1 Weak Ordinal Scales

Based on operations research, Adams [1] proved Theorem 2, analogous to Theorem 1
for MT. (A different proof is in [4], with the proofs for all other theorems).

Theorem 2. Necessary and Sufficient Condition for the Existence of a Weak
Ordinal Scale. Given the Empirical Relational System ERS=<FE,R>, with RCEXE and
the Numerical Relational System NRS=<Real , > > (Real, is the set of positive real
numbers), a weak ordinal scale <ERS,NRS,m> exists iff R is a hierarchy.

When the implication from the Numerical Relational System to the Empirical Rela-
tional System is removed, the theorem shows that relation R of the Empirical Rela-
tional System may not be a strict weak order for a weak scale to exist. So, we have a
scale type in WMT that is between the Nominal and the Ordinal ones of MT.

4.2 Weak Extensive Structure and Weak Ratio Scales

We prove a theorem on how we can even extend the results of Extensive Structures of
MT to define Weak Extensive Structures in WMT and weak ratio scales.

Definition 14. Weak Extensive Structure. Let E be a set, RCEXE is a binary relation
on E, and o a total function 0: EXE—E. The triple <E, R, 0> is said to be a Weak
Extensive Structure if and only if the following axioms hold.

Al (Weak Associativity): ¥V e e.e, € E (Eq(eo(e,0e,), (e0e)oe,)), where Eq is an
equivalence relation defined as Eg(e,,e,)& —R(e,.e,) A =R(e,.e)).

Axiom Al states that the order in which the entities in E are combined does not af-
fect the ordering of the resulting elements. Thus, if e,=e,0(e,0e,) and e.=(e,0e,)0e,, it is
neither R(e,.e,) nor R(e,e,). The associativity of the combination operation is weak
(like in MT) because it is not required that e,0(e,0e,)=(e,oe,)oe,.

A2 (Hierarchy): <E, R> is a hierarchy.

A3 (Monotonicity): V e e,.e, € E (R(e,e,) = —R(e,0e,,e 0e,)). The order between two
entities e, and e, cannot be changed by combining e, and e, with any other entity e,.

A4 (Archimedean): ¥V e e,e.e, € E (R(e,.e,)= dne N —R(ne,0e,.ne oe,)) where ne is
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recursively defined for any e € E as le=e and V n > 1 ne=(n-1)e o e. Axiom A4 states
that, for any pair of entities e,,e, and for any ordered pair of entities e, ,e,, it is possible
to find a number n such that the combination of e, n times with e, is not ordered with
respect to the combination of e, n times with e,.

Theorem 3 extends to WMT the theorem of the Extensive Structures for MT.

Theorem 3. Existence of an Additive Scale for a Weak Extensive Structure. Let £
be a set, RCEXE a binary relation on E, and o a total function o:EXE—E. There is a
function m:E—Real, where Real is the set of real values, such that R(e,.e,) = m(e,)
>m(e,)Am(e,0e,)=m(e,)+m(e,) if and only if <E,R,0> is a Weak Extensive Structure.

Theorem 3 shows that there are several families of measures, one for each Strict
Weak Order that can be defined on the transitive closure of R. This is different from
MT, where there is only one such family of measures, and one measure m’ can be
obtained from any another measure m by multiplying m by a suitable coefficient. Each
of the measures in WMT is an additive one. It is immediate to show that the scale built
on top of an additive measure m is a weak ratio scale.

Theorem 4. Weak Additive Scales and Weak Ratio Scales. Let <ERS, NRS, m> be
a weak scale, with ERS = <E, R, o> (where E is a set, RCEXE, and o a total function
0: EXE—E), NRS = <Real, > , +>, and m a function m: E—Real, i.e., R(ee,)=
m(e,)>m(e,) A m(e,0e,) = m(e,) + m(e,). Then, <ERS, NRS, m> is a weak ratio scale.

5 The Mean Value to Evaluate Central Tendency for Weak Scales

One of the most important characteristics of a set of measurements is its central ten-
dency. Several indicators may be defined for measuring the central tendency of a set
of measurements, e.g., the arithmetic mean and the median. In this section, we show
when the arithmetic mean and the median can be used in WMT.

We would like to point out that, in MT, it is often said that the mean value of a set
of ordinal measurements cannot be taken as an indicator of central tendency. The
following example is typically used to show that the mean of an ordinal scale should
not be used because it leads to meaningless statements. Suppose that m’ is an ordinal
measure, and that we have obtained two sets of failures {x,, ..., x,} and {y,, ..., y,}on

1 1 .
two programs. Take statement zziel..n ml(x) > ;Zjel“p m(y)), which compares the

mean values of the measures we have obtained on the two sets of failures. Conven-
tional wisdom says that this statement is not meaningful since its truth value may
depend on the specific ordinal scale chosen. In other words, it would not be true that

l ) l b L 1 L 1
;Zie 1 M(X) >p je1p,M0) & nzie 1 () > peict.p ™ o) O
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for every other ordinal measure m" that we chose to use instead of m’. Examples can
be easily built to show this lack of meaningfulness.

Surprisingly, this general statement is not true. In some cases, statement (3) is true
independent of the ordinal measure chosen. To prove this property, which is against
conventional wisdom, we proceed from more extreme less obvious examples and then
we will build a general theory. Before doing so, we observe that the computation of
the mean of an ordinal measure m with ¢ values (e.g., a failure criticality measure that
can assume ¢ = 5 different values) can also be carried out as Y, _,  fum,, where f, is the

relative frequency with which value m, is obtained. For instance, suppose that failures
can be classified into five classes (z = 5) with the class whose index is k = 1 being the
class of the least critical failures and the class corresponding to k = 5 being the class of
the most critical failures. Note that & is just the index of the different classes, so it is
not the measure chosen. Frequency f, is the proportion of failures obtained by execut-
ing the program that have been assigned to class k, e.g., f, = 0.2, f, = 0.25, f, = 0.35, f,
=0.1, f; =0.1 (the sum of the frequencies must be 1).

Thus, we can rewrite (3) as

D1 i > Xy 1. 800 S Dy S > ey 8 )
where g, is the frequency of class k failures obtained by executing a different program
(or even by carrying out a different set of executions on the same program, with a
different testing techniques, for instance).

Let us start with the most extreme example. Suppose we have obtained the follow-
ing two frequency distributions: f,=0, £,=0, £,=0, £=0, f,=1 and g =1, g,= 0, g,= 0, g,=0,
g=0. Statement (4) is obviously true, since it becomes m’>m’, < m">m",. Thus, any
admissible (i.e., strictly monotonic) transformation of measure m’ into a measure m"
will not change the truth value of the statement m’, > m’. Let us now move on to an
even less extreme example, with the following two frequency distributions: f, = 0.05,
£,=015,£=02,f/=02,f,=04and g, =0.1, g, =0.15, g, =0.25, g, =0.3, g, = 0.2.
Statement (4) becomes
0.05m’ +0.15m’+0.2m’4+0.2m’+0.4m’; > 0.1m’ + 0.15m’,+ 0.25m’+0.3m’ +0.2m

=
0.05m" +0.15m" +0.2m" +0.2m" +0.4m" >0.1m" +0.15m" +0.25m" +0.3m" +0.2m"
This statement is true, and the reason can be found in the following theorem.

Theorem 5. Let {w,, ..., w} and {m,, ..., m,} be two sets of real numbers. Let the total
ordering among the m,’s be known, and, let us suppose that 0 <m, <m, < ... <m, We
have Zke 1.s W m, > 0 for every choice of m,, m,, ..., m such that 0 <m, <m, <...<m,

if and only if, for all 1<g<t, the sum of the weights Zkeq..t w, > 0.

Theorem 5 can be used to compare two mean values by rewriting (4) as

e frg)m' >0, (frg)m" >0
to apply Theorem 5 with w, = (f,-g,). Thus, it is not true in general that statement (3) is
false in the general case even in MT. In WMT, we can prove a similar theorem for a
special case of hierarchy (a forest), whose definition is based on the definition of tree.
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Definition 15. Trees and Forests. A tree is a connected hierarchy in which (1) there
exists only one node r (the root) such that there is no other entity a for which <r,a>€ R
and (2) for any node q, there is at most one other node a, such that <a,,a,>e R. Two
trees are disjoint if they do not share any nodes. A forest is the union of a set of
disjoint trees. Two nodes c, d in the forest are said to be ordered if the pair <c,d>
belongs to the irreflexive transitive closure of R. Given a node d, the set of nodes ¢ for
which the pair <c,d> belongs to the irreflexive transitive closure of R or is the pair
<d,d> is denoted by Prec(d).

Theorem 6. Let {w,, ..., w,} and {m,, ..., m,} be two sets of real numbers. Let a forest
ordering among the m,’s be known. We have Zke 1s W, m, > 0 for every choice of non-

negative m,, m,, ... , m, satisfying the given forest ordering if and only if, for all nodes
d, we have Zke Precdy Wi > 0, i.e., where the sum of the w,’s is carried out over all k for

which it is known from the forest ordering that m, > m, plus the value w,.

The result of Theorem 6 can be used to solve the problem in the general case of hi-
erarchies. We first need to transform the hierarchy in a forest. The roots of the trees of
the forest are the nodes of the hierarchy that have no successors. One tree will be built
for each of these nodes. Then, a depth-first search is carried out from these roots.
When a node a with more than one successor is found, replicate that node in each of
the trees that are being built. The value of measure m(a) is left unchanged, while the
total weight w(a) is distributed across all the new nodes that have been created. Thus,
we introduce a set of variables representing the weights of the new nodes with the
constraint that their sum must be equal to w(a). When the visit of the hierarchy is
completed, we have a forest and a set of linear equations that link the weights of the
new nodes created. For instance, starting from the hierarchy in Figure 2, we obtain the
forest represented in Figure 3.

So, the general problem is reduced to the following one: Given a finite set of linear
equations (derived from the creation of the new nodes) and linear inequalities (derived
by the requirements of Theorem 6) involving real valued variables, decide if the poly-
tope determined by these constraints is empty. This problem has a Linear Program-
ming algorithmic solution of relatively low computational cost, which is also the first
part of the Symplex algorithm. In a time which is polynomial in the number of the
variables we can decide if this set is empty. If not, the algorithm provides a solution
point as well. Also, the entire process can be easily automated.

From the viewpoint of WMT, finding a solution to the above problem implies that
the comparison between mean values is meaningful, i.e., its truth value does not
change for any choice of the measure m’ used.
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Fig. 3. Transformation of the hierarchy of Fig. 2 into a forest

6 Conclusions and Future Work

In this paper, we have presented a proposal for an approach to defining a theory of
measurement with less strict requirements than MT. As such, WMT may be more
easily applicable to the current state of the art of software measurement.

A more thorough investigation of the issues outlined in this paper is clearly called
for, even though this paper may represent a consistent nucleus around which a full-
fledged theory may be developed. Among the issues, we need to investigate further
whether the notions of weak measurement levels is adequate or should be refined; how
the properties of many important software engineering attributes, e.g., complexity,
cohesion, coupling, may be modeled in the framework of WMT; what other gains and
losses may result from the use of WMT instead of MT.
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An Information-Based View of Representational
Coupling in Object-Oriented Systems
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Abstract. In this paper we investigate a special type of coupling in
object-oriented systems. When a method of a class C invokes a method
of a class D, the method of C' becomes dependent on the representa-
tional details of D: the more low-level the service provided by D is the
higher the dependency of C' on D. This dependency is known as repre-
sentational coupling. Coupling in general, and representational coupling
in particular, are important because they influence the extensibility of a
system, that is, the ease with which software can be adapted to changing
requirements: the higher the coupling the harder it is to make changes
since any changes local to one module are likely to affect many other
modules.

We propose a qualitative measure of representational coupling (as
opposed to quantitative measures provided by metrics) that is based
on partial orders over equivalence relations on the state space. We
also introduce the notion of intrinsic representational coupling that
expresses the amount of representational coupling that is inherent to the
system. Finally, we show that despite its non-quantitative nature our
measure can be useful in identifying candidate methods for refactoring.
We demonstrate this by applying our measure to several examples
in the literature, showing in each case how an implementation with
non-minimal representational coupling can be transformed using a
few simple refactorings into a solution with minimal representational
coupling (equal to the intrinsic representational coupling).

Keywords. coupling, object-oriented, extensibility, refactoring,
metrics

1 Introduction

Coupling is a well-known quality factor of software. It expresses how strongly
individual software modules depend on each other. Coupling has a major impact
on the extensibility of software, that is, on the ease with which software can be
modified to adapt to changing requirements. The lower the coupling the easier
it is to change individual modules since changes local to one module are likely
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to have a lower impact on other modules. There exists a similar relationship
between coupling and fault-proneness, that is, the likelihood of detecting a fault
in a class: the higher the coupling in a system, the higher the fault-proneness.
The relationship between coupling and external quality attributes such as fault-
proness has been demonstrated by defining metrics for various types of coupling
and performing empirical studies on the relevance of these metrics (e.g., [BBM96]
Bri97[LHI3)).

In this paper we consider representational coupling, a fundamental type
of coupling ubiquitous in object-oriented systems. Whenever an object calls a
method of another object, this method call reveals something about the callee:
in the worst case (resulting in high representational coupling) it discloses im-
plementation level information, in the best case (low representational coupling)
it provides high-level information that reveals little about the internal structure
of the object. The term representational coupling was first used in [Cha93] and
discussed in some detail in [Rich99|.

For example if the invoked method is simply the accessor function for an
attribute, we have a high degree of representational coupling since these accessor
functions are close to the implementation level (and thus likely to change). On
the other hand if the method that is invoked provides a much higher-level service,
then implementation changes in that method‘s class are less likely to affect this
service, thus resulting in a lower degree of representational coupling.

As we shall explain later in this paper existing coupling metrics (such as
[ChiKem9T/ChiKem94LHI3ILee95Brio7YacI9ATi02]) do not capture repre-
sentational coupling. One reason for this is that they are based on counting dif-
ferent types of interactions. The resulting quantitative measures are too coarse-
grained to evaluate the level of abstraction of method calls, something that is
needed for evaluating representational coupling.

In this paper we develop a ”qualitative measure” for representing represen-
tational coupling: rather than simply assigning an ordinal number to a given
design, we base our measure on the refinement ordering over equivalence rela-
tions on the state space. We also develop the notion of intrinsic representational
coupling, which is a measure for the minimum amount of representational cou-
pling inherently contained in a system. We shall prove that no design can have
representational coupling less than the intrinsic representational coupling.

Because of the qualitative nature of our measure it cannot be directly used
as an indicator to make predictions on external quality factors (such as fault-
proneness or extensibility). It can however be used to compare the representa-
tional coupling with the minimum representational coupling possible as given by
the intrinsic representational coupling. In this manner our measure allows us to
detect possible candidates for refactoring. We shall exemplify this application by
considering three examples from the literature. For each of these examples we
describe an ad-hoc solution that displays non-optimal representational coupling.
By using a few simple refactoring techniques we are able to transform each of
these implementations into a solution with representational coupling equal to
the intrinsic representational coupling.
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In Sect. 2l we introduce basic object-oriented terminology. In Sect. [3] we derive
a mathematically precise definition of representational coupling. In Sect. [4] we
define the notion of intrinsic representational coupling. In Sect. [3] we show by
means of examples how we can achieve optimal coupling using simple refactor-
ings. In the final section we present some conclusions of our work.

2 Object-Oriented Terminology

An object-oriented system is made up of objects which are instances of classes.
Each class consists of methods and attributes. We consider only non-static meth-
ods. The allowed data types of attributes depend on the programming language.
We shall simplify the following definitions by basing ourselves on Java. These
definitions can easily be adapted to other languages (such as C++, Eiffel or
Smalltalk).

Since we attempt in this paper to establish a sound mathematical basis for
representational coupling, we need to exercise some care in defining the basic
terms unambiguously. An object is really a triplet (identi fiertype value) where
the identifier is from a set of identifiers I and the value - which we also call the
state of the object - is a tuple [A; : vi<ms Ay : vg] where each v; is the value
of attribute named A;. The value of an attribute is defined as follows: if the
attribute is of a primitive type then v; is the primitive value, if it is of a class
type then the value is either null or an identifier in I, and finally, if it is of an array
type, then its value is the tuple of values of the individual elements (recursive
definition!). An object set consists of a set of objects such that different objects
have distinct identifiers in [ and each identifier of I occurs as identifier of an
object in the set.

We refer to the pair (identifier set, object set) as the system state. The system
starts out in an initial state. Any system state that can be reached from this
initial state is called a reachable state. From here on whenever we talk about a
state we imply that the state must be reachable.

3 Towards a Formal Definition of Representational
Coupling

3.1 Related Work on Coupling

Much research effort has been spent on coupling in the field of software met-
rics. Several types of coupling in object-oriented systems have been investigated.
In [Bri99a] three frameworks ([Eder94/HiMo95|Bri97]) for describing coupling
are investigated and an attempt is made to unify those frameworks according
to certain criteria. One of these criteria is the type of connection, that is, the
mechanisms that may contribute to coupling. The following classification of con-
nections is given (assume m is a method of class C' and D denotes another class):
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. D is the type of an attribute of C

. D is the type of a parameter or a return type of m

. D is the type of a local variable of m

. D is the type of a parameter of a method invoked by m
. m references an attribute of D

. m invokes a method of D

. high-level dependency of C' on D such as “uses”

N O U W N

Representational coupling corresponds to connection type 6. Connection
types 1-4 involve class D as a type being used in C. Connection type 7 only
measures coupling at a very high level. Of the two remaining types connection
type 6 is in fact the only type of coupling that takes into account the methods
of the server class. In [Bri99a] a list of metrics developed for each connection
type is also given: from that list one can see that the largest number of metrics
was indeed developed for connection type 6, thus underscoring its central role in
coupling measurement.

Let us take a closer look at those metrics:

1. Coupling between Objects ([ChiKem91|/ChiKem94]): counts the number of
other classes to which a class is coupled.

2. Response for class ([ChiKem91JChiKem94]): the number of methods that
can be potentially executed in response to a message received by an object
of that class.

3. Message passing coupling ([LH93]): number of send statements in a class.

4. Information-flow-based coupling([Lee9h]): counts for a method of a class the
number of polymorphically invoked methods, weighed by the number of pa-
rameters of the invoked method.

5. In [Bri97] a suite of measures is proposed that count various types of inter-
actions (e.g., class-attribute, class-method, method-method,...).

6. More recently dynamic (runtime) metrics where developed ([Yac99/Ari02]):
these are based on counting the number of messages sent (or received) by
an object during runtime.

Without going into the details of the definitions of these measures we observe
that they are all based on counting certain types of interactions. They are do
not permit a deeper analysis of the interaction between a method and a specific
class, something that is needed to ”measure” the abstraction level of an interface
used by a method.

3.2 Example: An Elevator Control System

En route to a more rigorous approach to representational coupling a concrete ex-
ample will be of great help. The following example, taken from [Rich99] describes
an elevator control system. The system contains two classes: ElevatorControl and
Elevator. The class Elevator represents an elevator in a building. Each elevator
has a direction and a position, yielding two methods direction() and position() in
the Elevator class. The ElevatorControl class has a single responsibility, namely
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handling requests. Thus, if somebody pushes a button on a certain floor this class
has to dispatch an elevator to take care of that request. Accordingly Elevator-
Control maintains a list of elevators and has a single method, handleRequest()
that has as argument an object of class Request.

In the first implementation the handleRequest() function polls each elevator,
asking for its direction and position. Based on this information the method
computes the closest elevator and assigns the request to that elevator. Note that
the information the ElevatorControl class asks from the Elevator class, namely
direction and position, is rather low-level.

Here is the pseudo-code describing the first implementation:

Implementation 1 Method ElevatorControl.handleRequest(Request )
1. float minDist = infty;// positive infinity

2. Elevator ec = null; // reference to closest elevator

2. for each elevator e do {

3. compute d=distance(e,r) using e.direction() and e.position();
4. if (d< minDist) {

. ec = e;

6. minDist = d;

7.}

8.}

9. if (ec!= null)
10. ec.addRequest(r);

In a second implementation the Elevator class offers a higher-level interface:
it provides a single public function computeDistance(Request r) which computes
the distance of this elevator to the request. In this implementation the han-
dleRequest method simply asks each elevator to compute its distance from the
request and then assigns, as before, the request to the closest elevator. All that

changes in the implementation is that the pseudo-code on line 3 above is replaced
by

d=e.computeDistance(r);

Intuitively in the second implementation the handleRequest method has
lower representational coupling with respect to the Elevator class since it accesses
a higher-level interface. This intuition is seconded by analyzing how changes to
the Elevator class affect the system design. For instance suppose we want to take
into account the fact that an elevator may be out of order. In this case we have
to add some attribute to the ElevatorClass as well as a method outOfOrder().
In the first implementation we also have to adapt the implementation of the
handleRequest function. In the second implementation it suffices to let the com-
puteDistance return a very large number (e.g., positive infinity) to indicate that
an elevator is out of order without affecting the ElevatorControl class.

Similarly if we want to consider service elevators that move more slowly or
elevators that can only stop on certain floors, both the ElevatorControl and the



An Information-Based View of Representational Coupling 221

Elevator class need to be changed in Implementation 1 while the changes are
restricted to the Elevator class in Implementation 2. (See [Rich99] for details.)

3.3 An Information-Based View

We take the previous example as the starting point towards a more formal def-
inition. Recall that in Implementation 1 the method handleRequest() invokes
the direction() and position() methods of the Elevator class while in the sec-
ond implementation handleRequest() only uses the computeDistance() method
of Elevator.

Let us compare the two implementations from an information-theoretic
standpoint. The reason we can replace the calls to direction() and position()
by a call to computeDistance() is that method handleRequest() does not actu-
ally need all the information conveyed by the first two low-level functions. Indeed
we do not need to distinguish the two cases where an elevator has a different
position and direction but the same distance to the request. This observation
allows us to use the computeDistance() method since it conveys just enough
information to the handleRequest() method.

Since a formalization based on the abstraction level of an interface seems
difficult and since the informal notion of representational coupling appears to be
related to the information exchanged between a method and a class, we put our
measure of representational coupling on an information-theoretic base.

The concept of message is central to our analysis since it is the vehicle by
which information between a method and a class is exchanged.

Dellnition 1 A message is a 4-tuple (a< b methodName:args) where a and b
are object identifiers, methodName is the name of a method of object b and
args denotes the argument values for that method. Note that args may itself
be a tuple if the method takes several arguments. This notation means that the
message is sent from object a to object b and invokes method bomethod N ame()
with arguments args.

A method call may return a result. For the sake of uniformity, we shall assume
that for every message that corresponds to a method call, there is a special
return message. Thus, the return message for a message
(a<bsmethodNames<args) is a message (b<a<returncresult) where return is a
reserved name and result is the result value of the function, or void if the
function does not return a value.

For the following discussion we shall assume that a method m is executed
on an object of class C. We shall analyze the information exchanged between
method m and a second class D by examining the sequence of messages that
enter or leave an object of D. For a given implementation of m this sequence
depends on

0 the system state s (see Sect. B,
0 the choice of an object ¢ of class C' (= object on which method m will be
executed),
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0 the choice of an object d of class D (at which we observe the sequence of
messages).

Here we assume that ¢ and d are identifiers in the identifier set of system state s
(see Sect. [2)). We call the sequence of messages obtained for a given choice of s,
c and d the actual message sequence. We shall call the function that assigns to
each triplet (s<ccd) an actual message sequence the message sequence function.
We also say that m interacts with class D through message sequence function q.

To illustrate these notions consider the elevator control system. In the first
implementation the actual message sequence of an Elevator object consists of
four messages: the position and direction query messages together with their re-
turn messages. In the second implementation the actual message sequence com-
prises only two messages: the computeDistance request and the return message
with the result. Note that in both cases the actual message sequence depends
on the system state and on the choice of the Elevator object since for different
system states the Elevator object may have a different position and/or direction
possibly resulting in different return messages (having different result fields). In
neither case is the message sequence function a constant function.

To evaluate the amount of information exchanged between method m and
object d, we could simply take into account the total size of all messages in the
actual message sequence but such a measure would be highly dependent on the
particular encoding chosen. Another problem with this approach is the necessity
to deal with object references: how does one measure the information contained
in an object reference?

We use a different approach based on examining the dependency of the actual
message sequence on the internal state of the object d (at which we observe the
sequence of messages).

Dellnition 2 A message sequence function ¢ induces an equivalence rela-
tion on S(D), the set of possible states of an object of class D as follows: for
ses’ € S(D) we define s =, " if and only if q(soccd) = q(sicc<d) (ie, q yields
the same actual message sequence) for any choice of ¢ and d (of types C' and D)
and for any two system states so and s{, that differ only in the state of object d
where they have values s and s', respectively.

Intuitively, two states of an object of D are equivalent if they cannot be dis-
tinguished by method m (since they produce the same actual message sequence
regardless of the states of the other objects).

As noted earlier, in the elevator example the distance from the request can
be computed from the position and direction of the elevator. We can express this
in terms of the induced equivalence relations: the message sequence function for
the first implementation induces an equivalence relation on the state space of
the Elevator class that is a strict refinement of that induced by the message
sequence function for the second implementation. We conclude that the elevator
class reveals less information in the second implementation. (Recall that an
equivalence relation is a refinement of another equivalence relation defined over
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the same ground set if the equivalence classes of the former equivalence relation
are subsets of the equivalence classes of the latter relation.)

Method m can be implemented in many different ways. In each case m in-
teracts with class D through a possibly different message sequence function. We
need to be able to compare these functions.

Dellnition 3 Let g and ¢’ be two message sequence functions. Message sequence
function q is weaker than message sequence function ¢, written as q < ¢ if
q' induces an equivalence relation over S(D) that is a strict refinement of the
equivalence relation induced by q.

We observe that this ordering on message sequence functions is not a par-
tial order (since it is not anti-symmetric) but the refinement ordering on the
corresponding equivalence relations is indeed a partial order.

We can apply this definition to representational coupling as follows: consider
two implementations m and m’ with ”the same behavior” in a class C. (Two
methods have the same behavior if from any possible initial state they produce
the same final state.) Then we say that m has lower representational coupling
than m’ with respect to a class D if m interacts with D through a weaker message
sequence function than m/'.

4 Intrinsic Representational Coupling

Let S, be the function that maps any system state to another system state
based on the action of m invoked on object c¢. In a sense S,,.. describes the
semantics of method m. That is, if we call com() on initial system state sg, then
the system will be in state S,,..(so) after m terminates. We call the function
S the state mapping for method m. In this section we take the view that
the same method may have different implementations yielding the same state
mapping and thus having the same behavior. In this context it makes sense to
speak of a method interacting with a class through different message sequence
functions (corresponding to different implementations with the same behavior).

Suppose a method m interacts with class D through a certain message se-
quence function. How can we tell whether there is an implementation for m that
yields an even weaker message sequence function? Or maybe even a weakest pos-
sible message sequence function. This would imply in a sense that m has some
intrinsic degree of representational coupling.

In this section we give some answers to these questions. For a system state
s and an object b of s, let s — b denote the system state with the same object
set as s, but without the state information for b (the states given for all other
objects are the same as those in s).

Dellnition 4 Method m induces an equivalence relation on the set S(D) of
possible states of d as follows: for s<s’ € S(D) we set s =, s if and only
if for any two system states sy and s) that differ only on d where they have

states s and s', respectively, we have, for any choice of object ¢ (of type C),
Siec(81) —d = Spee(sh) — d.
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Loosely expressed this means that s and s’ cannot affect the state outside d in
different ways.

Theorem 1. Suppose that m interacts with class D through message sequence
function q. Then the equivalence relation induced by q (see definition[3) is a (not
necessarily strict) refinement of the equivalence relation induced by m.

Proof. Assume for a contradiction that this is not the case. Then there exist two
states s and ¢’ in S(D) such that s =, ¢’ but s /7 s’. In other words, there exist
two system states s; and s that differ only on d where they have values s and &',
respectively, and having the following two properties: (1) they produce the same
actual message sequence, and (2) they yield a different state for an object other
than d. But this is not possible: if the actual message sequence is the same then
the states of objects other than d must remain the same also since the system
looks exactly the same in both system states for any object other than d. QED

Lemma 1. Suppose that m interacts with D through message sequence function
q and that the equivalence relation induced by q on the state space of D is equal
to the equivalence relation induced by m. Then m cannot interact with D through
a message sequence function that is weaker than q.

Proof. If m interacts with D through a weaker message sequence function, then
the equivalence relation induced by that message sequence function is not a re-
finement of the equivalence relation induced by m thus contradicting the previous
theorem. QED

If a message sequence function for an implementation satisfies the condition
of the lemma, then we will say that the underlying implementation has minimal
representational coupling with respect to class D equal to the intrinsic represen-
tational coupling of method m with respect to class D (implying that no other
implementation can yield a weaker message sequence function).

5 Reducing Representational Coupling via Refactorings

The technique for reducing coupling is in principle quite simple: find a method in
a class that interacts with another class through a non-optimal message sequence
function; replace the method’s implementation by a new implementation that
has the same behavior but lower coupling.

More precisely we view the transformation as a 3-step process:

1. Find a method m of a class C' that interacts with a class D using a non-
optimal message sequence function ¢. For this it suffices to find two states
s1 and s2 — which we shall call witness states — of an object d of D that are
equivalent under the equivalence relation induced by m but not equivalent
under the equivalence relation induced by ¢. In other words the two states
yield different message sequences for d but they cannot affect the states of
other objects differently. We may view such a pair of witness states as an
indication that the coupling can be improved.
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2. The second step consists in transforming the current implementation into
one with lower coupling. The actual transformation will be done via simple
refactorings. Which refactorings apply will depend on the case at hand but
it will require manual inspection of the code.

3. The third step is optional: it consists in proving that the representational
coupling of the new implementation is optimal. It assumes that the solution
obtained through the transformation process has indeed optimal representa-
tional coupling equal to the intrinsic representational coupling.

We shall demonstrate this 3-step process by applying it to three examples
from the literature. We use the following refactorings (in step 2):

0 ExtractMethod: applied when a fragment of code can be grouped together;
consists in turning the fragment into a method whose name explains the
purpose of the method.

0 DecomposeConditional: applied when there is a complicated conditional (if-
then-else) statement; consists in extracting methods from the condition, then
part, and else parts. Note: this refactoring may be viewed as a special case
of the ExtractMethod refactoring where the code fragment is part of a con-
ditional instruction.

0 MoveMethod: applied when a method is using more features of another class
than the class on which it is defined; consists in creating a new method with
a similar body in the class it uses most and either turning the old method
into a simple delegation, or removing it altogether.

Before we examine the examples, let us consider the relationship of the trans-
formation process with existing work on refactoring. Most tools available for
refactoring automate the process of safely applying a refactoring step; an exam-
ple of such a tool is the Smalltalk Refactoring Browser ([RBJ97]). The problem
of detecting candidates for refactoring is more difficult. The usual approach is
based on manual inspection of the code to detect ”bad smells” ([Fow99]). Only
recently has a tool been developed that directly assists the developer in find-
ing refactoring candidates; it is based on detecting invariants ([KEGNOI]). Our
method provides another way of finding candidates of refactoring that is based
on a mathematically precise condition (see Lemma [IJ). In this sense we consider
our approach to be complementary to existing approaches for finding refactor-
ing candidates. Note however that we do not know at this point whether our
condition for refactoring can be tested in an automated fashion.

5.1 Example 1: The Elevator Control System

We claim that in the first solution (Implementation [[) the handleRequest()
method has non-optimal representational coupling with the Elevator class. To
prove this we look for a pair of witness states for an elevator object: if a request
is for a floor r other than the first or the last floor, then elevators at position
r — 1 going up and at position r + 1 going down will be at the same distance
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from the request. The position() and direction() queries will return different re-
sults but the states of other objects will not be affected differently. Thus the
representational coupling is indeed non-optimal.

To obtain a solution with lower coupling, we first apply the ExtractMethod
refactoring to the line of pseudo-code that computes the distance. The result-
ing computeDistance() method only uses features of the Elevator class. We can
therefore apply a second refactoring step, the MoveMethod refactoring, to move
this method to the Elevator class and delete the original method. By applying
these two simple refactoring steps in sequence we arrive at the improved solution
(given in Sect. B2).

We claim that in this second implementation the handleRequest() method
has optimal representational coupling with respect to the Elevator class. We first
show that the equivalence relation induced by handleRequest() has as equiva-
lence classes the sets of states that yield the same distance to the request. This
can be proven as follows: if two states yield the same distance, then they are
treated the same by the state mapping. Conversely, two states with different
distances d; < dy from the request can easily be distinguished: simply set the
other states to a value that yields minimal distance d;. Setting the state of the
first elevator such that the distance is d; will result in it being closest (assume
that in case of a tie the first elevator is chosen) and setting it to a state with
distance dy will result in another elevator being closest.

Finally we observe that the message sequence function in the second imple-
mentation (yielding an actual message sequence consisting of the single com-
puteDistance() query and its return value) induces exactly the same equivalence
relation as the handleRequest() method. Thus we can apply Lemma [ proving
that the second implementation has indeed optimal representational coupling
with respect to the Elevator class.

5.2 Example 2: The Heating System

This example is taken from [Rich99/Riel96] (in slightly adapted form). In a build-
ing a number of rooms are controlled by a central heating system. Each room
has a current temperature, a desired temperature and an indication of whether
it is occupied. The heating system will poll the rooms at regular time intervals
and open the valve for the room thus providing it with heat if it is occupied and
the current temperature is below the desired level.

In the first implementation there are three classes HeatControl, Room and
Valve. The HeatControl class has a single method checkRooms() that performs
the previously described polling process. The class Room has three methods
temperature(), desired Temperature() and occupied() returning the current tem-
perature, the desired temperature and an occupancy flag. Finally the Valve class
has a single method command(c) with an argument ¢ that is either CLOSE or
OPEN.

The checkRooms method works as follows: for each room it determines
whether the room is occupied and whether the temperature is below the de-
sired temperature by invoking the corresponding methods of the Room class. If
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this condition is satisfied then HeatControl sends a open message to the valve
for this room, otherwise it sends a close message to the valve.

Here is the pseudo-code for the checkRooms() method in the first implemen-
tation:

Implementation 2 Method HeatControl.checkRooms()
1. for each room r do {

2. Valve v = r.getValve();

3. if (r.temperature()<r.desired Temperature() and r.occupied())
4. v.command(OPEN);//send heat

5. else

6. v.command(CLOSE);//cut off heat

7.}

Let C denote the condition of the if-statement. Consider two states of a Room
object that have different values for the individual queries in C' but yield the
same value for C'. Two such states form a pair of witness states, showing that the
checkRooms() method has non-optimal representational coupling with respect
to the Room class.

How do we transform the first solution into one with lower representational
coupling? We apply the DecomposeConditional refactoring to extract the condi-
tion in the if-then-else statement into a method needsHeat(). This method uses
only features of the Room class and is therefore moved into that class using the
MoveMethod Refactoring. This leads us to the second implementation in which
the function checkRooms() asks each room whether it needs heat:

Implementation 3 Method HeatControl.checkRooms()
1. for each room r do {
Valve v = r.getValve();
if (r.needsHeat())
v.command(OPEN);
else
v.command(CLOSE);
}

We note that the second implementation is more flexible than the first one:
we can for instance change the rules under which a room is heated (e.g., heat
only during certain time periods) by modifying only the Room class; in the
first implementation both the Room class and the HeatControl class need to be
modified.

We can apply Lemmall] to show that the second implementation has minimal
representational coupling w.r.t the Room class: indeed the equivalence relation
induced by checkRooms on the state space of the Room class is the same as
that induced by the message sequence function.

R R
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5.3 Example 3: A Stock Trading System

Both of the previous examples are control-oriented systems. This last example
taken from [Rich99| is of a different kind. It represents a stock trading sys-
tem. The system contains four classes of interest to us: ServiceRepresentative,
TradingSystem, Order and OrderRegistry. For this discussion we assume that
the ServiceRepresentative can cancel an order by invoking the cancelOrder()
method of TradingSystem with the order number as argument. The Order class
contains a method getStatus() that returns the current status of the order: open
or not open (the latter choice applying when the order has been executed, it has
expired or has been previously canceled). It also contains a cancel() method. The
trading system can only cancel the order if it is open. In the first implementation
the TradingSystem.cancelOrder()method first checks the status of the order; if
it is open, it issues a cancel() message to the proper order.

Here is this implementation for the cancelOrder() method (we assume that
OPEN is a constant of the Order class and TradingSystem.getOrderRegistry()
returns a unique object of class OrderRegistry):

Implementation 4 Method TradingSystem.cancelOrder(orderNumber)
1. Order o = getOrderRegistry().getOrder(orderNumber);

2. if (o.getStatus()==Order.OPEN)

3. o.cancel();

Consider two states of an order object: open and not open. These two states
yield different message sequences for the order object but yet they cannot affect
the states of objects other than itself! It follows that the cancelOrder() method
has non-optimal representational coupling w.r.t. the Order class.

To arrive at a solution with lower coupling, we first apply DecomposeCon-
ditional to extract the condition of the if-then-else statement into a separate
method canBeCanceled(). That method uses only features of the Order class
and is therefore moved to that class. Here is the resulting code:

Implementation 5 Method TradingSystem.cancelOrder(order Number)
1. Order o = getOrderRegistry.getOrder(order Number);

2. if (o0.canBeCanceled())

3. o.cancel();

This second implementation is more flexible than the first one: indeed we
can change the rule under which an order can be canceled. In Implementation 2
this only requires the implementation of canBeCanceled() to be modified in the
Order class while in Implementation 1 the TradingSystem class is also affected
since the method T'radingSystemreancelOrder() has to modified.

One thing has not changed though: the open and non-open states are still
witnesses to the non-optimality of the implementation. Thus we need to look
further for an optimal solution.

To achieve minimal representational coupling, we observe that line 2 and line
3 both use only features of the order object and can thus be moved using the
ExtractMethod and MoveMethod refactorings to the Order class.
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In other words lines 2 and 3 get replaced by a single line
o.cancel();

The cancel() method of the Order class is changed accordingly. The resulting
implementation has obviously minimal representational coupling since the actual
message sequence is independent of the state of the Order object.

6 Conclusions

In this paper we have proposed a mathematically precise definition of represen-
tational coupling based on the information exchanged between a method and a
class via messages. We have also defined the notion of minimal representational
coupling which expresses the minimal amount of representational coupling in-
herent in an implementation. Finally we explain, using several examples, how
these notions can be used to identify candidate methods for refactoring and how
they can guide us in the refactoring process.
There are quite a few open questions that need to be examined:

0 Can we apply the transformation process described in the previous section to
real-life examples consisting of several hundred or even thousands of classes?
For this it would be helpful to automate the process (as it is done for software
metrics). Because of the non-quantitative nature of our measure it is not clear
whether this is possible.

0 So far we have only considered the representational coupling with a single
class. Can our approach be generalized to analyzing the representational
coupling with several classes at once? Since a method of a class interacts
typically with several other classes to perform its function, this is of course
highly relevant if we want to apply our process to large software systems.

0 What is the exact relationship with refactoring? Can a method with non-
optimal coupling always be refactored to one with minimal coupling?
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Abstract. We present a formalism for specification of pointer data-
structures and programs operating on them, based on temporal specifi-
cations of dynamic algebras. It is an extension of first-order logic with
temporal branching-time combinators. The use of this formalism is illust-
rated by examples. We also propose a Hoare-style calculus for verification
of while-programs (operating on pointers) against specifications written
in the proposed formalism, which is sound and complete in the sense of
Cook.

1 Introduction

It is well known that pointer data-structures are widely used in implementation
of efficient algorithms [4]. It is also well known that they are one of the main
sources of programming errors. Therefore there is a need for formal verification
of programs operating on pointers. On the other hand, pointers seem to be di-
scriminated in the specification methods. There have been many attempts to
incorporate pointers into the framework of Hoare logic (e.g. [2/3[11]). However,
these cases are focused on verification of first-order specifications. They have
limited applicability since first-order logic cannot express such basic properties
as connectivity or existence of a cycle (cf. [17], Sect. 4). In case of [2], where the
assertion language is a variant of second-order logic, specifications of common
pointer data-structures are far from straightforward. We can also find specifica-
tion methods based on monadic second-order logic [I2[13] (granting decidability
of many issues arising during verification), however their use concentrates on
trees and lists.

We exploit the same analogy between pointer data-structures, graphs and
transitive systems as in [10], where vertices are represented by sets of traces and
assertions are second-order formulae on sets of traces. However, the formalism
for specification of pointer data-structures proposed here is different. It is an
adaptation of temporal specifications of dynamic algebras [5]—an extension of
first-order logic with temporal branching-time combinators. In our approach we
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interpret the notion of direct consequence in time as a pointer link. Hence, e.g.,
a possible history is an analog to a path of pointer links. We show on examples,
that the presented formalism is concise and comprehensive. We also show a
Hoare-style calculus for the verification of while-programs against specifications
written in the presented formalism, which is sound and complete in the sense of
Cook [14].

We assume that the reader is familiar with many-sorted algebras with partial
functions (in short partial algebras) [7JI8]. We allow overloading of function
and variable names. Whenever it can cause ambiguities, the arity of a function
symbol, or the sort of a variable is indicated. Whenever we use equality it is a
strong equality, i.e. t; = to is true iff both #; and ¢; are defined and their values
are equal. The following notational convention is also used. Formula ¢ | is an
abbreviation of t = ¢, and t; = ¢, is an abbreviation of t; = t2V (t; # t1 Ate # t2).
In other words, ¢t | means that the value of ¢ is defined, and = is a weak equality,
t1 = to means that either both ¢; and ¢, are defined and their values are equal,
or they are both undefined. If f is a (partial) function, then f[a — b] denotes
such a (partial) function that fla — b](a) = b and V, 4. f(z) = fla — b](z).

In Sect.[2 we model states and changes of pointer data-structures by partial
many-sorted algebras. The formalism for specification of pointer data-structures
and programs operating on them is described in Sect. Bl Section @ contains
definitions of syntax and semantics of while-programs. Hoare-style calculus for
verification of while-programs operating on pointer data-structures is presented
in Sect. Bl Section [6] contains final conclusions and remarks.

2 Modeling Data-Structures

In this section we describe how to model states and changes of states of pointer
data-structures, using many-sorted partial algebras. We use Pascal, as an exam-
ple programming language. Since we focus on common pointer data-structures,
we consider only built-in types, records and pointer types. Our approach can
be easily extended by arrays and enumeration types, however we omit them for
simplicity of presentation.

The starting point of our considerations is the declaration of data-types.
We do not allow complex declarations, i.e., data-type constructions cannot be
nested. It allows us to identify all declared types by their names. We avoid
type hiding. The interpretation of built-in types is not defined here, however we
assume that it is known. We assume also that type Boolean, with its standard
interpretation, is among built-in types. For the sake of simplicity we assume that
the only operations allowed on built-in types are functions (without side-effects)
and assignments. Let 0 g = (Sp<Fpg) be a fixed signature and B be a fixed
partial [ g-algebra. We assume that sorts from B represent values of built-in
types and functions from B model primitive operations on built-in types.

Dellnition 1. Let D be a Pascal declaration of data-types of the form

Type t; = di; ...ty = dp;
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For i = 1<pbben, if there exists such j that t; is a type of pointers to t;, then we
denote t; by Tt; (if there are several such j, then we chose the smallest one). If
D does not contain any type of pointers to t;, then we treat Tt; as a name of a
new sort of pointers to t;.

By Sig(D) = (S<F) we denote such a signature that:

S = Sp U {tyeobetys Toode Tty Thyovb b} e F=FgU | fi ¢
i=1<apn

where Sp = {by<epde by} and f; is defined in the following way:
U if t; is a type of pointers to a mon-record type u, then
fi={-T:t; 5 uNil :— ¢;} «

0 if t; is a type of pointers to a record type u composed of the fields py : up<>d>,
P :uy, then

fi={Tti > wNil:— t;<_|py ity — Tugspbde |pp oty — Tyt <
0 if t; is a record type composed of the fields py : ui<dbd>< p; @ uy, then

= _Dpy it = upebpd _bpy b — e >
! (p1:7‘1>i>i>‘p1:,):u1><>i>i>><ul—>t,,;

We use partial Sig(D)-algebras to model states of data-structures declared by
D. Addresses of variables (of type t) are represented by values of an appropriate
pointer type (T¢). If D does not contain declaration of such a type, then a new
sort named 1 ¢ is introduced. Function symbols in Sig(D) have the following
intuitive meaning;:

0 Nil is a constant representing a null pointer,

0 _1 returns value pointed to by a pointer; this function is defined for addresses
of allocated variables,

0 _pop returns the value of the field p of a record,

0 (p1 = - <pbbep; = _) constructs record values from values of record fields,

0 _|p returns the address of the field p of a given record.

Our intention is to model values of programming variables, by functions _ T.
From here on, let D be the fixed type declarations. By type we mean any of the
following sorts of Sig(D): by b byc t1<dbb<ty,.

Example 1. Let us consider the type declaration of singly-linked lists:

Type list = Jelem;
elem record d: data; next: list end;

Let us denote these declarations by L. For the sake of simplicity we assume that
data is a built-in type. Sig(L) contains (among others):

0 sorts: 1ist, elem, data, [1list, [data,
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0 function symbols:

_bd : elem — data _T:1list — elem Nil :— list

_|d:list — Tdata _T:71list — list Nil :— Tlist
_tnext : elem — list _T:7data — data Nil :— Tdata
_|next : list — [1list (data = <list = _) : data X list — elem

We are not interested in all partial Sig(D)-algebras as models of states of
data-structures. We can restrict our considerations to partial algebras satisfying
some natural conditions regarding pointers and records.

Dellnition 2. By DStr(D) we denote a class of all partial Sig(D)-algebras A
satisfying the following conditions:

U for each record type t composed of fields py : ui<db>< p; : uy, we have:

o functions returning values of fields (-bp;) are total,

o function (p1 = <pbb<p; = _) constructing record values is total,

e q set of record values is isomorphic with the Cartesian product of sets of
values of its fields,

0 for each sortt of pointers to u the function _1 :t — u is undefined for Nil,

U for each sort t of pointers to a record type r composed of fields py : uy<>db,
P u we have:

o function _|p; : t — T u; (for j = leoo>l) is defined for all pointers
different from Nil,

o if x : t is an address of a record, then function _1: Tu; — u,; (for j =
lepp><l) is defined for x|p; iff « is the address of an allocated record, i.e.
V() L (2lps D1,

e the value of a field of the record pointed to by a pointer is the same as
the value pointed to by the pointer to the field, i.e. Yy (27) |= xop; =
z|p; T,

e different fields of the same record, of the same type, have different ad-
dresses, i.e. for 1 < jok <1, j#k, uj = up we have V. x|pp; # x|y,

o fields (of the same type) of different records of the same type have dif-
ferent addresses, i.e. for 1 < jok <, u; = up we have Vo # y =
x|p; # ylp,

0 fields (of the same type) of records, whose addresses belong to different sorts,
have different addresses, i.e. for two different sorts t, u of pointers to record
types, respectively, r composed of fields py : ri<obbep; @ 1, and s composed
of fields q1 : 51DPD @y, : S, and 1 < 7 <1, 1 <k <m, r; = s, we have
vz:t<y:’ul'|pj 7é Y4k -

Note that, for a given D, all conditions stated above can be expressed as a
first-order formula.

Partial algebras from DStr(D) can be used to model states of data-structures.
One should remember, that one partial algebra models a single state of a data-
structure. Our intention is to model such properties as data-structure invariants
and preconditions of programs operating on pointer data-structures, with sub-
classes of DStr(D). We should note, however, that the partial algebras from
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DStr(D) cannot model changes of data-structures, e.g. postconditions of pro-
grams. To do it, we need to express modification of _T functions. For this purpose,
we extend Sig(D) so that it contains two copies of _1 functions—one related to
the state of a data-structure before modification, and one after modification. We
adopt here the notational convention of decorating symbols, similar to one used,
for example, in the specification method Z [15]. Undecorated functions _1 refer
to the ‘current’ state of the data-structure, i.e. ‘after’ modification. Functions 1
refer to the ‘previous’ state of the data-structure, i.e. before modification. Later
on, we use also other, auxiliary, decorations _1®, _1©, etc. Let us denote by D a
fixed infinite set of all decorations. For sake of simplicity we sometimes consider
undecorated _1 functions, as decorated with an empty word [.

Dellnition 3. Let 0 be a signature and ® be a decoration. By 0 ® we denote
a signature obtained from U by replacing all function symbols -1 by _1®. By
convention 010 =10 .

For a given 11 D 0 ® we can treat ® as a signature morphism ® : 01 — 0
renaming all _ T functions to _1® and leaving all other function symbols and
sort names unchanged. If 0 is a formula and t is a term then 0® = ®&(0) and
t® = ®(t).

Let Y C DU{D} be a set of decorations. By 0¥ we denote 1Y = Jgey 00
Let U1 be a signature without \ decoration. By 001 we denote the signature
0,U'l,. If® €Y and A is a partial 0 Y -algebra, then Ag is a partial O -
algebra with _1 functions equal to their _1® equivalents from A.

Dellnition 4. Let Y C DU {l}, 0 € Y. We extend the definition of DStr
for Sig(D)Y —by DStr(Sig(D)Y) we denote the class of such partial Sig(D)Y -
algebras A, that for all decorations ® € Y we have A|g € DStr(D).

Partial algebras from DStr(0 Sig(D)) can be used to model changes of data-
structures declared by D. One should keep in mind, however, that one partial
algebra models one possible change of a data-structure. Our intention is to model
properties of programs operating on pointer data-structures with subclasses of
DStr(U Sig(D)).

Dellnition 5. Let Y C DU{0},0€ Y and A € DStr(Sig(D)Y). By A we denote
the set of such partial algebras Ay € DStr(Sig(D)Y') that Ay differs from A only
in interpretation of function symbols of the form _1® (for ® € Y ). By |A| we
denote |A|.

Intuitively, A determines the sorts and interpretation of function symbols not
representing states of data-structures.

Let A € DStr(0 Sig(D)). We can model such properties as postconditions of
programs by subsets of A. Data-structure invariants and possible changes of a
data-structure are modeled by subsets of fTI\

Dynamically allocated programming variables can be accessed only via poin-
ters. Static and local programming variables can also be accessed by their names.
We model allocation of these programming variables by variables valuations. For
this purpose we adopt the following convention.
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Dellnition 6. Let Sig(D) = (Sp<Fy), V be a declaration of ‘programming’
variables of the following form Var xy:t1;... z,:t,;. The set of variables in-
duced by V is a many-sorted set of ‘logical’ variable names X = <X5>S€SD ,
Xs = {&z; | Tt; = s}. If the set of variables X is known from the context,
&x € X5, then we write x as an abbreviation of &z 7.

Intuitively, if z is a programming variable, then &z denotes the address of .
Note that the above convention allows us to describe the aliasing of programming
variables, while we can write the name of a programming variable to reference its
value. For the rest of this paper, let V' be the fixed declaration of programming
variables.

3 Temporal Specifications

Let us now consider the problem of specification of pointer data-structures and
programs operating on them. It can be seen from Sect. B] that this problem can
be reduced (for given D, V, A and v : X — |A]) to specification of a subset of
A. Note that the first-order logic is too weak for this purpose, since it is known
(cf. e.g. [T, Sect. 4) that we cannot express the notion of a path in it.

We often view pointer data-structures as graphs with labeled vertices and/or
edges—records can be seen as vertices and pointers as edges. The analogy bet-
ween such graphs, transitive systems and Kriepke models is obvious. Therefore
it arises a natural question of usability of temporal logics for specification of
pointer data-structures. The general idea of using temporal logics for the speci-
fication of abstract data-types is not new [Bl8[16], however the idea of using it
for the purpose of the specification of a pointer data-structure is novel.

One of the main notions appearing both in the specification of pointer data
structures, and in transitive systems, is the notion of a path. In pointer data-
structures a path is a sequence of records, which can be traversed by following
pointer links. In transitive systems it represents a possible history of a compu-
tation. This analogy is also exploited in [10], where vertices are represented by
sets of traces leading to them, and specifications are formulae on sets of traces.

In classical temporal logics, satisfaction of a temporal formula depends on
the set of all possible paths (starting in a given state). In such a situation, it is
not important, for example, whether two diverging paths cross again or not. On
the contrary, in case of pointer data-structures, binary trees for example, it is
crucial that for each record in a tree there is only one path leading to it from
the root of the tree. Therefore classical temporal logics are of limited use for
the specification of pointer data-structures. However, the formalism presented
in [A] for the purpose of the specification of dynamic algebras does not have
described disadvantages. Here we present its slightly modified version, adapted
for our purposes.

Viewing a pointer data-structure as a graph, we often consider some of the
pointers, abstracting from the rest of them. Usually we focus on pointers linking
the records of a given type. In our approach, pointers are modeled by unary fun-
ctions. We can describe edges representing selected pointers by a set of ‘terms
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with a hole’. Formally, the term with a hole is a term which can contain an ad-
ditional, distinguished variable symbol ‘][]’ called the hole. Such a term describes
a set of edges in the following way: if we assign a source vertex to the hole and
the value of the term is defined, then it is equal to the destination vertex. Since
each record type is composed of a finite number of fields, there can be several,
but limited, number of edges coming out of a vertex. Therefore, we can represent
selected edges by a finite set of terms with a hole.

For the rest of this section, let I = (Sp<Fp) be a signature and X =

(Xs)ees, bea many-sorted set of variables. (We assume [| /&X.)

Dellnition 7. Let s € Sy . Any finite set e of terms with a hole [| : s, e C
To (X U{[] : s})s is called a description (over U ) of edges between vertices of
sort s. We denote the set of all such descriptions by Ep (X<s).

Dellnition 8. Let A be a partial U -algebra, s € Sy, v : X — |A| be a variables
valuation, and e € Eg (X<s). We denote by Path(A<s<v<e) such a set of (finite
or infinite) sequences p = (poc pr<>> € |A|F U|A|Y (called paths) that:

0 for all 0 < k < length(p) — 2 there exists such t € e that (v[[] — pr])?(t) =

Pr+1, and
0 if p= (posoobe i), then, for all t € e, (v[[] — pr])™(t) is undefined.

If p € Path(A<sc<vee), p = (po<bbds pi<bbd), then by B(p) we denote the first
element of p, B(p) = po, and by p;, we denote the result of removing the first k
elements from p, pj. = (pr<>bb).

We distinguish two kinds of formulae: dynamic formulae and path formulae. The
latter ones, however, are used only as parts of dynamic formulae.

Dellnition 9. Let s € Sy . The sets of dynamic formulae Fy (X) and path for-
mulae Py (X<s) are defined by the mutual induction:

0 ifSl € S , t1eta € T (X)51; then t1 =4ty € Iq (X),

0 if':ll‘[lg € In (X), then I:Il = |:|2<ﬁD1 € Fp (X),

U ifs1 € Sp, « is an identifier and 0 € Fy (XU{x : s1}), then V.5, 0<3,.5,0 €
Fp (X)),

O ifteTn(X)s, {ersopbeer} € En (Xes) and 0 € Py (X¢s), then At ame,
Et‘el‘WGkD € Iy (X);

0 if|:|1<|:|2 € P (X‘S), then Dl = |:|2<ﬁ|:|1 € P (X‘),

0 ifs1 €50, « is an identifier and U € Py (XU{x : s1}<s), then V.., 03,5, 0 €
Py (Xe<s),

0l e Fp(XU{x:s}), then [Davl] € Py (X<s),

0 if0,<0; € Py (X<s), then 01Uy € By (X<s),

The dynamic formulae are interpreted for a given variables valuation, and the
path formulae are interpreted for a given variables valuation and a path. Both
dynamic and path formulae can be build using first-order combinators (with
standard interpretation). Dynamic formula Ay, qsse, 0 represents universal, and
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Eicc, e, [ Tepresents existential quantification over paths starting in ¢ and fol-
lowing edges from ej<pb< ey,. In a path formula [Japl] variable x is assigned the
first element of the path, over which it is interpreted. Operator I/ is a temporal
operator ‘until’, interpreted along a given path.

Dellnition 10. Let A be a partial U -algebra v : X — |A] be a variables va-
luation, s € Sp, {er<ppbeey} € Ep (X<s), 0 € Path(Ac<scv<{eg<pppeeg}), O €
Fy (X) and 0 € Fy (X<s). The satisfaction of 0 in A under v (written A =, 0),
and the satisfaction of 0 in A under v and 0 (written A<U |=, 0) are defined by
mutual induction:

0 A, ty =t iff v4(t1) and v2(t2) are defined and v2(t)) = v4(t2),

0AE,0,=0s4f A, 0, implies A =, 04,

0 A|:v_‘|:| ZﬁA#vD,

0 AR, Ves,@) (A, 30, (D)) iff A Eypma) O for all (some) a € |Al,,,

0 AE, Aveyasse, 0 (A Ey Epeeyase, 1) iff vA(t) is defined, and for all (for
some) paths I € Path(A<s<v<{ej<pbber}) (where s is a sort of t) such that
B(0) = vA(t) we have A0 |=, 0,

0 A0 &, 0; = 02 4ff A<D =, Oy implies A<D =, 0o,

0 A<D &, -0 of A<D A, 0O,

0 A<D &, Voui,0 (A<D =, 30:6,0) iff A0 =ppma) O for all (some) a € |A]s,,

0 A< ':v [D'TDD] ZﬁA ':v[mHB(EI)]} D7

0 A<0 k=, 0,UD; iff there exists such j > 0 that 0; is defined and A<Q; |=, Oa,

and for all 0 < i < j we have A<0); |=, 0.
We write AED ff A=, 0 forallv: X — |A].

We define boolean operators A, V and < using = and - in a standard way.
Similarly, we define temporal operators O (everywhere on the path), ¢ (some-
where on the path) and O (next) using U. We should stress out again that while
using temporal analogies we do not consider possible histories, but we traverse
a pointer data-structure along pointer links.

Let us consider the simple example of singly-linked lists.

Ezxample 2. Let us recall type definitions from Example [Tl

Type list = Telem;
elem record d:data; next:list end;

Heads of lists can be characterized by the following formula:

head(p) < (p1) ] A Vgaist(¢Trmext # p) >
The invariant of a list data-structure can be described as follows:

0 each head of a list is pointed to by some external pointer:

vl:lis‘t‘,head(l) = ap:Tlist (pT: LA Vq:listqlneXt 7& p) ¢
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0 each list terminates with a Nil pointer
Vpaisthead(p) = Apnexts O[>z = Nil]) «
0 each allocated record appears on some list

vp:list (pT)l = EIq:list (head(Q) A Eq<[]Tmext<>[D T = p])) ¢
0 two separate lists do not intersect:
Vh(b:list(ll 7& lg A head(ll) A\ head(lg) =
Al rnext O[020AL, pnexs O[> = y = 2 = Nil]]) >

Let us denote data-type invariant of lists, being the conjunction of the above
conditions, by list. Let us consider a program replacing all values x appearing on
a list p, with values y. We can specify this program by the following precondition:

list A head(p) Az | Ayl
and a postcondition:

Epe tmexs (Ol0gpg' Pd =2 = ¢ Tod = "y]A
Vgise((¢' P # ' v Oler # ¢]) = 1= ¢'T)A
vr:Tdata(Vq:list q|d 7£ T) = TTE 7"\ T) A D
where [ is a formula stating that variables of any types other, then elem and
data do not change.

Ezample 3. Doubly-linked cyclic lists can have the following type-declarations:
Type list = Telem;
elem = record d:data; prev,next:list end;

The following data-type invariant describes possible shapes of lists, and expresses
the fact, that each list is pointed to by an external pointer:

vp:list (pT)l = (ApTImexv[]T[zmxtO[DxDm = p] A Ap%rev‘[]wrevo[nxbx = p] A
Elq:TlisthiliSt (q 7é T|neXt A q 7é T|prev A
EqT‘[]TTmextO“]mDm = p]) A

pltnext Ttprev =p) >
Ezample 4. Binary directed acyclic graphs (in short: binary DAGs) can have the
following type declarations:

Type bdag = | node;
node = record x:data; 1, r:bdag end;

All possible shapes of binary DAGs can be described by the following formula:
bDAG < Vp;bdag((pT)L = Ap‘[]TDl‘[]TDrO[DxDx = Nll]) >

Binary trees can be seen as a sub-class of binary DAGs. Their possible shapes
describes the following formula:

bDAG A Vpegerbaag(PT) L A (gTor=p V gTel = p) A
(rfr=pVril=p =qg=rA >
vp:bdag((pT>l/\pT>1:pTl>p:>pTl>1:Nil)
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4 Programming Language

In this section we present a language of while-programs operating on pointer
data-structures, and its semantics. For this section, let X be the set of variables
induced by the declaration V.

Dellnition 11. We denote by Progp, (V') the set of Pascal blocks of instructions
(correct with respect to D and V) which can be derived from the following gram-
mar:
while-program — begin instructions end
instructions — instruction | instruction ; instruction
instruction — — [ | begin instructions end | designator := expression |
New( designator ) | while expression do instruction |
if expression then instruction else instruction
designator — identifier | designator >identifier | expression T <

where expression (after replacing each programming variable x by &z 1) is a term
of an appropriate type.

Designators are also called I-values. They represent addresses of variables. We
define a translation of designators to terms of appropriate pointer sorts. The
translation gives us the semantics of designators.

Dellnition 12. Let o be a designator of a variable of type s. By &(0) we denote
a term, of a sort of pointers to type s, defined inductively in the following way:

0 if o is a name of a programming variable, then & (o) = &o,
U if o has a form o1pp, then & (o) = &(o01)|p,
U if o has a form o017, then &(0) = o1.

We can treat expressions appearing in a program as terms, and boolean expressi-
ons as logical formulae. However, we have to remember that if the value of a term
is undefined, then the evaluation of an expression aborts the program execution.
For this purpose we define a formula OK([) which is true iff the evaluation of a
boolean expression [ is defined.

Dellnition 13. Let 0 be a boolean expression. We denote by OK(U) a formula
defined inductively in the following way:

0 if 0 =true or ] = false, then OK(0) = true

0 40 = (0, and O5), then OK(D) = OK(O,) A (=0, vV OK(03))—analogously
in case of other boolean operators,

D ZfD = (tl = tg), then OK(D) = tll A tgl,

0 otherwise OK(0) =10 |.

We define an auxiliary function returning a state of the data-structure obtained
by storing, in a given state, a given value under a given address.

Dellnition 14. Let A € DStr(D), t1 be a sort of pointers to ta, a € |Aly,,
b € |Ali,. We denote by Store(A<a<b) a partial algebra Ay € DStr(D) obtained
from A by storing value b under address a.
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Note that _ Ttl_}f2 ,T;ﬁ%tz [a — b]. Moreover, if ¢ is a record type containing
values of type t2 and w is a sort of pointers to ¢, then 1: v — ¢ is modified
accordingly. Also, if 5 is a record type containing values of type ¢, then T:7¢t — ¢
is modified accordingly, etc.

We define semantics of while-programs operationally, as a function returning,
for a given starting state of a data-structure and variables valuation, a set of
possible final states of the data-structure.

Dellnition 15. Let P € Progp(V), A € DStr(D), v : X — |A] be a variables
valuation. We denote semantics of P by [P].(A) and define it by induction on
the structure of P:

[begin P endM) = [P].(4),
[@Q; ]] ( ) = [R].([Q].(4)),
[0]. (4) = {A}, )
o := ]] (A) = {{StOFG(A‘U &) vt} # AFsol nel

0 otherwise

O oo

_ AEv ol AJiga),, Je|A|t3( (1) LA
[ew(o)].(4) = {Al Ay = Store(Store( A v (&(0))< )< 2<y))
a sort of &(0), ta is a sort of o and ta is a sort of pointers to ts,

[Q1.(A) if 4 =, OK(e) Ae
[if e then Q else R],(A4) =< [R].(A) if A =, OK(e) A —e <
otherwise
H(Aowan)eZ*AU =ANA,=BA
0 [while e do P],(A)=<( B Nicowssn—1(Ai Fo (OK(e) Ae)A >
Ai+1 S [[P]]U(Al)) /\An ):L, OK(C) AN
Note, that [P],(A4) C A, i.e. the execution of a program can change only the

contents of memory (represented by _T functions). All other functions and sorts
remain unchanged.

_

} where t1 s

]

5 Hoare Logic

In this section we deal with the problem of verification of while-programs ope-
rating on pointer data-structures against their specifications. A while-program
specification can be expressed in the form of a precondition and a postcondi-
tion. We assume that these conditions are expressed in the formalism presented
in Sect. B We present a version of Hoare logic [II6/9] of while-programs, with
dynamic formulae as assertions.

Usually, a postcondition is not only a condition on final states of the data-
structure, but a relation between starting and final states. In the classical Hoare
logic, this effect is achieved by the introduction of auxiliary (non-programming)
variables. The precondition can state that a given programming variable is equal
to an auxiliary one. Then the postcondition can refer to the previous value of
the programming variable through the auxiliary one. However, in case of pointer
data-structures, such auxiliary variables should store values of all dynamically
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allocated variables. That would mean that assertions are expressed in second-
order logic. Such an approach is presented in [2]. Note that these auxiliary va-
riables are not quantified. Therefore they do not have to be variables. Instead
of auxiliary variables, we allow the extension of the signature by introduction of
function symbols _T with various decorations. We adopt the following notational
convention:

0 undecorated function symbols _ ] refer to the ‘current’ state of the data-
structure,

0 function symbols T can appear in postconditions and refer to the ‘previous’
state of the data-structure,

0 function symbols _1 decorated with other symbols are auxiliary.

For this section, let Y C D\ {\fu {0}, 0 €Y, 0 = Sig(D)¥ and X be a set of
variables induced by V.

Dellnition 16. Each such triple {0}P{0} that 0 € Fy (X), 0 € Fpp (X),
P € Progp (V) is called a dynamic Hoare formulae (over I and V). We denote
the set of all such formulae (for a given D, 0 and V) by DHp (V).

In classical Hoare logic, satisfaction of a formula does not depend on (a single)
valuation of variables. In our approach, logical variables represent addresses of
programming variables and values of programming variables are represented by
(undecorated and decorated) _ 1 functions. Therefore we define satisfaction of
dynamic Hoare formulae for the sets of partial algebras differing in interpretation
of (undecorated and decorated) _7T functions, and variables valuations.

Dellnition 17. Let A € DStr(00), v : X — |A] be a variables valuation,
0 e Fy(X), 0 € Fpo(X), Pe Progp(V). We denote by Post(A:v<0<P) and
Pre(A<v<0 < P) such sets of partial 0 0 -algebras that:

Post(Acv<0<P) = {A; € A | Ay =, D<A g € [Plu(Ar )} «

Pre(A<v<0<P) = {A; € A |V, (A2 differs from Ay only in interpretation
of function symbols 1< Ayjp € [P]o(A2p)) = A2 =, 0} >

Intuitively, Post defines a set of partial 0 0 -algebras representing possible (ter-
minating) executions of P starting in states satisfying 0. Pre defines a set of
partial 0 [ -algebras having such ‘starting’ states, that if P terminates, then [
is true.

Dellnition 18. We say that a dynamic Hoare formula {0}P{0} € DHy (V') is
satisfied for A (A € DStr(00)) and variables valuation v : X — |A| (written
A=, {0}P{0}), when for all Ay € Post(A<v<l<P), we have A; }=, [

Proposition 1. Let us assume that A =, {0}P{0}, A € A, then:

[| if A1 o 'O, then Ay € Pre(A<v<l<P),
0 if there exists such 0 € Fy (X) that Pre(A<v<0<P)={A; € A| A D}
then for all Ay € A we have A, =, 0 = 0.
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Proposition 2. IfleFy (X) and0,<05€ Fy g (X) such that Pre(A<v<0,<P) =
{4, € A | A =, I} and Post(A<v<0<P) = {A; € A | A |, U2}, then
VA]EZAl ':,)D2:>|:|1. O

Let ® be a decoration. By NChng(®) we will denote a first-order formula
stating that functions _1 and _1® are identical (for all pointer sorts).

Let p1<pbpe ppe s1<Dbb s, € Sp , p; be a sort of pointers to s;, 01 €Th (X)p, < Db
or € Th (X)p,, t1 € To (X)s, ooty € Tn (X)s, be terms without decorations.
By Stored(oy<ti<ppb<og<ty) we will denote a first-order formula describing the
results of storing the value of t; at o1, t2 at oo, ..., tx at o, i.e.: for all A €
DStr(0 0), v: X — |A| we have A |=, Stored(oy<ty<pbd<og<ty) iff

Ajg = Store(pop(Store( A v (01) v (1)) o) v (0 ) v (1)) >

Obviously, such a formula always exists, but its form depends on declarations of
record types. Note that if, for example, s is a record type, then Stored(o<t) has
to express appropriate changes of record fields (and if some of these fields are
also records, then changes of their fields, etc.). Therefore we do not give here a
general form of Stored.

Now we present a deduction system for a dynamic Hoare logic.

Dellnition 19. Let 0 C Fpg (X) be such a set of formulae (called assumpti-
ons), that for each signature morphism 0 : 00 — 00 permuting decorations, if
O0el,thenl(0)eD. Let{0}P{0} € DHy (V). We denote byl - {0} P{0} the
fact, that basing on assumptions from [ and using the proof system described be-
low, we can prove {0} P{0}. We will write = {0 }P{0} instead of O+ {0} P{0}.

0 Azioms:

F{0}0{'0 A NChng(\)} <
F{0}o:=e {"0 A (0)| A (‘e)| A Stored(\&(o)<e) } «
F{0}ew(o) {0 A (o) L A Fautyyt, (0(2' 1) | A Stored(&(o)cz=a<y)) } <

(3)
where ty is a sort of o and it is a sort of pointers to to,
0 Rules:
0=10,e0:0,-{0,}P{0,}<O0,AD)=0el (@)
0+{0ypP{0}
where 01 C 0,

0 F {0 A NChng(®)}P{0} (5)
OF{0}P{0}

where ® is a decoration different from \, and not appearing in 0 or

0+{0}P{0} . (6)
0+ {0}vegin P end{0}

0 F{0}P{0)0 F{0(0)}Q{0@)} (7)
0 F{0}P;Q{0}
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where 1 : 00 — 00 is a signature morphism changing \ decorations to ®,
and ® is a decoration different from \ and not appearing in 0, 0 or 0,

0 {0 AOK(@D)AD}P{O}<D0 {0 A OK(D) A-0}Q{0}

OF{0}if 0 then P else Q{U} (8)
0 {0 A OK(0) AD}P{0} .
0+ {0}while 0 do P{0 A OK(O)A-O} = )

We denote the above proof system by DH.

Intuitively, I contains all known facts concerning data-structures, which does
not depend on the actual state. For example, we can instantiate  with the set
of dynamic formulae satisfied by all partial algebras from a given A (for a given
variables valuation v), i.e. 0 = Thyp (A<v) = {0 € Fyg (X) |V, 541 Fo 0}

Theorem 1. The proof system DH is sound, i.e. if 0 = {0} P{0}, A € DStr(0)
and v : X — |A| are such, that for all0 € 0 and A; € A we have A; |, O,
then A =, {0}P{0}

Proof of this theorem can be found in [14].
The proof system DH is also complete in the sense of Cook.

Dellnition 20. Let A € DStr(00) and v: X — |A| be variables valuation. We
say that the set of dynamic formulae Fyg (X) is expressive, with respect to A,
v and Progp(V), if for all0 € Fyp (X) and P € Progp (V) there exists such
0 € Fy (X) that Pre(A<v<0<P)={A; € A| A, &, '0}.

Theorem 2. The proof system DH is complete in the sense of Cook, i.e. for
all A e DStr(00) and v : X — |A|, if Foo (X) is expressive, with respect to
A, v and Progp(V), and A =, {0}P{0}, then, for O being natural insertion
of 00 into Sig(D)P and such Ay € DStr(Sig(D)P) that Ajjg = A, we have

ThSig(D)D (Arev) H{O}P{O}.

The proof of this theorem can be found in [14]. It follows the classical schema
presented e.g. in [I], with all the necessary adaptations.

6 Conclusions

This work is a step forward in merging specification methods with efficient algo-
rithms and data-structures. We have adopted temporal specifications of dynamic
algebras [B] for the purpose of specification of pointer data-structures and pro-
grams operating on them. In the proposed formalism temporal combinators have
been used to describe structure of pointer links. As it can be seen from examples,
this idea allows compact and relatively readable specification of pointer data-
structures. Its practical usefulness should be verified by thorough case-studies.

We have embedded the specification formalism within the framework of Ho-
are logic. Presented proof system satisfies standard properties of soundness and
completeness in the sense of Cook. This gives us an elementary tool for verifica-
tion of programs operating on pointer data-structures.
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Abstract. In this paper we extend a program logic for verifying Java
CarD applications by introducing a “throughout” operator that allows
us to prove “strong” invariants. Strong invariants can be used to ensure
“rip out” properties of Java CARD programs (properties that are to be
maintained in case of unexpected termination of the program). Along
with introducing the “throughout” operator, we show how to handle the
Java CARD transaction mechanism (and, thus, conditional assignments)
in our logic. We present sequent calculus rules for the extended logic.

1 Introduction

Overview. The work presented in this paper is part of the KeY project [19].
One of the main goals of KeY is to provide deductive verification for a real world
programming language. Our choice is the Java CARD language [6] (a subset of
Java) for programming smart cards. This choice is motivated by the following
reasons. First of all Java CARD applications are subject to formal verification,
because they are usually security critical (e.g., authentication) and difficult to
update in case a fault is discovered. At the same time the Java CARD language
is easier to handle than full Java (for example, there is no concurrency and
no GUI). Also, Java CARD programs are smaller than normal Java programs
and thus easier to verify. However, there is one particular aspect of Java CARD
that does not exist in Java and which requires the verification mechanism to
be extended with additional rules and concepts: the persistency of the objects
stored on a smart card in combination with Java CARD’s transaction mechanism
(ensuring atomicity of bigger pieces of a program) and the possibility of a card
“rip out” (unexpected termination of a JAva CARD program by taking the smart
card out of the reader/terminal). Since we want to have support for the full Java
CARD language in the KeY system we have to handle this aspect.

To ensure that a JAva CARD program is “rip-out safe” we need to be able to
specify “strong” invariants—invariants that must hold throughout the whole ex-
ecution of a Java CARD program (except when a transaction is in progress). The
KeY system’s deduction component uses a program logic, which is a version of

M. Pezzé (Ed.): FASE 2003, LNCS 2621, pp. 2460260, 2003.
© Springer-Verlag Berlin Heidelberg 2003
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Dynamic Logic modified to handle Java CArRD programs (Java Carp DL) [2[3].
An extension to pure Dynamic Logic to include trace modalities “throughout”
and “at least once” is presented in [4]. Here we extend that work and introduce
the “throughout” operator to Java CArRD DL (we do not introduce “at least
once” since it is not necessary for handling “rip out” properties). Then we add
techniques necessary to deal with the Java CARD transaction mechanism (specif-
ically conditional assignments inside the transactions). We present the sequent
calculus rules for our extensions. So far we have not implemented the new rules
in the KeY system’s interactive prover (the implementation for the unextended
Java Carp DL is fully functional). But considering the extensibility and open
architecture of the KeY prover it is not a difficult task.

Related Work. As said above, the work presented here is based on [4], which
extends pure Dynamic Logic with trace modalities “throughout” and “at least
once”. There exist a number of attempts to extend OCL with temporal con-
structs, see [0] for an overview. In [16] temporal constructs are introduced to
the Java Modelling Language (JML), but they refer to sequences of method
invocations and not to sequences of intermediate program states.

Structure of the Paper. The rest of this paper is organised as follows. Section
gives some more details on the background and motivation of our work and some
insights into the Java CARD transaction mechanism. Section Bl contains a brief
introduction to Java CArRD Dynamic Logic. Section [ introduces the “through-
out” operator in detail and presents sequent calculus rules to handle the new
operator and the transaction mechanism. Section [0 shows some of the rules in
action by giving simple proof examples and finally Sect.[f] summarises the paper.

2 Background

The KeY Project. The main goal of the KeY project [1J9] is to enhance a commer-
cial CASE tool with functionality for formal specification and deductive verifica-
tion and, thus, to integrate formal methods into real-world software development
processes. Accordingly, the design principles for the software verification compo-
nent of the KeY system are: (1) The specification language should be usable by
people who do not have years of training in formal methods. The Object Con-
straint Language (OCL), which is incorporated into the current version of the
Unified Modelling Language (UML), is the specification language of our choice.
(2) The programs that are verified should be written in a “real” object-oriented
programming language. We decided to use Java CARD (we have already stated
our reasons for this decision in the introduction).

For verifying Java CARD programs, the already mentioned Java CARD Dy-
namic Logic has been developed within the KeY project (Sect. 3 contains a
detailed description of this logic). The KeY system translates OCL specifica-
tions into JavaA CARD DL formulas, whose validity can then be proved with the
KeY system’s deduction component.
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Motivation. The main motivation for this work resulted from an analysis of a
Java Carp case study [11]. In short, the case study involves a Java CARD applet
that is used for user authentication in a Linux system (instead of a password
mechanism). After analysing the application and testing it, the following obser-
vation was made: the Java CARD applet in question is not “rip-out safe”. That
is, it is possible to destroy the applet’s functionality by removing (ripping out)
the Java CARD device from the card reader (terminal) during the authentication
process. The applet’s memory is corrupted and it is left in an undefined state,
causing all subsequent authentication attempts to be unsuccessful (fortunately
this error causes the applet to become useless but does not allow unauthorised
access, which would have been worse).

It became clear that, to avoid such errors, one has to be able to specify
(and if possible verify) the property that a certain invariant is maintained at all
times during the applet’s execution, such that it holds in particular in case of
an abrupt termination. Standard UML/OCL invariants do not suffice for this
purpose, because their semantics is that if they hold before a method is executed
then they hold after the execution of a method. Normally it is not required for
an invariant to hold in the intermediate states of a method’s execution. To solve
this problem, we introduce “strong” invariants, which allow to specify properties
about all intermediate states of a program.

For example, the following “strong” invariant (expressed in pseudo OCL) says
that we do not allow partially initialised PersonalData objects at any point in
our program. In case the program is abruptly terminated we should end up with
either a fully initialised object or an uninitialised (empty) one:

context PersonalData throughout:
not self.empty implies
self.firstName <> null and self.lastName <> null and self.age > O

Since the case study was explored in the context of the KeY project, we extended
the existing Java CArD DL with a new modality to handle strong invariants.

The Java CARD Transaction Mechanism. Here we describe the aspects of trans-
action handling in Java CARD relevant to this paper. A full description of the
transaction mechanism can be found in [GT3|T4I15].

The memory model of Java CArD differs slightly from Java’s model. In smart
cards there are two kinds of writable memory: persistent memory (EEPROM),
which holds its contents between card sessions, and transient memory (RAM),
whose contents disappear when power loss occurs, i.e., when the card is removed
from the card reader. Thus every memory element in Java CARD (variable or
object field) is either persistent or transient. The Java CARD language specifica-
tion gives the following rules (this is a slightly simplified view of what is really
happening): All objects (including the reference to the currently running ap-
plet, this, and arrays) are created in persistent memory. Thus, in Java CARD
all assignments like “o.attr = 2;”, “this.a = 3;”, and “arr[i] = 4;” have
a permanent character; that is, the assigned values will be kept after the card
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loses power. A programmer can create an array with transient elements, but cur-
rently there is no possibility to make objects (fields) other than array elements
transient. All local variables are transient.

The distinction between persistent and transient objects is very important
since these two types of objects are treated in a different way by Java CArD’s
transaction mechanism. The following are the Java CARD system calls for trans-
actions with their description:

JCSystem.beginTransaction() begins an atomic transaction. From this point
on, all assignments to fields of objects are executed conditionally, while as-
signments to transient variables or array elements are executed uncondition-
ally (immediately).

JCSystem.commitTransaction() commits the transaction. All conditional as-
signments are committed (in one atomic step).

JCSystem.abortTransaction() aborts the transaction. All the conditional as-
signments are rolled back to the state in which the transaction started. As-
signments to transient variables and array elements remain unchanged (as if
there had not been a transaction in progress).

As an example to illustrate how transac-
tions work in practice, consider the frag- |this.a = 100;

ment of a Java CARD program shown on |int i = 0;

the right. After the execution of this pro- |JCSystem.beginTransaction();
gram, the value of this.a is still 100 i = this.a;

(value before the transaction), while the this.a = 200;

value of i now is 100 (the value it was |JCSystem.abortTransaction();
updated to during the transaction).

Transactions do not have to be nested properly with other program con-
structs, e.g., a transaction can be started within one method and committed
within another method. However, transactions must be nested properly with
each other (which is not relevant for the current version of Java CARD, where
the nesting depth of transactions is restricted to 1).

The whole program piece inside the transaction is seen by the outside world
as if it were executed in one atomic step (considering the persistent objects). By
introducing strong invariants we want to ensure the consistency of the persistent
memory of a JAvA CARD applet, thus strong invariants will not (and should not)
be checked within a transaction—in case our program is terminated abruptly
during a transaction, the persistent variables will be rolled back to the state
before the transaction was started for which the strong invariant was established.

3 Java Carbp Dynamic Logic

Dynamic Logic [T8T0JT2] can be seen as an extension of Hoare logic. It is a first-
order modal logic with modalities [p] and (p) for every program p (we allow p to
be any sequence of Java CARD statements). In the semantics of these modalities a
world w (called state in the DL framework) is accessible from the current world,
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if the program p terminates in w when started in the current world. The formula
[p]0 expresses that 0 holds in all final states of p, and (p)l expresses that 0 holds
in some final state of p. In versions of DL with a non-deterministic programming
language there can be several such final states (worlds). Here, since Java CARD
programs are deterministic, there is exactly one such world (if p terminates) or
there is no such world (if p does not terminate). The formula 0 — (p)0 is valid
if, for every state s satisfying precondition [, a run of the program p starting in s
terminates, and in the terminating state the post-condition [ holds. The formula
0 — [p|0 expresses the same, except that termination of p is not required, i.e.,
0 must only hold if p terminates.

3.1 Syntax of Java CARD DL

As said above, a dynamic logic is constructed by extending some non-dynamic
logic with modal operators of the form (-) and [-]. The non-dynamic base logic
of our DL is a typed first-order predicate logic. We do not describe in detail
what the types of our logic are (basically they are identical with the JAvA types)
nor how exactly terms and formulas are built. The definitions can be found
in [2]. Note that terms (which we often call “logical terms” in the following) are
different from Java expressions—they never have side effects.

The programs in DL formulas are basically executable Java CARD code. How-
ever, we introduced an additional construct not available in plain Java CARD,
whose purpose is the handling of method calls. Methods are invoked by syntac-
tically replacing the call by the method’s implementation. To treat the return
statement in the right way, it is necessary (a) to record the object field or vari-
able x that the result is to be assigned to, and (b) to mark the boundaries of
the implementation prog when it is substituted for the method call. For that
purpose, we allow statements of the form method_call (z){prog} to occur. This
is a “harmless” extension because the additional construct is only used for proof
purposes and never occurs in the verified JAvaA CARD programs.

3.2 Semantics of Java CArp DL

The semantics of a program p is a state transition, i.e., it assigns to each state s
the set of all states that can be reached by running p starting in s. Since Java
CaRD is deterministic, that set either contains exactly one state (if p terminates
normally) or is empty (if p does not terminate or terminates abruptly).

For formulas 0 that do not contain programs, the notion of I being satisfied
by a state is defined as usual in first-order logic. A formula (p)[ is satisfied by a
state s if the program p, when started in s, terminates normally in a state s’ in
which [ is satisfied. A formula is satisfied by a model M, if it is satisfied by one
of the states of M. A formula is valid in a model M if it is satisfied by all states
of M; and a formula is valid if it is valid in all models. Sequents are notated
following the scheme Oy<>p><0,,, = Oi<pb><l,, which has the same semantics as
the formula (Vay) --- (Va) (01 AveADy,) — (07 VsV 0,)), where zq << a,
are the free variables of the sequent.
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3.3 State Updates

We allow updates of the form {x :=t} resp. {ova :=t} to be attached to terms
and formulas, where x is a program variable, o is a term denoting an object
with attribute a, and ¢ is a term. The intuitive meaning of an update is that the
term or formula that it is attached to is to be evaluated after changing the state
accordingly, i.e., {x := t}[ has the same semantics as (x = t;)0.

3.4 Rules of the Sequent Calculus

Here we only present a small number of rules necessary to get proper intuition
of how the Java CArRD DL sequent calculus works.

Notation. The rules of our calculus operate on the first active statement p of
a program Upll. The non-active prefix [ consists of an arbitrary sequence of
opening braces “{”, labels, beginnings “try{” of try-catch-finally blocks,
and beginnings “method_call (®>>>){” of method invocation blocks. The prefix
is needed to keep track of the blocks that the (first) active statement is part
of, such that the abruptly terminating statements throw, return, break, and
continue can be handled appropriately. The postfix  denotes the “rest” of
the program, i.e., everything except the non-active prefix and the part of the
program the rule operates on. For example, if a rule is applied to the Java
block “1:{try{ i=0; j=0; }finally{ k=0; }}”, operating on its first active
statement “i=0;”, then the non-active prefix 0 is “1:{try{” and the “rest” [
is “j=0; }finally{ k=0; }}”.
In the following rule schemata, U stands for an arbitrary update.

The Rule for if. As the first simple example, we present the rule for the if
statement:
Oc U(bZ true) - U@pD)D O U(b 2 false) + U(DqD)0
0 F Uit (b){p}else{qgr )l

(R1)

The rule has two premisses, which correspond to the two cases of the if state-
ment. The semantics of this rule is that, if the two premisses hold in a state,
then the conclusion is true in that state. In particular, if the two premisses are
valid, then the conclusion is valid. In practice rules are applied from bottom to
top: from the old proof obligation new proof obligations are derived. As the if
rule demonstrates, applying a rule from bottom to top corresponds to a symbolic
execution of the program to be verified.

The Assignment Rule and Handling State Updates. The assignment rule

0 F U{loc:=expr}{@ 0)0
0 + U{0loc = expr; 0)0

(R2)

adds the assignment to the list of updates U. Of course, this does not solve
the problem of computing the effect of an assignment, which is particularly
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complicated in Java because of aliasing. This problem is postponed and solved
by rules for simplifying updates.

The assignment rule can only be used if the expression expr is a logical
term. Otherwise, other rules have to be applied first to evaluate expr (as that
evaluation may have side effects). For example, these rules replace the formula
(x = ++i;)0 with (i = i+1; x = i;)0.

4 Extension for Handling “Throughout” and Transactions

In some regard Java CArRD DL (and other versions of DL) lacks expressivity—
the semantics of a program is a relation between states; formulas can only de-
scribe the input/output behaviour of programs. Java CArRD DL cannot be used
to reason about program behaviour not manifested in the input/output rela-
tion. Therefore, it is inadequate for verifying strong invariants that must be
valid throughout program execution.

Following [4], we overcome this deficiency and increase the expressivity of
Java Carp DL by adding a new modality [-] (“throughout”). In the extended
logic, the semantics of a program is the sequence of all states its execution
passes through when started in the current state (its t¢race). Using [], it is
possible to specify properties of the intermediate states of terminating and
non-terminating programs. And such properties (typically strong invariants and
safety constraints) can be verified using the Java CArDp DL calculus extended
with additional sequent rules for [-] presented in Sect. Il

A “throughout” property (formula) has to be checked after every single field
or variable assignment, i.e., the sequent rules for the throughout modality will
have more premisses and branch more frequently. According to the Java CARD
runtime environment specification [14], each single field or variable assignment
is atomic. This matches exactly Java CARD DL’s notion of a single update.
Thus, a “throughout” property has to hold after every single Java CaArp DL
update. However, additional checks have to be suspended when a transaction is
in progress. This will require marking the modality (resp. the program in the
modality) with a tag saying that a transaction is in progress, so that different
rules apply. Since transactions do not have to be nested properly with other
program constructs, enclosing a transaction in a block with a separate set of
rules for that kind of block (like the method_call blocks) is not possible.

In addition, we have to cover conditional assignments and assignment roll-
back (after abortTransaction) in the calculus. This not only affects the
“throughout” modality, but the (-} and [-] modalities as well, since rolling back
an assignment affects the final program state.

In practice only formulas of the form 0 — [p]0 will be considered. If tran-
sient arrays are involved in 0 (explicitly or implicitly), one also has to prove
0 — (initAllTransientArrays();)0, i.e., that after a card rip-out the reini-
tialisation of transient arrays preserves the invariant.
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4.1 Additional Sequent Calculus Rules for the [-] Modality

Below, we present the assignment and the while rules for the [-] modality. Due
to space restrictions, we cannot list all additional rules. However, the other loop
rules are very similar to the while rule, and all other [-] rules are essentially the
same as for [-]—except for the transaction rules which we present in the next
subsection.

The Assignment Rule for [-]. An assignment loc = expr; is an atomic program,
if expr is a logical term (and, in particular, is free of side effects and can be
computed in a single step). By definition, its semantics is a trace consisting of
the initial state s and the final state s’ = {loc := vals(expr)}s. Therefore, the
meaning of [loc = expr;]U is that 0 is true in both s and s’, which is what the
two premisses of the following assignment rule express:

0 F Ul 0 F Ufloc:= expr}[00]0
O F U0 loc = expr; O]0

The left premiss states that the formula 0 has to hold in the state s before the
assignment takes place. The right premiss says that [ has to hold in the state s’
after the assignment—and in all states thereafter during the execution of the
rest [ of the program.

It is easy to see that using this rule causes some extra branching of the proofs
involving the [-] modality. This branching is unavoidable due to the fact that
the strong invariant has to be checked (evaluated) for each intermediate state of
the program execution. However, many of those branches, which do not involve
Java CARD programs any more, can be closed automatically.

(R3)

The while Rule for [-]. Another essential programming construct, where the
rule for the [-] modality differs from the corresponding rule for the [-] modality,
is the while loop. As in the case of the while rule for the [-] modality a user has
to supply a loop invariant Inv. Intuitively, the rule establishes three things: (1) In
the state before the loop is executed, some invariant Inv holds. (2) If the body
of the loop terminates normally (there is no break and no exception is thrown
but possibly continue is used) then at the end of a single execution of the loop
body the invariant Inv has to hold again. (3) Provided Inv holds, the formula
0 has to hold during and continuously after loop body execution in all of the
following cases: (i) when the loop body is executed once and terminates normally,
(ii) when the loop body is not executed (the loop condition is not satisfied), and
(iii) when the loop body terminates abruptly (by break, continue, or throwing
an exception) resulting in a termination of the whole loop.
Formally, the while rule for [-] is the following:

U F UInv Inv B (0)trues [0]Inv Inv = [O00]0
0 + U0 Owhile(a) {p}0O]0O

(R4)

where

U=if(a) {lyrear : {try {leont : {p'} abort;} catch(Exception e){}}}
0=if(a) lont: loreak : {p'}
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In the above rule, 0 is a (possibly empty) sequence “lj: pbl,:” of labels,
and p’ is p with (a) every “continue;” and every “continue I;;” changed
to “break leon:;” and (b) every “break;” and every “break l;;” changed to

“break Ipreqr ;. The three premisses establish the three conditions listed above,
respectively. When the program p’ terminates normally, the abort in [ is reached
and, thus, the formula (0)true evaluates to false and [0]Inv has to be proved.
Enclosing program p’ in “if (a) bbb” takes care of both cases, where the loop
body is executed (intermediate loop body execution) and where it is not exe-
cuted (loop exit). They are later in the proof considered separately by applying
the rule for if.

4.2 Additional Sequent Calculus Rules for Transactions

Additional Syntax. Before presenting the sequent rules for transactions, we first
have to introduce some new programming constructs (statements) and transac-
tion markers to Java CArRD DL.

The three new statements are bT (Java CARD beginning of a transaction),
cT (Java CarD end of a transaction, i.e., commit), and aT (Java CArD end of a
transaction, i.e., abort). These statements are used in the proof when the trans-
action is started resp. finished in the Java CArRD program. The statements are
only part of the rules and not the JAvA CARD programming language. Thus for
example, when a transaction is started in a Java CArRD program by a call to
JCSystem.beginTransaction() the calculus assumes the following implemen-
tation of beginTransaction():

public class JCSystem {
private static int _transDepth = 0;
public static void beginTransaction() throws TransactionException {
if (_transDepth > 0)
TransactionException.throwIt(TransactionException.IN_PROGRESS) ;
_transDepth++;
bT;
}

Thus, when we encounter any of bT, cT or aT in our proof we can assume they
are properly used (nested).

The second thing we need is the possibility to mark modalities (resp. the
programs they contain) with a tag saying that a transaction is in progress. We
will use two kinds of tags and make them part of the inactive program prefix 0 in
the sequent. The two markers are: “TRcommit: "—a transaction is in progress and
is expected to be committed (cT), and “TRabort: ”—a transaction is in progress
and is expected to be aborted (aT). This distinction is very helpful in taking
care of conditional assignments—since we know how the transaction is going to
terminate “beforehand” we can treat conditional assignments correspondingly,
commit them immediately in the first case or “forget” them in the second case.
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Rules for Beginning a Transaction. For each of the three operators ({-), [], [-])
there is one “begin transaction” rule (the rules for (-) and [-] are identical, so we
only show one of them):

0 F 4l 0 F U[TRecommit:00]0 0O F U[TRabort:00]0
0 + U0 bT; 0]0

(R5)

0 F U(TRabort:00)0 O F U(TRcommit:00)0
0 F U({@bT; 0)O

In case of the [-] operator the following things have to be established. First of all,
0 has to hold before the transaction is started. Then we split the sequent into
two cases: the transaction will be terminated by a commit, or the transaction
will be terminated by an abort. In both cases the sequent is marked with the
proper tag, so that corresponding rules can be applied later, depending on the
case. The (-) and [-] rules for “begin transaction” are very similar to -] except
that 0 does not have to hold before the transaction is started.

(R6)

Rules for Committing and Aborting Transactions. These rules are the same for
all three operators, so we only show the [-] rules.

The first two rules apply when the expected type of termination is encoun-
tered (“TRcommit:” for commit resp. “TRabort:” for abort). In that case, the cor-
responding transaction marker is simply removed, which means that the trans-
action is no longer in progress. These are the rules:

0 + y[oopo 0 + y[oopo
0 + U[TRcommit:0 cT; O]0 0 + U[TRabort:0 aT; O]0

We also have to deal with the case where the transaction is terminated in an un-
expected way, i.e., a commit is encountered when the transaction was expected
to abort and vice versa. In this case we simply use an axiom rule, which im-
mediately closes the proof branch (one of the proof branches produced by the
“begin transaction” rule will always become obsolete since each transaction can
only terminate by either commit or abort). The rules are the following:

(R7)

(R8)

(R9)

(R10)

0 + U[TRabort:0 cT; O]0 0 + U[TRcommit:0 aT; O]0

Rules for Conditional Assignment Handling within a Transaction. Finally, we
come to the essence of conditional assignment handling in our rules. In case
the transaction is expected to commit, no special handling is required—all the
assignments are executed immediately. Thus, the rule for an assignment in the
scope of [TRcommit: b is the same as the rule for an assignment within []
(the same holds for all other programming constructs). Note that, even using
the [TRcommit: >>>] modality, 0 only has to hold at the end of the transaction,
which is considered to be atomic.

0 F U{loc := expr}[TRcommit: 0070
0 F U[TRcommit:0 loc = expr; O]

(R11)
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In case a transaction is terminated by an abort, all the conditional assignments
are rolled back as if they were not performed. If we know that the transaction is
going to abort because of a TRabort: marker, we can deliberately choose not to
perform the updates to persistent objects as we encounter them. However, we
cannot simply skip them since the new values assigned to (fields of) persistent
objects during a transaction may be referred to later in the same transaction
(before the abort). The idea to handle this, is to assign the new value to a copy
of the object field or array element while leaving the original unchanged, and
to replace—until the transaction is aborted—references to persistent fields and
array elements by references to their copies holding the new value. Note that if
an object field to which no new value has been assigned is referenced (and for
which therefore no copy has been initialised), the original reference is used.
Making this work in practice requires changing the assignment rule for the
cases where a transaction is in progress and is expected to abort (i.e., where
the “TRabort:” marker is present). Also the rules for update evaluation change
a bit, which changes the semantics of an update as well, see description of the
rule below. The following is the assignment rule for the [-] modality with the
“TRabort:” tag present. The corresponding rules for (-) and [-] are the same:

0 + U{loc' := expr'}[TRabort: 000
0 F U[TRabort:0 loc = expr; 0]0

(R12)

As usual expr has to be a logical term. To handle objects fields persistent arrays
elements, all sub-expressions such as objba;barr|[e|bas bb> in expr are replaced by
objraivarr’[e’]pal o> in expr’ (for object fields the prime denotes a copy of that
field and for array access function [] the prime denotes a “shadow” access func-
tion that operates on copies of elements of a given array). The first reference obj
or arr (as in arr[i]pa) in ezpr is not primed, since it is either a local variable,
which is not persistent, or the this reference, which is not assignable, or a static
class reference, like SomeClass, which also can be viewed as not assignable. All
subexpressions that are local variables are left unchanged in expr’. The expres-
sion loc on the left side of the assignment and the subexpression e are changed
into loc’ resp. e’ in the same way as all the subexpressions in expr.

As mentioned, the semantics of an update has to be changed to take care of
the cases when a copy of an object’s field has not been initialised. In the new
semantics, if the value of objra’ or arr[i]’ is referred to in an update but is not
known (i.e., there was no such value assigned in the preceding updates) then it
is considered to be equal to objra or arr[i], respectively.

The assignments to the copies are not visible outside the transaction, where
the original values are used again—the effect of a roll-back is accomplished. Each
separate transaction has to have its own copies of fields or array elements, so the
second encountered transaction can, for example, use "/, the third one ", etc.

One more thing that we have to handle here is the case when the programmer
explicitly defines an array to be transient (the above rule assumes that it was
not the case). It is not possible to know beforehand which arrays are transient
and which are not, since they are defined to be transient by reference and not
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by name. This problem can be treated by adding an extra field to each array
(only in the rules) indicating whether the given array is transient or persistent
(rules for initialising arrays can set this field). Then for each occurrence of array
reference arr in loc and ezpr in rule (RI2)) we can split the proof into two cases,
following the schema:

U< U(ovarr’strans 2 true) = U{ovarr’[e’] := expr'}[TRabort: 00]0
O« U(ovarr'strans 2 false) + U{ovarr'[e’] := expr’'}[TRabort: 00]0
0 + U[TRabort:0 o.arr[e] = expr; O]0

(R13)

The remaining rules for [TRabort: -] (i.e., for other programming constructs)
are the same as for [-], and the remaining rules for [TRabort: | and (TRabort: -)
are the same as if there were no transaction marker.

5 Examples

In the following, we show two examples of proofs using the above rules. The
first example shows how the [-] assignment and while rules are used, the second
example shows the transaction rules in action. The formula we are trying to prove
in the second example is deliberately not provable and shows the importance of
the transaction mechanism when it comes to “throughout” properties.

The proofs presented here may look like tedious work, but most of the steps
can be done automatically, in fact the only place where user interaction is re-
quired, is providing the loop invariant. The KeY system provides necessary mech-
anisms to perform proof steps automatically whenever possible.

Ezxample 1. Consider the program p shown on the
right. We show that throughout the execution of this
program, the strong invariant 0 = z > 2 holds, i.e.,
we prove the formula z > 2 — [p]z > 2. Figure [
shows the whole proof labelled with applied rules.
Here we only point out the most interesting things.

When applying the while rule (R4) to (@) formula 2 > 3 has to be used as
the loop invariant Inv. Using Inv’ =0 = z > 2 would not be enough, because
the statement x = 1 inside the if statement could not be discarded and z would
be assigned 1, which would break the x > 2 property.

For z < 10, the abort statement in [ is reached after some execution steps
(due to space restrictions, we do show the corresponding proof steps). Since
abort is non-terminating, the formula (abort;)true is false and thus (&) can
be reduced to (@). All sequents with an empty modality ([-] or [-]) are reduced
by removing the modality; the resulting sequents are then first-order provable.
Sequents (@), (I0) and (I6) are valid by contradiction in the antecedent.

x = 3;

while (x < 10) {
if(x == 2) x = 1;
else x++;

}

Ezample 2. Now consider the following program p (fields of o are persistent):
bT;
0.Xx = 60;
o.y = 40;
cT;
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r=2r ixgzig}x =3 @ ss aci0F PBHez2 (14)
(o) true, [if (x<10)M{SHz > 3 ®) 23,210 F [[.]]x >2  (15)
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(A {BY)z =3
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z>3,2>10,z2<10 F []Jz >3 (9) 19
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x =x+ 1]z >3
Abbreviations: « = if(x < 10) {...(3; abort;...} A = Leont: loreak ©
B = if(x == 2) x = 1; else x++;

Fig. 1. The proof from Example 1

t = 0.x;
0.X = 0.Y;
0.y = t;

We will try to prove that the strong invariant ovz + oby 2 100 holds throughout
the execution of this program. Note that this is not provable. The proof attempt
is shown in Fig. [ Again, some of the sequents are first-order provable after
appropriate reductions. Notice that applying the assignment rule (BRIl (resp.
(B12)) inside a transaction does not branch. Sequent (@) is proved valid by
the axiom rule (R9) (transaction commits unexpectedly). Sequent (IN) is not
provable. Inspecting our program closely shows that indeed both orz and oby
are equal to 40 at some point (after o.x = o.y; is executed) and their sum is 80,
which violates the property we wanted to prove. Thus there is one open proof
goal in the proof tree.
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as) @
@ @@ @@ (E3)
@ @) @ =
(T () E3)
@ g (7
5] (RIT) i) RI2)
oy (B RI2)
® @ @ @)
@
0.x + 0.y =100 F [bT;...Jo.z + 0.y =100 (1)
0.x 4+ 0.y =100 F o.z+ 0.y =100 (2)
0.z + 0.y =100 F [TRcommit:o.x = 60;...Jo.z + 0.y =100 (3)
o.x + 0.y =100  [TRabort:o.x = 60;...Jo.z + 0.y = 100 (4)
0.t + 0.y =100 + {o.z' :=60}[TRabort:o.y = 40;...Jo.x + 0.y =100 (5)
0.z + 0.y =100 + {o.2' :=60}{o.y’ :=40}[TRabort: cT; ...]Jo.z + 0.y = 100 (6)
0.z + 0.y =100 F {o.z :=60}[TRcommit:o.y = 40;...Jo.x + 0.y =100 (7)
o.x + 0.y =100 F {o.z :=60}{0.y := 40}[TRcommit: cT; ...Jo.z + 0.y = 100 (8)
0.x+ 0.y =100 F {o.z :=60}{o.y :=40}[t = 0.x;...Jo.x + 0.y =100 (9)
0.x 4+ 0.y =100 + {o.z :=60}{0.y :=40}o.z + 0.y = 100 (10)
0.x+o0.y =100 F (11)
{0.2 :==60}{o.y :=40}{t := 0.z}[o.x = o.y;...Jo.x + 0.y =100
0.z + 0.y =100 F 60+ 40 = 100 (12)
0.z + 0.y =100 F {o.z :=60}{0.y := 40}{t := o.z}o.x + 0.y = 100 (13)
0.z + 0.y =100 F (14)
{o.2 :==60}{o.y :=40H{t := o.z}{o.z := 0.y}[o.y = t;...]o.x + 0.y =100
0.2+ 0.y =100 F 60 + 40 = 100 (15)
o0.x+ 0.y =100 F (16)
{0.z := 60}{o.y := 40}{¢t := 0.z}{o.x := 0.y}o.z + 0.y = 100
o.x +o0.y =100 F (17)
{0.2 :=60}{o.y := 40}{t := o.z}{o.z := 0.y }{o.y :== t}[ Jo.z + 0.y = 100
0.2+ 0.y =100 F 40+ 40 = 100 (18)
0.7+ 0.y =100 F 40+ 60 = 100 (19)

Fig. 2. The proof from Example 2

6 Conclusions and Future Work

We introduced the “throughout” modality (and, thus, strong invariants) to Java
CarD Dynamic Logic and presented the necessary sequent calculus rules to han-
dle this modality and conditional assignments in JAvA CARD transactions. Intro-
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duction of this modality was a manageable task and the set of presented rules
is quite easy to use in theorem proving as shown in the examples. Our future
plan is to implement our rules in the KeY prover and then try our calculus with
“real” examples.

References

1. W. Ahrendt, T. Baar, B. Beckert, M. Giese, R. Hahnle, W. Menzel, W. Mostowski,
and P. H. Schmitt. The KeY system: Integrating object-oriented design and for-
mal methods. In R.-D. Kutsche and H. Weber, editors, Proceedings, Fundamental
Approaches to Software Engineering (FASE), Grenoble, France, LNCS 2306, pages
327-330. Springer, 2002.

2. B. Beckert. A dynamic logic for the formal verification of Java CArRD programs. In
I. Attali and T. Jensen, editors, Revised Papers, Java on Smart Cards: Program-
ming and Security, Cannes, France, LNCS 2041, pages 6—24. Springer, 2001.

3. B. Beckert and B. Sasse. Handling Java’s abrupt termination in a sequent cal-
culus for Dynamic Logic. In B. Beckert, R. France, R. Hahnle, and B. Jacobs,
editors, Proceedings, IJCAR Workshop on Precise Modelling and Deduction for
Object-oriented Software Development, Siena, Italy, pages 5-14. TR DII 07/01,
Dipartimento di Ingegneria dell'Informazione, Universita degli Studi di Siena, 2001.

4. B. Beckert and S. Schlager. A sequent calculus for first-order dynamic logic with
trace modalities. In R. Gore, A. Leitsch, and T. Nipkow, editors, Proceedings,
International Joint Conference on Automated Reasoning, Siena, Italy, LNCS 2083,
pages 626—641. Springer, 2001.

5. J. C. Bradfield, J. K. Filipe, and P. Stevens. Enriching OCL using observational
mu-calculus. In R.-D. Kutsche and H. Weber, editors, Proceedings, Fundamental
Approaches to Software Engineering (FASE), Grenoble, France, LNCS 2306, pages
203-217. Springer, 2002.

6. Z. Chen. Java Carp Technology for Smart Cards. Addison Wesley, 2000.

7. D. Harel. Dynamic Logic. In D. Gabbay and F. Guenthner, editors, Handbook of
Philosophical Logic, Volume II: Extensions of Classical Logic. Reidel, 1984.

8. D. Harel, D. Kozen, and J. Tiuryn. Dynamic Logic. MIT Press, 2000.

9. KeY project homepage. http://il2www.ira.uka.de/ "projekt/.

10. D. Kozen and J. Tiuryn. Logic of programs. In J. van Leeuwen, editor, Handbook
of Theoretical Computer Science, chapter 14, pages 89-133. Elsevier, 1990.

11. W. Mostowski. Rigorous development of Java CarD applications. In T. Clarke,
A. Evans, and K. Lano, editors, Proc. Fourth Workshop on Rigorous Object-
Oriented Methods, London, 2002.
http://www.cs.chalmers.se/ woj/papers/room2002.ps.gz.

12. V. R. Pratt. Semantical considerations on Floyd-Hoare logic. In Proceedings, 18th
Annual IEEE Symposium on Foundation of Computer Science, 1977.

13. Sun Microsystems, Inc. Java Carp 2.2 Application Programming Interface, 2002.

14. Sun Microsystems, Inc. Java Carp 2.2 Runtime Environment Specification, 2002.

15. Sun Microsystems, Inc. Java Carp 2.2 Virtual Machine Specification, 2002.

16. K. Trentelman and M. Huisman. Extending JML specifications with temporal
logic. In Algebraic Methodology And Software Technology (AMAST ’02), LNCS
2422, pages 334-348. Springer-Verlag, 2002.



Monad-Independent Hoare Logic in HASCASL

Lutz Schroder and Till Mossakowski

BISS, Department of Computer Science, University of Bremen

Abstract. Monads have been recognized by Moggi as an elegant device
for dealing with stateful computation in functional programming lan-
guages. It is thus natural to develop a Hoare calculus for reasoning about
computational monads. While this has previously been done only for the
state monad, we here provide a generic, monad-independent approach,
which applies also to further computational monads such as exceptions,
input/output, and non-determinism. All this is formalized within the
logic of HASCASL, a higher-order language for functional specification
and programming. Combination of monadic features can be obtained by
combining their loose specifications. As an application, we prove partial
correctness of Dijkstra’s nondeterministic version of Euclid’s algorithm
in a monad with nondeterministic dynamic references.

1 Introduction

One of the central concepts of modern functional programming is the encapsu-
lation of side effects via monads following the seminal paper [11]. In particular,
state monads are used to emulate an imperative programming style in the func-
tional programming language Haskell [15]. Monads can be used to abstract from
a particular notion of computation, since they model a wide range of compu-
tational effects: e.g., stateful computations, non-determinism, partiality, excep-
tions, input, and output can all be viewed as monadic computations, and so
can various combinations of these concepts such as non-deterministic stateful
computations.

Here, we show how one can also build a generic logical environment for rea-
soning about generic monadic computations by providing a monad-independent
Hoare calculus. These results are developed in the framework of the algebraic
specification language HASCASL. In this way, we generalize the suggestions
of [T1], which were aimed purely at a state monad with state interpreted as
global store.

HASCASL has been introduced in [T4] as a higher order extension of the first
order algebraic specification language CASL [3]. HASCASL is geared towards spec-
ification of functional programs, in particular in Haskell; in fact, HASCASL has
an executable subset that corresponds quite closely to a large subset of Haskell.
Features of HASCASL include partial and total higher order types, polymor-
phism, type classes, and general recursive functions. The technical requirement
for a general treatment of monads is support for constructor classes, which are
a straightforward extension of HASCASL’s type classes. In the correspondingly
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extended language, one can easily specify not only the operations, but also the
axioms associated to a monad.

Using HASCASL’s internal logic, one can give a semantics to Hoare triples
independently of the internal structure of the monad. The HASCASL logic then
provides a Hoare calculus that allows reasoning about partial correctness as
well as loosely specifying imperative programs. We provide both a generic ker-
nel calculus and specialized calculi that provide additional rules dealing with
monad-specific operations such as assignment. We end up with an environment
that offers not only a combination of functional and imperative programming
(as provided in Haskell), but also a surrounding logic that is rather effortlessly
adapted to the specification of both functional and imperative aspects.

2 HAsCAsL

The language HASCASL has been introduced in [I4] as a higher order extension
of CAsL, based on the partial [-calculus. We give a brief summary of how basic
HasCaAsL specifications are written and what they mean. For more details on
both syntax and semantics, see [14].

Any HAsSCASL specification determines essentially two things: a signature
consisting of classes, types, and operations, and associated azioms that the op-
erations are required to satisfy. Basic types are introduced by means of the
keyword type. Types may be parametrized by type arguments; e.g., we may
write

var a: Type

type List a
and obtain a unary type constructor List. There are built-in type constructors
(with fixed interpretations) _ x _, _ x_ X _ etc. for product types, _ —?_ and

_ — _ for partial and total function types, respectively, Pred _ for predicate
types, and a unit type Unit. In particular, the function types of Haskell are
really partial function types.

Next, an operator is a constant of some type, declared by

op f:t
where t is a type. Since types may contain type variables, operators can be
polymorphic in the style of ML.

From the given operators, we may form higher order terms in the usual way:
a term is either a variable, an application, a tuple, or a O-abstraction. Such
terms may then be used in axioms formulated, to begin, in what we shall call
the external logic. This external logic offers the usual logical connectives (con-
junction, negation etc.) as well as universal and existential quantifiers, where the
outermost universal quantifications may also be over type variables, strong and
existential equality denoted by = and =, respectively, and definedness assertions
def 0 (the latter feature and the distinction between the various equalities are
related to partial functions; cf. [I2] for a detailed discussion). The notation used
in the examples below is largely self-explanatory, so we shall refrain from listing
the syntactic details here. It is important to note that formulas of the external
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logic, including external equations, are not regarded as terms of a program and
hence cannot be [-abstracted. Partial functions are, unlike in Haskell, required
to be strict; non-strict functions can be emulated by means of the procedural
lifting method, for which suitable syntactical sugar is provided.

The semantics of a HASCASL specification is the class of its (set-theoretic)
intensional Henkin models: a function type need not contain all set-theoretic
functions, and two functions that yield the same value on every input need
not be equal; see [14] for a discussion of the rationale behind this. If desired,
extensionality of models may be forced by means of an axiom expressible within
the language.

A consequence of the intensional semantics is the presence of an intuitionistic
internal logic that lives within O-terms. One can specify an internal equality
(for which the symbol = is built-in syntactical sugar) to be used within 0-terms,
which then allows specifying the full set of logical operations and quantifiers of
intuitionistic logic; this is carried out in detail in [14]. There is built-in syntactical
sugar for the internal logic, invoked by means of the keyword internal which
signifies that formulas in the following block are to be understood as formulas
of the internal logic.

By means of the internal logic, one can then specify a class of complete partial
orders and fixed point recursion in much the same style as in HOLCF [13]. On top
of this, syntactical sugar is provided that allows recursive function definitions in
the style used in functional programming, indicated by the keyword program.
Similarly, the no-junk-no-confusion axioms associated to datatypes are implicitly
coded by means of the internal logic.

HASCASL supports type classes. These are declared in the form

class C
and are to be understood as subsets of the syntactical universe of all types.
Types as well as type variables can be restricted to belong to an assigned class,
e.g. by writing

type t: C
In particular, axioms and operators may be polymorphic over classes. Classes
may be subclasses of each other, and they may have generic instances. By
attaching polymorphic operators and axioms to a class, one achieves a similar
effect as with Haskell’s type classes.

In a similar vein, one can add constructor classes to HASCASL. They can be
interpreted as predicates on the syntactical universe of abstracted type expres-
sions (also called pseudotypes), e.g.

Oa:Type e a —? List a

As for type classes, there are constructor subclasses; types, operators, axioms
may be polymorphic over constructor classes; and this polymorphism is seman-
tically coded by collections of instances. A typical example of a constructor class
is the class of monads (see Fig.[Il); an example of a constructor subclass can be
found in Fig. Bl
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In summary, HASCASL is a language that allows both property-oriented spec-
ification and functional programming; executable HASCASL specifications may
easily be translated into Haskell programs.

3 Monads for Computations

On the basis of the seminal paper [T1], monads are being used for encapsulating
side effects in modern functional programming languages; in particular, this
idea is one of the central concepts of Haskell [§]. Intuitively, a monad associates
to each type A a type T A of computations of type A; a function with side
effects that takes inputs of type A and returns values of type B is, then, just
a function of type A — TB. This approach abstracts away from particular
notions of computation such as store, non-determinism, non-termination etc.; a
surprisingly large amount of reasoning can in fact be carried out independently
of the choice of such a notion.

More formally, a monad on a given category C can be defined as a Kleisli
triple (T<U<_*), where T': ObC — ObC is a function, the unit 0 is a family
of morphisms 04 : A — T A, and _* assigns to each morphism f: A — TB a
morphism f*:TA — TB such that

0y =idrac  ffOa=f and g"f" = (g"f)>

This description is equivalent to the more familiar one via an endofunctor with
unit and multiplication [I0]. A monad gives rise to a Kleisli category over C,
which has the same objects as C and ‘functions with side effects’ f : A — T'B
as morphisms from A to Bj; the composite of two such functions g and f is just
g* f. This composite will also be denoted f;g.

In order to support a language with finitary operations and multi-variable
contexts (see below), one needs a further technical requirement: a monad is called
strong if it is equipped with a natural transformation

tap: AXTB — T(AX B)

called tensorial strength, subject to certain coherence conditions (see e.g. [11]);
this is equivalent to enrichment of the monad over C (see discussion and refer-
ences in [11]).

Example 1 ([I1]). Computationally relevant monads on Set (since strength
is equivalent to enrichment, all monads on Set are strong) include

0 stateful computations with possible non-termination: TA = (S —? (A x 5)),
where S is a fixed set of states and _ —7 _ denotes the partial function type;

0 (finite) non-determinism: TA = Ppy, (A), where Pp, denotes the finite power
set functor;

0 exceptions: TA = A+ E, where F is a fixed set of exceptions;

0 interactive input: T'A is the smallest fixed point of 0+ -4+ (U — 0), where
U is a set of input values.
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0 non-deterministic stateful computations: TA = (S — Ppn(A x S)), where,
again, S is a fixed set of states;

Figure [Tl shows a specification of monads in HASCASL. As an example of an
instance for this type class, a specification of the state monad is shown in Fig.
Since the operations of the monad are functions in the model, the monads thus
specified are automatically strong, strength being equivalent to enrichment. The
notation is (almost) identical to the one used in Haskell, i.e. the unit is denoted by
ret, and the type constructor by m; the operator _ >>= _ denotes, in the above
notation, the function (z< f)+ —*(x). This specification is the basis for a built-
in sugaring in the form of a Haskell-style do-notation: for monadic expressions
e1 and e,

do =« eq; e

abbreviates e; >>= [0z o 5. A slight complication concerning the axiomatiza-
tion arises from the fact that partial functions are involved. Note that the first
axiom has been equipped with a definedness guard. This ensures that standard
monads such as the state monad with its usual definition (cf. Fig. 2 and the
recent discussion on [7]) are actually subsumed, while leaving the essence of the
proposed calculus untouched.

spec MONAD = INTERNALLOGIC then

class Monad: Type — Type {

vars m: Monad; a,b,c: Type

ops _>>=_:ma— (a—7mb)—=7mb;
ret: a — m a }

internal {

forall z,y: a; y: ma; f:a—"mb; g:b—="mc
edef(fz)=((ret x)>>=f)=fz
o (y>>=ret) =y
c((y>>=f)>>=g)=(y>>=Az:aefaz>>=g)) }

Fig. 1. The constructor class of monads

Reasoning about a category C equipped with a strong monad is greatly
facilitated by the fact that proofs can be conducted in an internal language
introduced in [II]. The crucial features of this language are

0 A type operator T'; terms of type T'B for some B are called programs;

0 an polymorphic operator ret : A — T A corresponding to the unit;

0 a binding construct, which we here denote in Haskell’s do style instead of by
let: terms of the form

do z «—p; q
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spec STATE [type S| = MONAD then
type instance ST : Monad
vars a,b: Type
type ST a:=8 —7(axS)
internal {
forall x: a; y: ST; f: a —=7ST b
eret T =As: S e (z,5)
e(y>>=f)=Asl:Selet (2,82)=yslinfzs2 }

Fig. 2. Specification of the state monad

are interpreted by means of the tensorial strength and Kleisli composition
(See [1T] for details. This is essentially equivalent the do-notation introduced
above.). Intuitively, do = < p; ¢ computes p and passes the results on to g.
Nested do expressions like do z « p; do y « ¢; b may also be denoted
do x « p;y < q; ob>. Repeated nestings such as do z1 « prepb>ex,, «—
Pn; q are somewhat inaccurately denoted in the form do z < p; ¢g. Term
fragments of the form T < p are called program sequences. Variables x; that
do not appear lateron may be omitted from the notation.

Terms are generally formed in a context 0 = (z1 : s;<pbdea, : s,) of variables
with assigned types. Thanks to an equivalence theorem proved in [11], this lan-
guage (with further term formation rules and a deduction system) can be used
both in order to define morphisms in C and in order to prove equalities between
them. For example, morphisms f: A — TB and g : B — T'C may also be seen
as terms f : TB and g : TC in context x : A and y : B, respectively; the Kleisli
composite f;g is represented by do y < f; g¢.

On top of a monad, one can generically define control structures such as a
while loop. However, such definitions require general recursion, which is realized
in HASCASL by means of fixed point recursion on cpos. Thus, one has to restrict
to monads that allow lifting a cpo structure on A to a cpo structure on the type
T A of computations in such a way that the monad operations become continuous.
This is an example of a constructor subclass; the corresponding specification of
cpo-monads is shown in Fig. Bl Function types indicated by — indicate types of
continuous functions [14]. The relevant examples including the ones given above
belong to this subclass.

As an example of a recursively defined control structure we introduce an
iteration construct which generalizes the while loop by extending it with a default
return value (the while loop as programmed e.g. in the Haskell prelude returns
only a unit value) which is fed through the iteration. This has the advantage that
the construct makes sense also for ‘stateless’ monads; e.g., iteration in the non-
determinism monad results in a function that has all values as outcomes that can
be reached by repeatedly applying the original function while a given condition
holds. The (executable) specification of the iteration construct is shown in Fig. @l
Note that the while loop is just iteration ignoring the return value.
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spec CPOMONAD = RECURSION and MONAD then
class CpoMonad < Monad {
vars m: CpoMonad; a: Cpo
type m a: Cpo

ops >>=_:ma 5 (a 5?mb) S?7m b;

c
return: a — m a }

Fig. 3. The constructor subclass of cpo-monads

spec ITERATION = CPOMONAD and BooL then
vars m: CpoMonad; a: Cpo
op dter: (a = m Bool) S (a S?ma) Sa S?ma
program iter test f © =
do b« test x
if b then
doy«—fz
iter test f y

else return x

op  while(b: m Bool)(p: m Unit): m Unit = iter (Az o« b) (Az o p) ()

Fig. 4. The iteration control structure

4 The Generic Hoare Calculus

We now proceed to describe a Hoare-calculus which is generic over the underlying
monad. (Similar calculi discussed in [5[TT] are specific for the state monad, where
‘state’ is additionally restricted to mean global store). We shall be using the
notation for monads introduced in the previous section (T, I etc.) throughout,
as well as the internal language discussed at the end of the previous section.

As usual, the calculus will be concerned with proving Hoare triples consisting
of a stateful expression together with a pre- and a postcondition. Since in general
we cannot undo changes to the ‘state’, we have to require the pre- and postcon-
ditions to ‘leave the state unchanged’ in a suitable sense in order to guarantee
composability of Hoare triples, at the same time allowing the conditions to read
the state.

Dellnition 2. A program p is called side-effect free if
(do y « p; ret*) = ret* (shorthand: sef(p))«

where * is the unique element of the unit type.

Note that sef(p) implies that p is always defined. Properties such as side-effect
freeness are said to hold for a program sequence iff they hold for each of the
component programs.
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Lemma 3. If p is side-effect free, then

(do zp; q)=¢q

for each program q that does not contain x.

Example 4. A program p is side-effect free

in the state monad iff p terminates and does not change the state;

in the non-determinism monad iff p always has at least one possible outcome;
in the exception monad iff p terminates normally;

in the interactive input monad iff p never reads any input;

in the non-deterministic state monad iff p does not change the state and
always has at least one possible outcome (i.e. never gets stuck).

Y e e |

A program p is called stateless if it factors through [, i.e. if it is just a value
inserted into the monad (‘p exists’ in the terminology of [I1]) — otherwise, it is
called stateful. E.g. in the state monad, p is stateless iff it neither changes nor
reads the state. Stateless programs are side-effect free, but not vice versa.

We will want to regard programs that return truth values as formulas with
side effects. We equip such formulas with a notion of global validity, denoted
explicitly by a ‘global box’ [:

Delnition 5. Given a term 0 of type T , where 0 denotes the type of internal
truth values, €0 abbreviates

0=do z« [; ret T«

read as a formula of the internal logic.

If 0 is side-effect free, then G0 simplifies to 0 = ret T; otherwise, the formula
above ensures that the right hand side has the same side-effect as 0.

Remark 6. Note that the equality in the definition of & 0 above is strong
equality. In particular, in the classical case €0 is true if 0 is undefined.

Example 7. In the monads of Example ] €0 amounts to the following:

0 in the state monad: successful execution of [ from any initial state yields T;

0 in the non-determinism monad: [ yields at most the value T (or none at all)

0 in the exception monad: I yields T whenever it terminates normally.

0 in the interactive input monad: the value eventually produced by O after
some combination of inputs is always T;

0 in the non-deterministic state monad: execution of [ from any initial state
yields at most the value T.
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For meta-proofs about the Hoare logic, we require an auxiliary calculus
(Fig. B) for judgements of the form [Z < p|g 0, which intuitively state that
the formula [ : 0 , which may contain Z, holds after  + p. The idea is to shove
all state-dependence to the outside, so that the usual logical rules apply to the
remaining part. Formally, [Z < p|¢ 0 abbreviates

do T « p; retlp>
The set of free variables of p is denoted by F'V(p). The calculus is sound:

Theorem 8. If [§ — ¢ U is deducible from [T «— p|lc 0 by the rules of Fig.[3
then ([T — pla0) = ([y — qleO) holds in the internal logic.

[T —pladi, i=1,...,n [Z—pPlad=q =q
(mp) PLA NP =) (eq) T —Dy—qzZ—Tlap=1
[T < Ple ¥ TPy qzZ—Tlap=1
[T« plc ¢ 7 —dlco
FV FV
@op) =20 prg) O

T—py—dqad [t —p;J—qad [z —retalcz =a

ST DY 2T
(ctr) [ Py —4q Ja ¢

(z ¢ FV(¢) U FV(7))

[..;y e (do z+p; q);Z—Tlc o

Fig. 5. The auxiliary calculus

We can now define and give a semantics to Hoare triples:

Dellnition 9. A Hoare triple, written {0} z «— p {0}, consists of a program
sequence T «— p, a precondition 0 : T0 , and a postcondition 0 : T0 (which may
contain Z), where I and 0 are side-effect free. This abbreviates the formula

[a —0;Z2—p;b—0]ga=b>

The fact that Hoare triples as just defined mention program sequences (rather
than just programs) reflects the need to actually reason about results of compu-
tations, including intermediate results, as opposed to just about state changes
as in the traditional case.

Example 10. A Hoare triple {0} < p {0} holds
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0 in the state monad iff, whenever 0 holds in a state s, then 0 holds for = after
successful execution of p from s with result x;

0 in the non-determinism monad iff, whenever I holds possibly, then 0 holds
for all possible results = of p;

0 in the exception monad iff, whenever 0 holds and p terminates normally,
returning z, then [ holds for z;

0 in the interactive input monad iff, whenever [ holds and p returns z after
reading some sequence of inputs, then [ holds for x.

0 in the non-deterministic state monad iff, whenever [l holds possibly in a state
s, then [ holds after execution of p for all possible results x.

Remark 11. It is clear that the main application domain of Hoare triples are
monads where some sort of state is involved that gives meaning to notions of
‘before’ and ‘after’. However, as can be seen in the combination of the state
monad with non-determinism, considering Hoare-triple for ‘stateless’ monads
does make sense inasmuch as it provides for a separation of concerns.

Lastly, one can capture determinacy at least for side-effect free programs:

Dellnition 12. A side-effect free program p is deterministically side-effect free
if

[z —py—per=y (shorthand: dsef (p))>

Stateless programs are deterministically side-effect free. In most of the running
examples, all side-effect free programs are deterministically side-effect free, with
the unsurprising exception of the monads where non-determinism is involved. In
these cases, a side-effect free program is deterministically side-effect free iff it is
deterministic.

Having defined an interpretation of Hoare triples as formulas in the internal
logic of HASCASL, we can now proceed to establish a set of monad-independent
Hoare rules as shown in Fig. [6} the rules are lemmas in the internal logic.

The rule (wk) uses the notation 0 = 0. This is just syntactic sugar for the
Hoare triple {0} {0}; hence, (wk) is really a special case of the sequential rule
(seq). The decoding of 0 = 0 can be simplified to

(do a —0<b—1D0; reta=b) =ret T

The rule (dsef) applies in particular to stateless programs p = reta, for which
the postcondition simplifies to x = a. Although the classical Hoare calculus does
not require the usual introduction and elimination rules for logical connectives,
such rules are sometimes convenient (see the example below); we have included
introduction rules for conjunction and disjunction. Here, 0 A0 abbreviates

do a<—0;b«0; reta A b

similarly for other logical connectives.
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L(q) stateless -_—
(sef) ooy g (ay  (tteless) oy ety

e
dsef (p) Yo aW
Wsel) s ycp =) Y Weerr—ad

{¢}  —p {¢}
{9} ..z —py —q 27 {2} ¢ =1
x ¢ FV(F)UFV(y) =7

) Gy oy eemaoz—rw N @i

{pnb}z—p {9y}
g @GN op W (oA 0@y < pa {ola/yl)
{¢} < if b thenp {¢} y —iter bpe{z/y] A=(by)}
else q {1}
{6} 2 —p {v} {0} 4 —a{x}
{o} 2z —p {x} W —a{x}

(conj) O s —p oA (disj) {6V} g—aq{xt

Fig. 6. The generic Hoare calculus

One typical Hoare rule that is missing here is the assignment rule; this rule
only makes sense in a more specialized context where some sort of store is present.
An example of an extension of the calculus by specialized rules for a particular
monad is presented below.

As examples of rules for user-defined generic control-structures, we have in-
cluded an invariant rule for the iteration construct introduced in Section [3] and
a rule for an if-then-else construct defined in the obvious way; rules for similar
control structures such as while work as usual. In the pre- and postconditions,
boolean values b are implicitly converted to 0 as b = true, and formulas of type
0 are implicity cast to TO via ret when needed.

The rules of the calculus are sound for arbitrary (cpo-)monads:

Theorem 13. If a Hoare triple is derivable in a cpo-monad (monad) by the
rules of Fig.[8 (excluding (iter)), then the corresponding formula is derivable in
the internal language.

It is clear that completeness can only be expected in combination with suitable
monad-specific rules; e.g., the calculus becomes the usual (complete) Hoare cal-
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culus when extended with an assignment rule specific to the store monad. In this
sense, the calculus may be regarded as a generic framework for computational
deduction systems.

5 Example: Reasoning about Dynamic References

We now apply the general machinery developed so far to the (slightly extended)
domain of the classical Hoare calculus, namely states consisting of creatable and
destructively updatable references (note that this is just one example of a state
monad), later to be extended by non-determinism.

The reference monad R uses a type constructur Ref, where Ref a is the set
of references to values of type a. R a is, then, the type of reference computations
over a. The monad comes with operations for reading from and writing to ref-
erences (besides the usual monad operations); see Fig. [1. We use the shorthand
O(xr) for do x « read r; O(x). Note that with this notation, ret(x = *r) is
not stateless. Also note the difference between ret(r = s) (equality of references,
a stateless formula) and ret(xr = xs) (equality of contents, a stateful formula).
Moreover, recall that ret is inserted implicitly where needed.

spec REFERENCE = CPOMONAD then
var a: Cpo
types R: CpoMonad; Ref a: Flatcpo
ops read: Ref a = R a;
_:=_:Refa Sa 5 R Unit
forall z,y: a; r,s: Ref a

o dsef(read 1) % (dsef-read) %
o {} ri=z {z="*r} % (read-write) %
e{-r=sAz="*r} s:=y {z="*r} % (read-write-other) %

spec DYNAMICREFERENCE = REFERENCE then
var a, b: Type
op new: a — R(Ref a)

forall z,y: a; r: Ref a; p: R b

o {} r— new z {z =*r} % (read-new)%
e{z="*r} s —newy {-r=s=z="*r} % (read-new-other)%
o {} r— new z; p; s — new y {—-r =s} % (new-distinct) %

Fig. 7. Specification of the reference and the dynamic reference monad

The axiomatization provides all that is really necessary in order to reason
about references, i.e. one does not need to rely on a particular implementation:
rule dsef-read states that reading is deterministically side-effect free. read-write
says that after writing to a reference, we can read the value. By contrast, writing
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to a reference does not change the values of other references (read-write-other).
Note that nothing is said about the nature of references; they could e.g. be
integers. The specification of dynamic references additionally provides an oper-
ation new for dynamically creating new references. read-new states that after
initializing a reference, we can read the initial value. Moreover, creation of new
references does not change the values of other references (read-new-other). Fi-
nally, two newly created references are distinct (new-distinct). Note that we do
not say anything about reading from references that have not been created yet.
Starting from this axiomatization, properties such as

{}r—newz;s —newy {-~r=shx=*rAy==xs} (1)

are easily established using the Hoare rules of Fig.

Another example is the nondeterminism monad, shown in Fig. 8. While fail
yields no result and hence everything follows from it, chaos yields any result
and hence nothing can be said about it. || is nondeterministic choice (i.e. takes
the union of value sets), and sync synchronises two nondeterministic values (i.e.
takes the intersection of value sets).

spec NONDETERMINISM = CPOMONAD then
var a: Cpo
ops fail, chaos: N a;
J_sync..: Na S Na 5 Na
forall z: a; p,q: N a; o,0: N§2; x1,x2: a — N2

o {} fail {y} % (fail) %
e {p} z—p {xiz} A {p} 2 q{xez} =

{¢} 2 = plg {x12V x27} % (join)%
o {o} z—p {xiz} N {p} 2 — ¢ {xez} =

{e} z —p sync g {x12 A x27} % (sync)%

Fig. 8. The nondeterminism monad

One advantage of the looseness of the specifications introduced so far is that
we now can combine the specification of references and of nondeterminism and
get a specification of nondeterministic reference computations (Fig. [).

As an example, we prove the partial correctness of Dijkstra’s nondeterministic
version of Euclid’s algorithm for computing the greatest common divisor [4]
within this monad. Let euclid be the program sequence (over NR Int)

T new I;

§ — new y;

while ret(—*r == *s)

(if ret(*r > *s) then r:=*r —*s else fail

if ret(*s > *r) then s :=*s — *r else fail)
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spec NONDETERMINISTICDYNAMICREFERENCE =
DYNAMICREFERENCE with R+ —-NR
and NONDETERMINISM with N+ —NR

Fig. 9. The nondeterministic dynamic reference monad

Assuming that we have some specification of arithmetic, including gcd spec-
ified to be the greatest common divisor function, we now will try to prove

{} euclid {xr = ged(z<y)}>

We proceed as follows. Using (dsef), (sef), (seq), (stateless) and (conj), we
can show

{=r = s A ged(xr<xs) = ged(z<y) A *r > *s}
u «— read r;v <« read s
{—r = s A ged(xr<xs) = ged(z<y) AN*r > *s Au=*r Av=xs}i>

By arithmetic reasoning and (wk), we obtain

{=r = s A ged(xr<xs) = ged(x<y) A *r > *s}
u «— read r;v — read s (3)
{=r =sAged(usv) = ged(xy) ANu>vAv=3x*s}>

By (stateless), (read-write), (read-write-other), and (conj), we can show

{-r =sAgcd(uv) = ged(zy) ANu>v Av=x%s}
ri=u-—v
{-r=sAged(usv) =ged(xz<y) Au>vAv=%sANu—v=3%r}>

By arithmetic reasoning and (wk), we get

{—r =sAgcd(uv) = ged(zy) ANu>v Av=x*s}
ri=u—v
{=r = s A ged(*r<xs) = ged(x<y) >

By (seq) with (3) and noting that r := *r —*s is shorthand for u « read r;v «—
read s;r :=u — v, we get

{—r = s A ged(*r<xs) = ged(x<y) A *r > *s}
7= *r —*g
{=r = s A ged(xr<xs) = ged(x<y) >

By (fail), we have
{—r = s A ged(*r<xs) = ged(x<y) A —*r > *s}

fail
{=r = s A ged(*r<xs) = ged(x<y) >
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Hence by (if)
{—=r = s A ged(xr<xs) = ged(z<y)}
if ret(*r > *s) then r:=*r — *s else fail
{—r = s A ged(*r<xs) = ged(z<y)}

In an entirely analogous way, we get

{—r = s A ged(xr<xs) = ged(z<y)}
if ret(*s > *r) then s :=*s — *r else fail
{=r = s A ged(*r<xs) = ged(x<y) >

From these, together with (join) and (wk), we get

{=r = s A ged(xr<xs) = ged(z<y)}

if ret(*r > *s) then r:=*r — *s else fail
[| if ret(*s > *r) then s :=*s — *r else fail
{=r = s A ged(xr<xs) = ged(xy) >

Applying (wk) and (iter) leads to
{=r = s A ged(xr<xs) = ged(z<y)}
while ret(—*r == *s)
(if ret(*r > *s) then r:=*r — *s else fail
[ if ret(*s > *r) then s:=*s — *r else fail)
{=r = s A ged(xr<xs) = ged(x<y) A xr == *s}>
Using the arithmetic fact that ged(z<x) = x, by (wk) we obtain
{—r = s A ged(*r<xs) = ged(xz<y)}
while =*r ==*s
(if ret(*r > *s) then r:=*r — *s else fail (4)
| if ret(*s > *r) then s := *s — *r else fail)
{xr = ged(zy) >

From (1) above, we get by arithmetic reasoning and (wk)
{} r —new ;s «— new y {-r = s A ged(xr<xs) = ged(z<y)} (5)

and the result now follows by applying (seq) to (4) and (5).

6 Conclusion and Future Work

275

We have generalized Moggi’s Hoare calculus for the state monad to a monad-
independent Hoare calculus. To this end, we have used an extension of the wide-
spectrum language HASCASL with Haskell-style imperative programming via
monads, which in terms of additional language features required essentially no

more than a rather straightforward encorporation of constructor classes.
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We have illustrated this approach by several example monads, some of which
we have described aziomatically, rather than via an implementation as in Haskell.
Specific monads come with specific extensions to the generic Hoare calculus; it
is even possible to axiomatize a monad by means of Hoare triples. Further work
will include the production of a library of such monad specifications, thus pro-
viding a broad basis for formal reasoning about imperative functional programs.
Moreover, the examples suggest that general results about monad combination
[9] bear some relation to the combination of monad-specific Hoare calculi; ways
in which axiomatizations of more complex monads can be compositionally ob-
tained those of simpler ones are the subject of further investigation. Another
interesting topic is the relation to the monad independent aspects of the testing
tool QuickCheck [1].

The traditional Hoare calculus can be embedded into propositional dynamic
logic [6], which allows for rather more flexibility. However, this is expected to
work with monads only in special cases, since unlike as with Moggi’s evaluation
logic, the computation needs to be split (i.e. the ‘state’ needs to be duplicated)
for evaluations of compound formulas, e.g. conjunctions such as [p]0 A [¢]0
where the evaluation of the second conjunct requires ‘resetting the state’ (here,
[p] 0 reads ‘0 holds after exection of p’). Several of the computationally relevant
monads, among them the usual state monad, do admit such a state duplication;
a general axiomatization of this concept is forthcoming.

Acknowledgements. This work forms part of the DFG-funded project Has-
CASL (KR 1191/7-1). The authors wish to thank Christoph Liith for useful

comments and discussions.
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Abstract. The specification of policies is a crucial aspect in the devel-
opment of complex systems, since policies control the system’s behavior.
In order to predict a possibly incorrect behavior of the system, it is neces-
sary to have a precise specification of the policy, better if described in an
intuitive formalism. We propose policy specifications in three modeling
notations, viz. UML, Alloy and Graph Transformations, and compare
them from the viewpoint of readability, verifiability as well as tool sup-
port. We use a role-based access control policy as example policy.

1 Introduction

Policies are used to control the behavior of complex systems by a set of policy
rules. Policy specifications are developed by system designers and deployed by
administrators. To prevent an incorrect behavior of the system due to design or
administration errors, a policy specification should be readable and understand-
able by both the designer during system development and the administrator
who must deploy the policy. Visual modeling notations are designed to enhance
the understandability of system aspects. The UML [13] as the de-facto standard
modeling language in industry is a widely known member. Beside a readable
policy specification, a formal specification of the policy is necessary to reason
about the behavior of a policy and is a prerequisite for an effective analysis of
conflicts within and between policies and their resolution to achieve consistency.

The aim of our investigation is to provide support for the design of a policy
by proposing an intuitive visual representation along with a formal theory to
develop and modify a policy in a systematic way. We investigate in this article
to what extent the modeling notations UML, Graph Transformations [17] and
Alloy [20] are suited for the specification and verification of policies. UML, as
the standard modeling language in industry accompanied with several tools, is
considered by showing how a policy can be specified in UML in such a way
that we can make use of existing UML tools. We propose a formal graph-based
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semantics for the UML policy specification to make possible verification. Alloy,
a lightweight object modeling notation, can express a useful range of structural
properties in object models which can be automatically analyzed. Alloy provides
a visual notation for parts of an object model. Graph Transformations (GT)
are a graphical and formal specification technique, which incorporates both an
intuitive visual notation and a formal background. Several works have reported
on the use of GT for the specification of access control policies [819].

The paper is organized as follows. Section [2] investigates the necessary com-
ponents of a policy specification and introduces the role-based access control
policy example [I8] used throughout the paper. Section B presents our proposal
for a policy specification in UML, Sect. @] the GT specification and Sect. [ the
Alloy specification. In Sect. B, we investigate to what extent the specifications
can be used to reason about the consistency of a policy specification and in
Sect. [0 we compare the policy specifications from the point of view of readabil-
ity, verifiability and tool support. Section [§] contains concluding remarks and
future work.

2 Policies

Policies are employed to control the behavior of complex systems by using a set
of policy rules that define the choices in the individual and collective behavior of
the entities in the system. Beside the policy rules, declarative policy constraints
may provide additional useful information on the intended behavior so that a
policy specification contains also declarative information (”invariants”) on what
a system state must contain (positive) and what it cannot contain (negative).
The declarative constraints provide useful information during the development
of a policy through successive refinement steps, or when trying to predict the
behavior of a policy. Therefore, a policy specification consists of 1) the type
information of the system entities to which the policy applies, 2) a set of policy
rules which build the accepted system states, and 3) a set of positive and negative
declarative policy constraints for the wanted and unwanted substates.

2.1 Example: Role-Based Access Control

Role-based access control (RBAC) [18] reduces the complexity and cost of se-
curity administration in large systems because roles serve as a link between
permissions (e.g., read or write) for objects (e.g., a file, a printer) and users. A
user can access an object if (s)he plays a role which has the required permissions.
The work on RBAC systems has been subject to a NIST standard proposal [19]
which characterizes a family of RBAC models. The RBAC model in this article
includes a role hierarchy, defining a sub-role (resp. super-role) relation between
roles, whereby roles acquire the permissions of their sub-roles, and sub-roles ac-
quire the user membership of their super-roles. The role hierarchy can be an
arbitrary partial order and is assumed to be fixed. The RBAC policy rules are:
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Rule 1: A user can be assigned to a role to become a member of the role.
The user is authorized for a role, if this role is a sub-role of the role to which
the user is assigned.

Rule 2: A user u can be revoked from a role r. We consider here only
weak revocation, which revokes u only from this role r. Weak revocation has
the property that a user u after revocation from r does not have to loose the
permissions of r if u is assigned to a super-role of r, since super-roles inherit
the permissions of their sub-roles. In strong revocation, the user v would be
additionally revoked from all the super-roles of 7.

Rule 3: A user can establish a session.

Rule 4: A user can close a session.

Rule 5: During a session of a user, the user can activate a subset of roles for
which (s)he is authorized.

Rule 6: The user of a session can deactivate roles from the session.

The role-permission assignment [3] is assumed to be fixed. The following
constraints are examples of additional restrictions of the RBAC model.

Separation of Duty (sod): This relation on roles places constraints on the
assignments of users to roles. Membership in one role prevents the user from
being a member of one or more other roles, depending on the sod-rules.

Cardinalities: This kind of constraint restricts the number of user-role as-
signments, user-session assignments etc. For example, a session must belong to
a unique user.

The next sections present how the system entity types, the policy rules and
the policy constraints are specified in UML, in Alloy and in Graph Transforma-
tions, exemplified with the RBAC model.

3 UML Specification

The type information of the system entities is specified in a UML class diagram.
The class diagram for the RBAC example consists of the class Role for RBAC
roles, User for users and Session for sessions (see Fig.[Ih). An association shows,
which class instances can be related. The label represents the intended meaning
assigned to the association, its direction the direction to read the label (e.g., a
session belongs to a user). The association sod on class Role specifies the sepa-
ration of duty relation on roles, the association is represents the role hierarchy.
A role r can be a super- or sub-role with respect to a role r’. Each role has
a unique super-role, but a role can have zero or more sub-roles. If there is no
multiplicity attached to an association, we assume the multiplicity Omssk. The
association is_in models the user-role assignment, the association has_activated
models the roles that are activated in a session. The association belongs specifies
the assignment of a session to a user.

The policy rules are specified in object diagrams using the constraints new,
all, destroy and destroy all based on the constraints new and destroyed used in
collaboration diagrams [I3]. The intended meaning of the constraint all at an
object in a policy rule is that all objects of this type must be considered which
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Fig. 1. Visual modeling of the type information in UML a), in GT b) and in Alloy ¢)

match to the object structure specified in the object diagram. An object or link
with new is created by the policy rule, an object or link with destroy is removed
from the system. The constraint destroy all at an object/link specifies that the
policy rule deletes all objects/links that match the object structure specified in
the object diagram. The match must be complete in the sense, that all mapped
objects can be completed by links to achieve the object diagram in the rule.
Figure [2 shows the UML object diagrams for the policy rules of the RBAC
model. Object diagram 1) consists of one object of type User carrying a con-
straint new. This specifies the creation of a user. Diagram 2) shows a user object
connected to a session object. The constraint destroy at the user object specifies
that the policy rule deletes the user, the constraints destroy all at the session
object and the link specify that all sessions of the user are deleted, as well. Note,
that sessions which are not connected to the deleted user object remain un-
changed. Diagram 3) specifies the creation of a new session object connected to
a user object. The user object already exists, only the session object and the link
to the user are added by the policy rule. Diagram 4) specifies the deletion of a
session and the connection to the user, diagram 5) the assignment of an existing
user to an existing role by adding a new link. The revocation of a user from a role
is specified in diagram 6). If a user is revoked from role (specified by destroying
the link between the objects user and role), user may loose the authorization
for all sub-roles of role. Therefore, all sub-roles of role must be deactivated from
the sessions of the user, as well. The * attached to the link between the roles
role and role’ models a path through the role hierarchy from role to role’. Since
UML has no primitive operation for a transitive closure, transitivity must be
specified in OCL. Therefore, we introduce the operation closure() on roles:

class Role
closure(): Set(Role) =
subrole.closure()->asCollection->including(self)
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Fig. 2. UML object diagrams for policy rules

The *-link between objects role and role’in diagram 6) is a graphical notation for
role’ in role.closure(). Since we assume a non-cyclic role hierarchy, the operation
closure() always terminates. Diagram 7) specifies the activation of a role in
a user session by creating a new link between the session object and a role for
which the user is authorized. A user is authorized for a role role’ if there is path
starting from a role to which the user is assigned ending in role’ (specified by
the *-link). Diagram 8) specifies the deactivation of a role from a session by
destroying the link between the session object and the role object.

To specify policy constraints, we have chosen OCL [21]. The OCL constraint
below specifies the separation of duty (sod) constraint.

context User inv
self.is_in->forAll( rl1,r2 | rl.sod->excludes(r2) )

The RBAC cardinality constraint, which requires a unique user for each session,
is already specified by the multiplicity 1 at the association belongs in the class
diagram in Fig. [ a).

4 Graph Transformations Specification

Graph Transformations (GT) [I7] provide an intuitive presentation of graph-
based structures and their rule-based modification. The types of the system



Visual Specifications of Policies and Their Verification 283

entities are specified in a type graph. A type graph is a graph consisting of a set
of nodes and a set of directed edges which specify the types of nodes and edges
which may be used in the instance graphs modeling system states. A graph G is
an instance graph of a type graph if one can find for each node and edge in G the
corresponding node and edge type in the type graph. We take a GT approach
in which edges are relations, i.e., there is at most one edge of the same type
between two nodes, but there can be several edges of different type between the
same nodes. Fig. [b shows the type graph for the RBAC policy model. It has
the types u for user, r for roles and s for sessions. The meaning of the edges
corresponds to the meaning in the UML class diagram in Fig. [Tla. In contrast
to class diagrams, however, it is not possible to specify multiplicities in a type
graph. An edge in a type graph always has the multiplicity *. Furthermore, edges
in the type graph do not carry role names as associations in UML class diagrams.

The policy rules are specified by graph rules. Formally, a graph rule is given
by a graph morphism r : L — R which consists of two partial injective mappings:
one between the set of nodes and one between the set of edges of L and R, so
that 1) whenever the mapping for edges is defined for an edge e pointing from
node s to node t, the mapping for s and ¢ is defined and the edge r(e) in R
points from r(s) to r(t) and 2) node/edges are mapped only to nodes/edges of
the same type. We call the graph morphism total if the mappings between the
node and edge sets are total. The graph L of a graph rule r : L — R, left-hand
side (LHS), describes the elements a graph must contain for r to be applicable.
The morphism r is undefined on nodes/edges that are intended to be deleted,
defined on nodes/edges that are intended to be preserved. Nodes and edges of
R, right-hand side (RHS), without a pre-image are newly created. Note that
the actual deletions/additions are performed on the graphs to which the rule
is applied. The application of a rule to a graph G requires an occurrence of
the LHS L in G (formally defined by the existence of a total graph morphism
m : L — @G, called match). The application itself consists of two steps. First,
delete all objects in G that have a pre-image in L\ dom(r). Second, add all graph
objects of R\ (L) to G connected to the nodes m(dom(r)).

The graph rules for the RBAC model are given in Fig. Bl The LHS of the
graph rule add user is empty, its RHS contains one user node. This rule specifies
the creation of a new user. The rule remove user deletes a user and all its
connected sessions. The double circle around the session node specifies that all
sessions connected to the user are deleted. The rule new session creates a new
session for a user by inserting a new session node connected to the user node. The
LHS of the graph rule remove session consists of the session node connected to
the user node, the RHS consists only of the user node. This graph rule specifies
the deletion of the session. The rule add to role assigns a user to a role. The
rule remove from role specifies the revocation of a user from a role. The edge
between the user and the role is deleted as well as all edges between sessions and
roles for which the user is authorized by the revoked role. The * specifies a path
between the roles. The rule activate role inserts an edge between a session of a
user and a role for which the user is authorized. The graph rule deactivate role
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Fig. 4. Graphical constraints for policy constraints

deactivates a role from a session of a user by deleting the edge between session
and role node.

Policy constraints are specified by positive and negative graphical constraints
[10]. A positive graphical constraint (PGC) is a total graph morphism ¢ : X — Y
and a graph G satisfies ¢ if for all total morphisms p : X — G there is a total
morphism ¢ : Y — G so that g o ¢ = p. A negative graphical constraint (NGC)
is a graph C' and a graph G satisfies C' if there does not exist a total morphism
p: C — G. The NGC in Fig. [ a) specifies the separation of duty constraint. The
NGC shows the forbidden substate in which a user is assigned to two roles in sod-
relation. The two graphical constraints in b) specify that each session belongs
to a unique user. The PGC requires for each session at least one connected user,
the NGC forbids two (or more) users connected to one session.

5 Alloy Specification

Alloy[6] is a language for describing structural properties of object models
and provides constraints and operations to describe how object structures may
change. It is a state-based language with a textual syntax together with a graphi-
cal sublanguage. Alloy allows the designer to automatically analyze specifications
[7]. The RBAC model of this paper is a submodel of the model used in [20].
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The types for the system entities are specified in the Alloy diagram in Fig.[Ik.
Each box in the diagram represents a set of objects. We have the sets Role, User
and Session. A vertical stripe down the right-hand side of the box specifies a
fixed set, i.e., the number of elements in this set is fixed throughout the lifetime
of the system. In the RBAC example, the roles are fixed, but the sets of users and
sessions are not fixed. An edge represents a relation: for example, the relation
sub-role maps a role to all its sub-roles, the relation super-role is defined to be
its inverse (specified by the tilde). The relation super-role maps each role to its
unique super-role. The exclamation mark attached to the end of a relation means
exactly one. Another example is the relation belongs which maps each session to
a unique user and its inverse has maps each user to his/her activated sessions.

Policy rules are specified textually by Alloy operations (keyword op). The
primed values in operations indicate the post state of the variables. For sets,
there are the usual set-theoretic operations for union (+) and difference (-),
the operator s in t checks if the set s is a subset of t. For a relation r, the
operation ~r is the inverse of r and *r is the reflexive transitive closure of r.
The ’." operator is used to specify a navigation expression, i.e., s.r denotes the
set of objects that the set s maps to in the relation r. For example, user.is_in
specifies the set of roles the user plays in a state.

op NewUser (user:Userll) { Userl = User + user }

op RemoveUser (user:Userl) {
Sessionll = Session - user.[lhas
Userll = User - user

}

op NewSession(user:User, session:Sessionll) {
Sessionll = Session + session
session.belongsll = session.belongs + user

}

op RemoveSession(user:User, session:Sessionll) {
user.[hasll = user.[lhas - session
Sessionll = Session - session

}

op AddToRole( user:User, role:Role ) {
user.is_inll = user.is_in + role

}

op RemoveFromRole(user:User, role:Role) {
user.is_inll = user.is_in - role
user.[lhas.is_activatedll=user.lhas.is_activated-role.*subrole

op ActivateRole(user:User,session:Session,role:Role,role2:Role){
role in user.is_in
role2 in role.*subrole
session.is_activatedll = session.is_activated + role2
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op DeactivateRole(user:User, session:Session, role:Role) {
session.is_activatedll = session.is_activated - role

}

Policy constraints are described by Alloy assertions (keyword assert), which
are questions of the kind “Is it true that ...7”. The Alloy analyzer tries to answer
this question by finding a counterexample (more in Sect. [6]). The assertion for
the sod-constraint states that when a user u is assigned to roles r1 and 72 then
r1 and 72 are not in sod-relation (-> specifies implication, ! negation).

assert Seperation0fDuty{ all rl,r2: Role, u:User |
(r1 + r2) in u.is_in -> rl1 != r2.sod }

The cardinality constraint of a unique user for each session is visually specified
by the exclamation mark attached to the relation belongs in the Alloy diagram.

6 Verification

A crucial property of a policy specification is that it specifies a coherent policy in
the sense that the policy rules and the policy constraints are not contradictory.
Therefore, we define a policy specification to be coherent if all system states built
by the policy rules satisfy the constraints. In the context of UML, a system state
is an object model and a policy constraint an OCL constraint. Satisfaction deals
with the satisfaction of the OCL constraint in the object model. In the context
of Alloy, a system state is an instance of the Alloy model with concrete instance
sets and relations. A policy constraint is an Alloy assertion and satisfaction deals
with the satisfaction of the assertion in the instance model. In the context of
GT, a system state is a graph and a policy constraint is a graphical constraint.
Satisfaction deals with satisfaction of the graphical constraint by the state graph.

The RBAC policy specifications in the previous sections are not coherent,
since the sod-constraint is not satisfied by all system states built by the policy
rules. The policy rule for the assignment of a user to a role (diagram 5 in Fig.
in the case of UML, graph rule add to role in Fig. Blin the case of GT, operation
AddToRole in the case of Alloy) does not consider the sod-relation. The rule
can assign a user to any role and may construct a system state which does
not satisfy the sod-constraint. This section investigates the problem of detecting
incoherence in a policy specification and, if so, of resolving it.

6.1 Alloy

Alloy is supported by an analyzer [7] to detect constraint violations. The ana-
lyzer checks Alloy assertions by trying to find a counterexample, i.e., to find an
instance model of the Alloy specification in which the assertion is not satisfied.
Using the Alloy analyzer to check the sod assertion of the policy specification in
Sect. [l the analyzer gives the counterexample in Fig.[d. The Userl is assigned
to the roles Role2 and Role3 which are in sod-relation.
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File Graph

Fig. 5. Counterexample found by the Alloy analyzer

Based on the counterexample, the designer tries to modify the Alloy specifi-
cation to resolve the conflict. In our example, the invariant assign is added to
the Alloy specification. It specifies that roles r1 and r2 both assigned to a user u
must not be in sod-relation. Applying the Alloy analyzer to the extended Alloy
specification results in no solution, i.e., no counterexample could be found and
the Alloy policy specification is coherent.

inv assign { all u: User, rl: Role, r2: Role |
(r1 + r2) in u.is_in -> rl1 'in r2.sod }

6.2 Graph Transformations

Graph Transformations provide a constructive approach to the detection of con-
straint violation [418]. The algorithm receives as input a graph rule and a graph-
ical constraint and decides whether the graph rule may construct a graph which
does not satisfy the graphical constraint. When a conflict is detected, the algo-
rithm modifies the graph rule by adding a negative application condition (NAC)
so that the modified graph rule is applicable only when it is guaranteed to pro-
duce a new graph that satisfies the graphical constraint. A NAC for a graph
rule r : L — R is a total graph morphism n : L. — N and r with NAC n can
be applied to a graph G if there is a match m : L — G, but there is no total
morphism ¢ : N — G so that gon =m.

Applying the algorithm to the graph rule add to role in Fig.[3and the graph-
ical constraint for sod in Fig. ] the algorithm detects that the rule may violate
the constraint. Therefore, the algorithm adds a NAC to the rule (Fig[6la)). In
the representation of a graph rule with NAC, the nodes and edges of L are drawn
by solid lines, the part N \ n(L) by dotted lines. The NAC for rule add to role
is given by the dotted role node 7/, the dotted edge between the user u and role
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a) b)

@ @ add to role @a@
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Fig. 6. Consistent graph rule add to role and its translation into a UML policy rule b)

user:User | (€W} | role:Role

r" as well as the dotted sod-edge. The NAC forbids the assignment of a user to
a role r if the user is assigned to a role r' which is in sod-relation with 7.

6.3 UML 0 A Graph-Based Formal Semantics

There is some tool support for OCL constraints ranging from syntactical anal-
ysis, type checking, dynamic invariant validation, dynamic pre-/post-condition
validation or test automatization [I6l5]. Since our aim is to check the coherence
of a policy specification in UML, we focus on the validation of invariants sup-
ported, for example, by the USE tool [I5T14]. The USE tool allows the designer
to validate OCL constraints against snapshots of the system. To check the co-
herence of a policy specification, however, we have to consider all system states
that can be built by the policy rules. Since it is not possible to generate all these
states by the tool, it is not suitable to check the coherence of a policy.
Therefore, we propose a translation from the UML policy specification into a
GT specification, based on the results in [11]. The translation of a class diagram
into a type graph is essentially straightforward: each class  becomes a node
x, each directed association a becomes an edge a (for undirected associations
a we get two edges pointing in opposite direction). The multiplicities in a class
diagram are converted into graphical constraints. A multiplicity range nssm (n <
m) for an association is translated into a positive graphical constraint (PGC)
for the lower bound n and a negative graphical constraint (NGC) for the upper
bound m. The graph X of the PGC ¢: X — Y for the lower bound n contains
one object node of the association’s source class. The graph Y contains the same
node and n object nodes for the association’s target class. The morphism ¢ maps
the object node in X to its counterpart in Y. The graph C of the NGC for the
upper bound m contains one object node of the association’s source class and
m + 1 objects of the association’s target class. For example, the multiplicity 1
at association belongs is translated into the graphical constraints in Fig. @l b).
The UML object diagrams for policy rules are translated into graph rules
r: L — R, where L is the graph given by all objects/links without constraint
new and R is the graph given by all objects without destroy or destroy all. Objects
with constraint all or destroy all become a node with a double circle. Associations
with attached * are translated to edges carrying a *. The rule morphism r is
defined for all objects/links without new and maps the objects/links to their
counterparts in R. The graph rules in Fig.[3 are the result of the translation of
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the UML policy rules in Fig. Bl The Fujaba system [12] implements the idea to
use UML collaboration diagrams as a front-end notation for GT rules.

Whereas the translation of the class diagram and the policy rules can be
done automatically due to a similar visual presentation, the translation of OCL
constraints in graphical constraints must be done by the designer. In [I] an
automatic translation of OCL constraints into graphical constraints is shown.
But only simple OCL constraints can be translated. Another possibility is a
direct visual specification of UML policy constraints as proposed in [I1]. When
the OCL constraints are translated into graphical constraints, the coherence of
the policy specification can be checked by the algorithm in To translate a
graph rule with NAC into an object diagram for the UML policy rule, we attach
a note with constraint not to all objects/links coming from the NAC. Fig. Gb
shows the translated UML object diagram from the graph rule in a).

7 Comparison

Our aim is a policy specification framework that provides an intuitive visual
notation usable by policy designers, deployers and administrators along with a
formal theory to reason about the coherence of a policy specification. The frame-
work would benefit from a tool support for both specification and verification.
We compare to what extent the presented approaches bring forth this aim. Ta-
ble[l shows a summary of the comparison. Column wisual states which parts of a
policy can be specified visually, column verification states if there are concepts to
check constraints or to resolve incoherence, column tool states the tool support
for the specification and verification of policies.

Table 1.
visual ‘veriﬁcation tool
UML types, policy rules |no, but translation|specification
into GT possible
Alloy types constraint checker |specification, verifi-

cation

Graph Transforma-|types, policy rules,|constraint checker,|specification
tions policy constraints |conflict resolving

7.1 Visual Specill cation

The visual specification of the type information of a policy is quite similar in all
three approaches. The diagrams in Fig. [l describe almost the same graph and
differ only in small parts. For example, both the UML class diagram and the Al-
loy diagram provide the specification of multiplicities for associations/relations,
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whereas the GT type graph specifies only the existence or non-existence of con-
nections. Multiplicities in GT must be specified separately in graphical con-
straints, which is less intuitive than the direct presentation in the diagram.

The difference between the approaches becomes more significant when policy
rules and policy constraints are specified. Graph Transformations rules provide
an intuitive graphical notation to specify both the triggers of a policy rule, i.e.,
when to apply a policy rule, and the policy rules’ effects in one compact rep-
resentation. UML provides several possibilities which could be used to describe
the policy rules. As an alternative to our proposal of object diagrams, sequence
diagrams could be used, in which messages specify both the triggers of a policy
rule and its effects. Messages may cause a change of the object structure. Since
the order of the messages for policy rules is less interesting (the trigger is the
first message, the message order for the policy rule effects is generally not im-
portant) than the change of the object structure, collaboration diagrams appear
to be more suitable. In fact, the object diagrams chosen in our approach are the
context of collaboration diagrams without any interaction. Our approach can
therefore be easily extended, if interaction must be considered in policy rules, as
well. The expressiveness of Alloy operations allows the designer to specify policy
rules, but there is no graphical representation for Alloy operations (yet). It is
possible, however, to provide also a visual notation to Alloy similar to the one
proposed for UML.

Visual constraint specification is only possible in GT. Neither the OCL con-
straints nor the Alloy assertions/invariants can be presented visually. As men-
tioned above, simple OCL constraints, however, could be represented also graph-
ically [1].

7.2 Verillcation

Given a policy specification, we want to determine if the policy rules may violate
the policy constraints. The Alloy analyzer checks the constraints by looking for
a counterexample, i.e., an instance model produced by the policy rules which
does not satisfy the constraint. If a counterexample is found, however, the Alloy
analyzer does not say which operation (i.e., policy rule) causes the inconsis-
tency. The designer has to interpret the counterexample and change the Alloy
specification for a resolution.

In GT, constraints and rules are checked pairwise to detect inconsistencies.
When a conflict is detected, the algorithm gives the designer the graph rule
and the graphical constraint which cause the conflict. Unlike with Alloy, the
conflict is automatically solved by modifying the graph rule and maintaining the
constraint.

OCL constraints can be checked only w.r.t. snapshots of the system, but
there are no concepts in UML to check the coherence of a policy, i.e., whether
the policy rules may build a system state in which an OCL constraint is not
satisfied. As shown in[6.3, the UML specification can be translated into a GT
policy specification to use GT verification concepts.



Visual Specifications of Policies and Their Verification 291

7.3 Tool Support

Tool support for the specification of a policy is partly available for all three
notations. UML is accompanied by several CASE tools and our approach to
the UML policy specification can be written in existing UML tools, since only
standard UML extension mechanisms are used. The Alloy policy specification
can be written in the Alloy analyzer tool [7]. The specification for the analyzer,
however, is completely textual and does not support the graphical notation pre-
sented in Sect. Bl For the specification of the GT policy specification, general
GT tools can be used [2].

Tool support for the verification of the coherence of a policy is only available
in the Alloy analyzer. There is no tool support for checking the coherence of a
policy specification either in UML or in GT, since the algorithm for detecting
and resolving constraint violations in GT is not yet implemented.

8 Concluding Remarks

To reduce errors in the behavior of complex systems due to faulty policy specifi-
cations or due to administration errors of correct, but incomprehensible, policy
specifications, we have presented policy specifications in UML, Alloy and GT,
providing a concise notation as visual as possible and a formal semantics to
reason about policy coherence. We have proposed a way to express the policy
components in UML so that, on the one hand, UML tools can be used and, on
the other hand, a formal semantics based on GT can help to reason about the
coherence of a policy. Future work could investigate the translation of a UML
policy into an Alloy policy to use the Alloy analyzer in the UML context.

None of the notations, however, reaches our aim completely. In Alloy and
UML, not all policy components, especially constraints, can be expressed visu-
ally. This is possible in GT, but the tool support to check the policy is missing,
even if the theoretical results do exist. The tool support for the verification is an
advantage of Alloy. Future work will deal with a tool which implements the GT
checking algorithm and the automatic translation of an XMI representation of a
UML policy specification into a GT representation. This allows the designer to
import UML policies and to check their coherence by means of the GT checking
algorithm.

To get practical results about the actual understandability, the proposed
notations must be further evaluated (preferably) by user tests. Moreover, these
tests would help to refine the proposed notations to missing concepts needed
in policy specifications or to adapt the notations to special user requirements.
For example, the UML notation of this paper is one possibility to specify a
policy in UML to which a GT semantics can be given. But there may be other
UML representations (e.g., using statecharts/sequence diagrams) that are more
convenient for software engineers and clients.



292

M. Koch and F. Parisi-Presicce

References

1.

10.

11.

12.

13.
14.

15.

16.

17.

18.

19.

P. Bottoni, M. Koch, F. Parisi-Presicce, and G. Taentzer. Consistency Checking
and Visualization of OCL Constraints. In Proc. UML2000, number 1939 in LNCS,
2000.

H. Ehrig, G. Engels, H.-J. Kreowski, and G. Rozenberg, editors. Handbook of
Graph Grammars and Computing by Graph Transformations. Vol. II: Applications,
Languages, and Tools. World Scientific, 1999.

P.A. Epstein. Engineering of Role/Permission Assignments. PhD Thesis, George
Mason University, 2002.

R. Heckel and A. Wagner. Ensuring consistency of conditional graph grammars —
a constructive approach. In Proc. SEGRAGRA’95 Graph Rewriting and Compu-
tation, number 2. Electronic Notes of TCS, 1995.
http://www.elsevier.nl/locate/entcs/volume2.html.

H. Hussmann, B. Demuth, and F. Finger. Modular architecture for a toolset
supporting OCL. In Proc. of UML2000, volume 1939 of LNCS, pages 278-293.
Springer, 2000.

D. Jackson. Alloy: A Lightwight Object Modelling Notation. Technical Report
797, MIT Laboratory for Computer Science, 2001.

D. Jackson, I. Schlechter, and I. Shlyakhter. Alcoa: the Alloy constraint analyzer. In
Proc. International Conference on Software Engineering, Limerick, Ireland, 2000.

. M. Koch, L.V. Mancini, and F. Parisi-Presicce. = A Graph Based Formalism

for RBAC. ACM Transactions on Information and System Security (TISSEC),
5(3):332-365, August 2002.

M. Koch, L.V. Mancini, and F. Parisi-Presicce. Foundations for a graph-based ap-
proach to the Specification of Access Control Policies. In F.Honsell and M.Miculan,
editors, Proc. of Foundations of Software Science and Computation Structures
(FoSSaCS 2001), Lect. Notes in Comp. Sci. Springer, March 2001.

M. Koch, L.V. Mancini, and F. Parisi-Presicce. Conflict Detection and Resolution
in Access Control Specifications. In M.Nielsen and U.Engberg, editors, Proc. of
Foundations of Software Science and Computation Structures (FoSSaCS 2002),
Lect. Notes in Comp. Sci., pages 223-237. Springer, 2002.

M. Koch and F. Parisi-Presicce. Access Control Policy Specification in UML. In
Proc. of UML2002 Workshop on Critical Systems Development with UML, number
TUM-10208, pages 63—78. Technical University of Munich, September 2002.

U. Nickel, J. Niere, and A. Ziundorf. Tool demonstration: The FUJABA environ-
ment. Proc. of the 22nd Int. Conf. on Software Engineering, 2000.

OMG. OMG Unified Modeling Language Specification, V.1.4, 2001.

M. Richters. The USE tool: A UML-based specification environment, 2001.
http://www.db.informatik.uni-bremen.de/projects/USE.

M. Richters and M. Gogolla. Validating UML Models and OCL Constraints. In
Proc. UML2000, 2000.

M. Richters and M. Gogolla. OCL — Syntax, Semantics and Tools. In Proc.
Advances in Object Modelling with OCL, LNCS, pages 38-63. Springer, 2001.

G. Rozenberg, editor. Handbook of Graph Grammars and Computing by Graph
Transformations. Vol. I: Foundations. World Scientific, 1997.

R. Sandhu, E. Coyne, H. Feinstein, and C. Youman. Role-based access control
models. In 1st ACM Workshop on Role-based access control, 1996.

R. Sandhu, D. Ferraiolo, and R. Kuhn. The NIST Model for Role-Based Access
Control: Towards A Unified Standard. In Proc. of the 5th ACM Workshop on
Role-Based Access Control. ACM, July 2000.



Visual Specifications of Policies and Their Verification 293

20. A. Schaad and J.D. Moffett. A Lightweight Approach to Specification and Analysis
of Role-based Access Control Extensions. In Proc. 7th ACM Symposium on Access
Control Models and Technologies. ACM Press, 2002.

21. J. Warmer and A. Kleppe. The Object Constraint Language: Precise Modeling with
UML. Addison Wesley, 1999.



Automatic Model Driven Animation of SCR
Specifications

Angelo Gargantini! and Elvinia Riccobene?

! C.E.A.— Universita di Catania
a.gargantini@unict.it
2 Dipartimento di Matematica e Informatica — Universita di Catania
riccobene@dmi.unict.it

Abstract. This paper introduces automatic model driven animation, a novel ap-
proach to validate requirements specifications. This approach, here applied to SCR
specifications, is based on graphical animation. Automatic model driven anima-
tion consists in automatically deriving scenarios from requirements specifications;
these scenarios are used to animate critical system behaviors through a graphical
interface. Animation is useful at the very early stages of systems development to
better understand models and requirements, to gain confidence that specifications
capture informal requirements, and to detect faults. We introduce a technique, ex-
ploiting model checkers, to automatically generate animation sequences starting
from requirements specifications, and we present a prototype tool for the genera-
tion and animation of scenarios.

1 Introduction

Many methods, techniques, and tools are continuously proposed to analyze, validate, and
verify formal specifications. Several methods deal especially with validation of formal
specifications. The validation activity can be summarized by the well known question
“Are we building the right system?” and it consists in checking whether the system, as
specified, meets the user needs. Techniques for validation include scenarios generation,
development of prototypes, simulation, and also testing [17,7]. These techniques can
help designers and customers to better understand models and requirements, to gain
confidence that specifications capture informal requirements, and to detect faults in
specifications as early as possible with limited effort. Validation should precede the
application of more expensive and accurate methods, like formal requirements analysis
and formal verification of properties [8], that should be applied only when designers
have enough confidence that specifications are correct. To be effective, the validation
activity should be supported by tools easy to use and requiring minimum user effort.
This paper introduces automatic model driven animation as a novel approach to
validate requirements specifications. This approach, here applied to SCR (Software Cost
Reduction) specifications [13]], is useful at the very early stages of systems development,
and it is based on graphical animation (hereinafter briefly called animation) [[10/16,19].
Animation basically consists of simulation, providing the user with a graphical interface
suitable to show the state of the system by means of icons, buttons, panels, slides, and
so on. An animator might be a prototype ad hoc developed or a simulator endowed with
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a complex graphical interface. A prototype tool for animation of SCR specifications, is
described in this paper.

Animation offers several advantages. Mainly, through animation designers better un-
derstand the requirements specification and can find failures and faults. For customers,
looking at the real behavior shown by the animator is better than reading mathemati-
cal or logical formulas modeling the system behavior (normally customers do not like
mathematical formalisms). Customers can ignore in which notation the specification has
been written and they do not need to learn new (formal) languages.

Animation, especially as proposed in this paper, does not require skills, ingenuity
and expertise as those required by heavy formal methodologies like theorem proving.
However, animation cannot prove that a specification is correct, but it can only uncover
faults [21]. For this reason, it is very similar to testing.

The main problem of animation is the selection of system behaviors to animate. We
distinguish three main ways for selecting scenarios:

1. user driven animation: users (customers or designers) “play” with the animator and
check whether the specification meets customers needs or not. Users select inputs,
regardless the specification, by means of buttons, slides, and graphical elements;
outputs are computed according to the specification (that acts as oracle) and shown by
means of other graphical elements. Except for the graphical interface, this approach
is very similar to the classical simulation.

2. random animation: inputs are randomly generated taking into account only their
specified constraints. Outputs are computed according to the specification and shown
through the graphical animator. In this case, the user observes the system behavior
and judges its correctness. This approach is proposed in [22].

3. model driven animation: inputs are selected starting from requirements specifica-
tions in a systematic way, either manually or automatically. The former is similar
to case 1, but the specification is used as guideline. The latter is the new approach
proposed in this paper.

In any of these three animation approaches, the judgment of the specification correctness
is left to the human; however, the effort required substantially differs, and model driven
animation is more efficient than user driven or random animation for several reasons. By
animation, designers gain confidence that the specification is correct only if the model
has been extensively simulated and enough scenarios have been checked. Therefore,
performing a good selection of critical scenarios, that can uncover specification faults, is
crucial. Since random animation produces a huge amount of scenarios, the careful review
of all the behaviors is time consuming. Furthermore, only few generated scenarios are
able to expose critical faults.

In user driven, as well as in manual model driven animation, designers have the re-
sponsibility to cover all the critical behaviors. Since selection is carried out by hand, they
risk to leave out some particular cases and choose only a small subset of all the specified
behaviors. The manual selection of scenarios is, therefore, expensive and error-prone,
especially in user driven animation, where specifications are not used as guidelines.

Automatic model driven animation, here introduced, has the advantage to automati-
cally derive scenarios from specification, and to assure the animation of all the critical
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behaviors according to the requirements. It does not require great user skill and ingenuity
and is an effective approach for model validation.

Besides selection of critical scenarios, another critical issue is the actual graphical
animation of the generated scenarios. This requires a tool endowed with a graphical
animator panel that reproduces the look and feel of the real system under animation.
This verisimilar environment is of great help to customers: they do not have to learn a
new environment (like a new tool or IDE or interface), they do not watch variable values
only by means of digits or strings (like in debuggers), they do not have to query system
state by typing commands, and they do not need to guess the meaning of the values in
terms of system behaviors. To be effective, animator panels must be constructed and
modified rapidly, accurately, and cheaply. They do not have to be efficient, complete,
portable, or robust and they do not have to use the same hardware, software, or imple-
mentation language as the delivered system. An animator panel should have two kinds
of components: static components, as background images, logo, and frames, that do not
change their aspect during simulation, and dynamic graphical components that change
their aspect (color, size, or shape) according to variable changes, showing the system
evolution. In this way, the user can watch the system as he/she were just in front of the
real system. A real example of animator panel for SCR can be found in [11]], where a
complex graphical front-end of a simulator is developed to simulate an aircraft cockpit.
In this work, we also present the software architecture of an animator tool endowed with
an animator panel compliant with these requirements.

The paper is organized as follows. Section 2| introduces the formal method SCR
and proposes a case study we will use to illustrate the novel approach and the animator
prototype. Automatic animation for SCR specifications is presented in Sect.[3l We explain
how to automatically compute from SCR specifications scenarios assuring the animation
of all the critical behaviors. Section introduces an interesting variant of automatic
model driven animation, called animation on demand. In Sect.[d a prototype tool for
automatic animation of SCR specifications is presented. Related work is discussed in
Sect.[3] while conclusions and future work are presented in Sect. [6]

2 Software Cost Reduction Technique

The Software Cost Reduction (SCR) [[13] is a set of techniques for designing software
systems developed by David Parnas and researchers from U.S. Naval Research Labora-
tory (NRL). SCR offers several automated techniques, supported by a tool set [[11], for
detecting errors in software requirements specifications, including an automated consis-
tency checker to detect missing cases and other application-independent errors [14]]; a
simulator to symbolically execute the specification to ensure that it captures the users
intent; and a model checker to detect violations of critical application properties [[1].

2.1 The Formal Method

The SCR model represents the environmental quantities that the system monitors and
controls as monitored and controlled variables. The environment nondeterministically
produces a sequence of input events, where an input event signals a change in some
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Table 1. Condition, event, and mode table format

l Old Mode \ Event \ New mode

lModes[ Conditions ‘ lModes[ Event ‘

mi €1,1 mi,1

mi C1,1|C1,2|.--|C1,p mi €1,1(€1,2|..-|€1,p _
€1,py M1,p,

Mpn  |Cn,1|Cn,2|..-|Cn,p Mn  |€n,1|€En,2|.--|€n,p —
M, €n,1 Mn,1

varci | v1 V2 |...| Up varg; | V1 V2 |...| Up _
En,pn | Mn,py

Condition table Event table Mode table

monitored quantity. The system, represented in the model as a state machine, begins
execution in some initial state and then responds to each input event in turn by changing
state and by possibly producing one or more output events, where an output event is a
change in a controlled quantity. An assumption of the model is that at each state transition,
exactly one monitored variable changes value. To concisely capture the system behavior,
SCR specifications may include two types of internal auxiliary variables: terms, and
mode classes whose values are modes. Mode classes and terms often capture historical
information. In the SCR model, a system is represented as a 4-tuple, (S<Sp< E™<T'),
where S is the set of states, Sy C S'is the initial state set, /""" is the set of input events, and
T is the transform describing the allowed state transitions [14]. Usually, the transform
T is deterministic, i.e. a function that maps an input event and the current state to a new
state. To construct 7', SCR composes smaller functions, each derived from the two kinds
of tables in SCR requirements specifications, event tables and condition tables. These
tables describe the values of each dependent variable, that is, each controlled variable,
mode class, or term. Tables have the typical format shown in Table[ll A condition table
specifies that the value of the variable varc; is vy, if the boolean condition c;;, holds in
mode m;. An event table specifies that the variable var g; takes value v;, when event e,
happens in mode ;. Mode tables are a variant of event tables and specify the behavior
of mode class: if mode has value m; and event e, happens, then mode becomes 17 5.
The SCR model requires the entries in each table to satisfy certain “consistency” and
“completeness” properties. These properties guarantee that all of the tables describe total
functions [14]]. Tabular notation, with an intuitive semantics, facilitates the practical use
in industrial applications.

In SCR, a state is a function that maps each variable in the specification to a value, a
condition is a predicate defined on a system state, and an event is a predicate defined on
a pair of system states implying that the value of at least one state variable has changed.
When a variable changes value, we say that an event “occurs”. The expression “@T (c)
WHEN d” represents a conditioned event, which is defined by

QT(c)WHENd & —c A ¢/ A d
where the unprimed conditions ¢ and d are evaluated in the current state and the primed

condition ¢’ is evaluated in the nexr state. The expression “@T (c)” means —c A c¢’, while
“QF (c)” means ¢ A —c’.
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2.2 An SCR Case Study: The Safety Injection System (SIS)

Case study of this paper is the SCR specification of a system called the Safety Injection
System (SIS), a simplified version of a control system for safety injection in a nuclear
plant [S], which monitors water pressure and injects coolant into the reactor core when the
pressure falls below some threshold. The system operator may override safety injection
by turning a “Block” switch to “On" and may reset the system after blockage by setting
a “Reset" switch to “On".

To specify the SIS requirements in SCR, we represent the SIS inputs with the mon-
itored variables WaterPres, Block, and Reset and the single SIS output with a con-
trolled variable SafetyInjection. The specification also includes two internal auxil-
iary variables, a mode class Pressure, an abstract version of WaterPres, and a term
Overridden which indicates when safety injection has been overridden. The Mode
Table 2] specifies the value of Pressure and the Event Table 3] specifies the value of
Overridden. The Condition Table 4] specifies the behavior of SafetyInjection. A
constant Low = 900 defines the threshold that determines when WaterPres is in an
unsafe region, while a constant Permit = 1000 determines when the pressure is high
and the system cannot be overridden.

Since tables specify the function 7" of transformation from the current state to the next
one, they represent operational or functional requirements. Besides these requirements,
SCR model introduces system properties in terms of events and conditions that must be
true in every state. These properties are safety requirements and represent the declarative
requirements of the system. We exploit this distinction in Sect. Bl For SIS, the property
“if pressure becomes too low, safety injection does not turn on if the system is blocked”

Table 2. Mode table defining the Mode Class Pressure of SIS

lOld Mode\ Event \New mode
TooLow | @T(WaterPres > Low) | Normal
Normal |@T(WaterPres > Permit)| High
@T(WaterPres < Low) | TooLow
High |@T(WaterPres < Permit)| Normal

Table 3. Event table for term overridden

Pressure [ Events ‘

High false @F(Pressure=High)
TooLow, |@T(Block=On) @T(Pressure=High) OR
Normal WHEN Reset = Off| @ T(Reset = On)

|Overridden[True [False ‘

Table 4. Condition table for controlled variable SafetyInjection

| Pressure [ Conditions ‘
TooLow Overridden not Overridden
Normal, High |true false

l SafetyInjection [ Off On ‘
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is a safety requirement expressed in SCR as:

QT(WaterPres < Low)WHENBlock = On A Reset = 0ff — SafetyInjection’ = Off
6]

i.e. if the water pressure falls below Low and Block is On and Reset is Off, then Safety
Injection is Off in the next state. This property has been proved in [12]].

3 Automatic Model Driven Animation

In this section, we tackle automatic model driven animation for SCR specifications.
Figure[Ilshows the process of generation and animation of critical scenarios. Animation
goals, each representing a critical system behavior to animate, are systematically derived
from SCR specifications in an automatic way. Scenarios achieving the animation goals
are computed by exploiting the counter example generation of model checkers. Finally,
animation sequences are animated by means of a simulator endowed with an animator
panel. In Sect. @] we describe the animation of critical scenarios for SIS by means of an
animator prototype.

'SCRSPEC ! ANIMATOR

-~

-

Animation sequence N *
GENERATOR SIMULATOR

(model checker)

. . USER
animation sequences

Fig. 1. Automatic model driven animation

3.1 Animation Goals

An animation goal is a formula that represents a particular behavior or property to
animate. Formally, an animation goal is a predicate over a state or over a pair of states:
the current one and the next one. To animate an animation goal a, we have to find a
valid state sequence that ends with a state (or a pair of states) where a becomes true.
We call this sequence of states animation sequence or animation scenario. For example,
if the animation goal a is “WaterPres > 500", we have to find a sequence of values
for monitored variables such that the system reaches a state where WaterPres becomes
greater than 500. Note that the notion of animation goal is very similar to test goal or test
predicate as presented in [6]9], as well animation sequence is similar to test sequence.
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For SCR specifications, we distinguish (as explained in Sect. [2) between require-
ments that refer to safety properties of the system, and functional requirements that are
specified by tables and refer to the operation of the system. In the following, we explain
how to derive animation goals in a systematic and automatic way from both safety prop-
erties and functional requirements. Note that this distinction is useful for the sake of
clarity, but it would not be necessary, since functional requirements could be rewritten
as properties.

Property Driven. Animation goals can be generated from safety requirements, and the
corresponding animation sequences are useful to animate the system showing certain
situations in which those requirements acquire particular importance.

We assume that safety requirements are formalized in Disjunctive Normal Form
(DNFﬂ. Given a requirement R = \/!"_, C;, we define an animation goal a; for each
conjunct C, i=1...n, as follows.

Definition 1. Given a property R =\/"_, C;, we define animation goals for R, all the n
def

formulas a; = /\j;ﬂ -Cj, i=1..n

The animation goal a; requires that all the conjuncts of R, except C';, are false. Since R
requires that at least a conjunct is true, the animation of a; shows the behavior leading
to a state where only C; becomes true. For example, if the requirement R is A V B, we
derive two animation goals: the first one is =B, leading to a state where only A is true,
and the second one is — A, leading to a state where only B is true. If the requirement R
has form A — B, then it can be rewritten as A V B, and the two animation goals for R
are: A and - B. The animation sequence for the first animation goal leads the system to a
state s where A becomes true and allows the user to check the validity of the implication,
i.e. if B also holds in s. The animation sequence for —B leads the system to a state s
where B is false and allows to check if also A is false in s.

Example 1. Consider the property: WaterPres < Low — Pressure = TooLow. The
two animation goals for this property allow to animate a scenario leading to a state where
WaterPres becomes less than Low in order to check that Pressure is equal to TooLow,
and a scenario leading to a state where Pressure is not equal to TooLow to check if
WaterPres is not less than Low.

Example 2. The two animation goals for the property (I at page 299 are:

QT(WaterPres < Low) WHENBlock = On A Reset = Off,
SafetyInjection’ # Off

"' A logical formula in DNF consists of a disjunction of conjunctions where no conjunction
contains a disjunction. The generic format for a formula in DNF is \/!__, Ci. It is always
possible to write a requirement in DNF. For example, the requirement (A V B) A C can be
rewritten in DNF as (AAC)V (BAC).
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Remark 1. Since animation is used at the early stages of the system development, when
heavier methods (like theorem proving) have not been applied yet to prove that the
system satisfies a safety property R, one goal of animation is to find behaviors where
R is not satisfied. Each animation goal a; for R requires that all the conjuncts, except
C}, are false. Since R requires that at least a conjunct is true, R holds if C} is true in
the final state of the animation sequence for a;. Otherwise, the animation sequence has
uncovered a fault in the specification.

Functional Requirements Driven. Animation goals can be derived from the next state
relation as specified by SCR tables. One animation goal is introduced for each cell in each
table with the aim to separately animate the behavior specified by such cell. Formally,
with reference to the notation given in Table[ll, we introduce the following definitions.

Definition 2. Given a condition table, for each condition cj, not equal to false, j =

L ; d
1...n, k = I...p, the animation goal for cj, is the formula a Y Mode = m; A Cjep,

Definition 3. Given an event table, for each event e, not equal to false, j=1..n, k

L . d
= I...p, the animation goal for e;q, is the formula a Y Mode = m; A ejp

Definition 4. Given a mode table, for each event e, not equal to false, j=1..n, k=

L . def
1...p;, the animation goal for e, is the formula a ., Y Mode = m; A e,

For each condition in condition tables, the animation goal has the aim of animating a
scenario ending with a state where such condition is true, and, for each event in event
and mode tables, a scenario ending with a state where such event occurs.

Example 3. The 5 animation goals for event table[3 defining Overridden are:
Pressure = High A QF(Pressure=High),
Pressure = Normal A @T(Block=0On) A Reset=0ff,
Pressure = TooLow A @T(Block=0n) A Reset=0ff,
Pressure = Normal A (@T(Pressure=High) V @T(Reset=0n)),
Pressure = TooLow A (Q@T(Pressure=High) V QT(Reset=0n))

3.2 Generation of Animation Sequences

For automatic scenario generation, we use the method proposed in [6/9] which exploits
the model checkers Spin [15] or SMV [20] and, in particular, their ability to generate
counter examples. The method consists in the following steps. First, we encode the
SCR specification in the language of the model checker (Spin or SMV) following the
technique described in [[1]; then, for each animation goal a;, we compute the animation
sequence that covers a; by trying to prove with the model checker the trap property
—a;. If the model checker finds a state where —a; is false, it stops and prints as counter
example a state sequence leading to that state. This sequence is the animation sequence
for a;. Note that the generation of animation sequences is totally automatic.
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Infeasible Animation Sequences. The model checker always terminates and one of
the following three situations occurs. The best case is when it stops finding that the
trap property is false, and, therefore, the counter example to cover the animation goal is
generated.

The second case happens when the model checker explores the whole state space
without finding any state where the trap property is false, and, therefore, it proves —a,.
In this case, we say that the animation goal is infeasible or not animable. It is designer’s
responsibility to check whether this situation is due to a fault in the specification or not.

In the third case, the model checker terminates without exploring the whole state
space and without finding a violation of the trap property, and, therefore, without pro-
ducing any counter example (generally because of the state explosion problem). In this
case, the user does not know if either the trap property is true (i.e. the animation goal is
infeasible) but too difficult to prove, or it is false but a counter example is too hard to
find. When this case happens, our method simply warns the designer that the animation
goal has not been covered, but it might be feasible. The use of abstraction to reduce
the likelihood of such cases is under investigation. The possible failure of our method
should not surprise: the problem of finding an animation sequence that covers a particu-
lar predicate is undecidable. Nevertheless, in our experience the third case is quite rare:
for our case study it never happened.

Model Checking Limits and Benefits. Model checking applies only to finite mod-
els. Therefore, our method works for SCR specifications having variables with finite
domains. However, this limitation does not preclude the application of our approach
to models with infinite domains, thanks to abstraction techniques as described in [[12].
Moreover, since model checkers perform exhaustive state space (possibly symbolic) ex-
ploration, they fail when the state space becomes too big and intractable. This problem
is known as state explosion problem and represents the major limitation in using model
checkers. Note, however, that we use the model checker not as a prover of properties we
expect to be true, but to find counter examples for trap properties we expect to be false.
Therefore, our method does generally require a limited search in the state space and not
an exhaustive state exploration.

Besides all these limits, the complete automaticity of the model checker allows to
compute animation sequences without any human interaction.

3.3 Automatic Animation on Demand

Animation on demand is a particular variant of automatic model driven animation. This
approach is pictured in Fig.

In animation on demand, the user requires the animation of a particular behavior sup-
plying the animation goal identifying such behavior, while the entire animation sequence
is automatically computed starting from the model, as described in Sect.[3.2.

In Sect.Blwe have defined animation goals as predicates over the current and possibly
the next state. They are derived from safety requirements or from conditions and events
inside SCR tables. In animation on demand, the user can introduce new animation goals
that can be complex temporal logic formulas expressing properties not only on the current
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ANIMATOR AR observe

| \/ .'~, USER
| SPEC —
T

Animation Sequence /

animation goal
GENERATOR

Fig. 2. Animation on demand

and next state but on a temporal sequence of events or conditions. We, therefore, extend
the definition of animation goals allowing animation goals stated as CTL (Computational
Tree Logic) or LTL (Linear Temporal Logic) formulag].

As an example, consider the case in which the user wants to simulate the following
scenario: system is not reset, then eventually the pressure of the water passes the Permit
bound, then eventually it falls below Low, and then eventually the user blocks the safety
injection. Formally, the animation goal is the sequence of the following four conditions
and events:

Reset = 0ff
@T(WaterPres > Permit)
@T (WaterPres < Low)

4. @(Block = 0On)

W=

This sequence can be translated in CTL as:

(2) Reset= 0ff & EF(WaterPres > Permit
& EF (WaterPres < Low & EF(Block = 0On)))

being EF the CTL operator eventually in the futur.

Once the user has written a particular animation goal, the model checker computes
the animation sequence (if it exists) exploiting the use of the trap property (the negation
of the animation goal) and the counter example generation. For example, SMV finds the
counter example shown in Table[3 for the trap property of (2). The four conditions and
events of the animation goal are written in bold.

Animation on demand is based on human interaction with the animator; however,
differently from the user driven approach, users do not have to build the complete se-
quence of inputs, but just describe the scenario by an abstract logical formula. The model
checker generates the animation sequence that satisfies the animation goal and the user
animates the sequence to check if the behavior is correct. The drawback of this approach
is that it requires some user skills in formulating a scenario as CTL or LTL formula. For
this reason, the possibility of graphically building CTL or LTL formulas would be very
useful (see Sect.[3).

2 SMV is able to prove CTL formulas, while Spin uses LTL.
3 The animation goal may contain other CTL temporal operators in order to state more complex
formulas which are not necessary linear sequence of events and conditions.
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state 1: initial state
SafetyInjection = On
Permit = 1000

Low = 900
Block = 0Off
Reset = On

WaterPres = 2
Pressure = TooLow
Overridden = 0

state 2: SIS is reset
Reset = 0ff

4 An Animator Tool

Table 5. Animation sequence for (2)

state 96: Pressure TooLow

state 3:

WaterPres = 5 SafetyInjection = On
Ce WaterPres = 998
WaterPres increases Pressure = TooLow

state 95: Pressure Permitted state 97: SIS is blocked

SafetyInjection =0ff Block = On

WaterPres =

1001

Overridden = 1

Pressure = Permitted SafetyInjection =0ff

WaterPres decreases

In this section, we describe the general architecture of a prototype tool we have realized
for automatic graphical animation of SIS. The tool architecture is depicted in Fig.[3l
We distinguish three main components of the animator:

1. the Tests Generator Tool: following user requests, it generates scenarios exploiting
the model checkers and stores them in a repositorys; it is described in [6/9]

2. the Animator client: it retrieves generated scenarios and drives the animator service
by providing the scenario to animate (i.e. the values of variables);

3. the Animator service: it shows the system status and the system behavior by means
of a graphical animator panel.

Animator client and service have a three layers architecture. At communication level,
client and server communicate through a CORBA ORB. At control level, the animator
client controller and the animator server controller manage their graphical interfaces,
start the processes, and connect and register themselves with the ORB. At GUI level, the
animator client controls the animator through the control panel depicted in Fig.[dl The

Tests Generator Tool

generate

scenarios select scen

Animator client

Animator service

Control Panel

Animator (SIS) Panel GUI level

%0

set var value

show var change

Scenario

Repository

Animator client Animator server CONTROL level
Controller Controller
COMMUNICATION
] ORB
level

Fig. 3. Tool architecture



Automatic Model Driven Animation of SCR Specifications 305

¥ Animator Control Panel -0 X]

l restart ] | select scenario |Evem.Tab|e Overridden @T(Pressure=TooLow)

| | nextstate | state number

Fig. 4. Control panel

| l update state every ”50 |ms

¥ SIS Panel = B ®| (v SIS Panel -0
WATER PRESSLIRE— WWATER PRESSURE—
rPressure Pressure
901 898
22 HIGH 3 HIGH
“omn O nowal
[BLOCK— Permit__| rBLOCK—— Permit__|
~ TooLow « Tooiow |
SHl - o Lo SHl - orr Lo
rRESET——— rRESET———
“ Overridden “ m Orverridden
Animation of: @T (WaterPres<Low)when Block =0n and Reset =0ff
W SIS Panel - O X| [% SIS Panel -0%
WAT ER PRESSLIRE— WWATER PRESSURE—
rPreszure
700 700
) HIGH
) NORMAL
rBLOCK—— Permit__| _ rBLOCK—— Permit__|
SEll o Lo SEEl o Lo
rRESET—— rRESET——
m Overridden m Overridden

Animation of: Pressure = TooLow and @T(Reset=0n)

Fig. 5. SIS animator panel

control panel provides two different ways to animate a scenario: step by step (the user
makes the animator progress by pressing the next state button) or automatically (the user
selects the time interval between two consecutive states). The user selects scenarios to
animate from a scenario repository. A graphical interface that helps the user to link table
cells and property requirements to scenarios is under development.

The GUI part of the animator service is the real graphical panel that shows the system
state and behavior. We have built the SIS panel using the standard Java graphical library
by means of the graphical form editor provided by NetBeand.

In Fig.[3 we show the last two states for two animation goals: one for the property
[[]at page 299] and one for the event Table 3] at page In the first case, WaterPres
becomes less then Low, but the system is blocked and not reset, and, therefore, Safety-

*http://www.netbeans.org
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Injection stays Off. In the second case, the system has Pressure TooLow and is reset
(Reset becomes equal to On), and, therefore, SafetyInjection becomes On.

The architecture is highly modular and makes the animator easy to change. The
animator panel can be easily substituted; this feature is relevant since each specification
requires a new animator panel to be animated. Developing new animator panels is a
matter of minutes using the form editor provided by NetBeans. Thanks to CORBA,
the animator can work in a distributed way. The animator service may run on a remote
machine, for example a computer of the customer, while the animator client would be
controlled by the designer.

5 Related Work

There exist several tools and methods for animating formal specifications. [2] uses the
B-Toolkit for animation of B specifications. The B-Toolkit presents the user a symbolic
representation of the system state and allows the invocation of specification operations.
The interface is mainly text based, and the user can perform queries and run commands by
typing suitable instructions in a text console. This approach is more similar to simulation,
because it does not exploit any graphical element. The approach presented in [[L6] suffers
the same limitation. [16] clearly discusses the benefits of animation in the contest of
light weight approaches to formal methods, in particular Z. The user can perform a
set of queries checking the initialization, verifying the preconditions of schema, and
performing a simple reachability property. The model checker Spin [15] has its own
simulator that provides the user with information about the system state and allows,
besides verification of properties, interactive simulation, simulation driven by counter
examples, and random simulation. Also Spin displays this information mainly in text
format. [22]] proposes a random animation for Lustre specifications. Random test inputs
are generated taking into account only the constraints about the environment. Safety
requirements are checked using the generated scenarios. An AsmGofer[23]] simulator
for UML state machines execution is presented in [4]. The user has to execute the state
machine and to query function values by a textual shell.

The use of a graphical domain-specific simulator for SCR is presented in [[L1]. SCR
simulator supports the construction of graphical front-ends, tailored to particular appli-
cations. [I1] presents a front-end for a real aircraft attack specification. A pilot, instead
of entering values for monitored variables and seeing the values of the controlled ones,
interacts with the simulator and the results are presented in the graphically simulated
cockpit. A graphical simulator developed for the ASM specification of a light control
system is presented in [3]. It is based on AsmGofer and uses TCL/TK for the animator
panel.

A complex and complete graphical animator is presented in [19/18]]. The authors de-
velop an animator engine called Scenebeans based on Timed Automata semantics. They
introduce behavior beans for actions and behaviors (for modeling system operations),
as well as graphical components called SceneGraphs that represent the system state. A
script language based on XML is introduced and used to build animations. Scenebeans
is a flexible general purpose framework for animations. However, the problem of anima-
tion sequence generation in not tackled. In [18], Scenebeans is applied to an air traffic
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control case study (Short Term Conflict Alert), and historical data are used as animation
sequences.

[21/10] present the use of the tool Possum to animate Z specifications. Graphical
interfaces using TCL/TK can be easily implemented depending on the specification to
animate. [21]] presents a systematic approach to plan, document, and maintain animation
scenarios starting from Z formal specifications. The user follows some guidelines to
manually derive animation scenarios suitable to exercise the entire specification.

6 Conclusions and Future Work

In this paper we have presented automatic model driven graphical animation, a novel ap-
proach to animate requirements specification. Animation is useful to better understand
requirements and to gain confidence of correctness of their specification. Automatic
model driven animation minimizes user effort to build those scenarios able to animate
all the critical system behaviors. We have introduced an approach to automatically gen-
erate animation sequences starting from SCR requirements specifications, and we have
presented a prototype tool for the generation and animation of scenarios. In the future,
we plan to work in several directions.

We plan to define some coverage criteria that can give a measure of how extensively
the system has been animated. We plan to define new strategies to derive a greater
set of animation goals starting both from SCR tables and from requirements. The user
may want to split complex animation goals, to derive simpler animation sub goals, each
animating a more particular critical behaviorf]. Another interesting issue is the animation
of the else case@ for event and mode tables [6].

A requirements checker can be integrated in the animator as shown by the follow-
ing figure. It checks that all the safety requirements are never violated in animation
sequences.

USER
REQUIREMENTS

SPEC \
ANIMATOR

Animator Seq. GENERATOR =
REQ CHECKER

——= animator sequence

We plan to add the capability to graphically build complex animation goals. The
user would compose CTL or LTL formulas by selecting events and conditions from a

>For example, the animation goal derived from event Table B, Pressure = Normal
A (@T(Pressure=High) V @T(Reset=0n)) may be split in two different animation
sub goals: Pressure = Normal A @T(Pressure=High) and Pressure = Normal A
QT (Reset=0n).

% No events in the table occur and the variable does not change.
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graphical panel. We also plan to support the translation of animation goals into natural
language, in order the customer to better understand the meaning of animated behaviors.

Another important direction of future work is providing a graphical framework to
build animator panels with ease. The user would choose graphical animator elements
(buttons, lights, etc.) from a palette, connect them to specification variables, and place
them on a pane. Initially, the palette would offer only a limited set of elements, but the
user could introduce new graphical items. We plan to investigate the use of JavaBeans
for this scope.

Automatic model driven animation can be transferred to other formal specification
techniques for system behavior, e.g. to visual diagrammatic notations such as Petri nets,
Statecharts or Message Sequence Charts, provided that encodings for such notations in
the language of the model checkers exist. The definition of animation goals for such
models will be subject of future work.

Acknowledgments. We thank the anonymous referees for their constructive comments.
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Abstract. This paper presents a probe-based testing technique that facilitates
observing internal details of execution at different levels of abstraction-unit,
integration and system levels, during testing of object-oriented software. Our
technique adapts probe, an observability measure, to suit the testing needs of
object-oriented software. It uses source-code instrumentation, which requires
probes to be pre-determined and pre-built in the software during the develop-
ment phase. Test coverage reports are generated from the information gathered
by the executed probes. It includes coverage of probes at probe, method, class,
inheritance, regression and dynamic binding levels. During regression testing,
our technique helps in the selection of test cases that must be re-executed. Fur-
thermore, the log generated by active probes can be used for post-analysis.

1 Introduction

The unique architecture and features of object-oriented software introduce new kind
of errors in the software. As a result, some issues involved in the testing of object-
oriented software are different from the conventional software testing issues [1, 2]. In
order to handle the unique testing issues of object-oriented software, the conventional
software testing techniques require improvisation or new ones need to be developed.
During testing, a correct output result does not always ensure correctness of proc-
essing. An incorrect state may not be reflected in the output, but it governs the future
behavior of methods. An incorrect output will have to be diagnosed in terms of the
various execution steps. This requires access to the internal behavior [20].
Object-oriented software is tested at unit, integration and system levels. Class is
the basic unit of testing. Class is composed of data structure and a set of methods.
Objects are run time instances of the class. The data structure defines the state of the
object that is modified by the methods defined in the class. The encapsulation feature
of object-oriented software hides the data structure, posing difficulty in accessing the
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state of the object, which is essential for verifying the correctness of processing and
for error diagnosis. The already tested units integrated via relationships like inheri-
tance and aggregation are tested during integration testing. The focus is on the inter-
action among the units. System testing at input/output level requires information
about the interaction among the integrated units.

We see that the focus of testing shifts as we move from unit to system testing. Cor-
respondingly, the focus of internal execution details observed during testing must also
shift as we move from unit to system testing. Several techniques exist [5, 12, 14, 15,
16] that verify/display the state of the object. Tools exist that provide method-level or
statement-level trace [7, 11] of execution details or allow specific values to be ob-
served [6, 9, 13, 18] during testing. But, none of them address the issue of observing
internal execution details at different levels of abstraction during testing,

In this paper, we focus on observing internal execution details at different levels
of abstraction- unit, integration and system levels, during testing of object-oriented
software. During unit testing, the input/output of the methods and the impact of
method execution on the state of the object are observed. The sequence of execution
of classes and input/output of the class is observed during integration testing. The in-
put/output of the integrated units is observed during system testing.

Here, we present a probe-based testing technique that adapts probe-an observabil-
ity measure for object-oriented software testing. It uses source-code instrumentation.
Probes are pre-determined and pre-built in the software during design and coding
phases, for observability needed at different levels of abstraction. During testing,
probes are externally activated/deactivated, facilitating visual display of execution
details at unit, integration and system levels. Probes can be turned off when internal
execution detail is not needed. Probes left embedded in software results in creation of
testable software for further modifications and easy corrective maintenance.

The coverage of inheritance hierarchy and dynamic binding relationship is needed
to ensure adequate testing of these relationships. Our technique uses the internal exe-
cution details to generate test coverage of probes at probe, method, class, inheritance
and dynamic binding levels. Due to the iterative and incremental nature of object-
oriented software, regression techniques are needed during development phase as
well as during maintenance. Our technique helps to identify the test cases to be re-
executed during regression testing. It also generates coverage of the changed unit.

A probe-based testing tool based on the probe-based testing technique has been
developed. It is implemented in Java and designed using use case driven object-
oriented approach. The probe-based testing technique has been applied to test UIS-
erver-a translator software that translates UIML (User Interface Markup Language)
document to WML (Wireless Markup Language) or CHTML (Compact- HyperText
Markup Language) document. UlServer has been developed using Java and XML.

In this paper, Section 2 discusses probe- an observability measure. Section 3 de-
scribes the probe-based testing technique. In section 4, the probe-based testing tech-
nique during testing phase is discussed. Section 5 describes in brief, the experience in
testing of UlServer software using our technique. Section 6 describes related work.
Section 7 states the conclusion.
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2 Probe - An Observability Measure

Observability measures are provisions in the software that facilitate observation of
internal and external behavior of the software, to the required degree of detail [20].
The need to build observability in object-oriented software has been stressed by
Binder [17]. According to Binder, “if you cannot observe the output of a component
under test, you cannot be sure how a given input has been processed”.

Traditionally, print statements and debuggers have been used, to get access to in-
ternal information. Print statements require frequent commenting, uncommenting and
recompilation of code each time changes are made. As we move from unit testing to
system testing, deciding what to comment/uncomment becomes difficult. It requires
intimate knowledge of the software. Moreover, print statements are not structured,
posing hindrance in the analysis of internal information details. Debuggers give ac-
cess to all the information, at a point in execution. But what is important to observe
becomes harder and harder to decide, as the size of the software increases.

The concept of probe is an effective observability measure for observing internal
details of the software. Probe is a method invocation having a structured probe identi-
fier and a message [20]. The syntax of probe method invocation is probe(probe_id,
probe_message) where, probe is a method name, probe id is a unique structured
identifier identifying the location of probe message and probe message contains
state-related attributes, parameter values, temporary variables or a message, relevant
at the location of probe in the code. Probes are inserted in the software at locations
where information relevant at that point is needed. During execution of software,
probe can be activated/deactivated and probe breakpoints can be set, externally. An
active probe on execution generates a message carrying the internal information along
with its identity. Probes can be turned on/off as and when required. Probes do not in-
terfere with the logic of the software and can be left embedded in the software.

3  Probe-Based Testing Technique

The probe-based testing technique facilitates observation of internal execution details
during testing of object-oriented software. The execution details consist of the-

Class being executed

Method of the class being executed

Value of parameters or messages at method entry/exit or within the method

Hierarchy of execution of classes

Probe identification to locate probe displaying parameter/message, in the code

These execution details are displayed at unit, integration and system levels. The

idea behind our testing technique is quite simple. Our technique uses probe, an ob-
servability measure, to observe the internal details of execution during testing. Probes
are inserted in the source-code during software development. During testing, probes
are controlled externally— activate/deactivate, to display execution details at unit, in-
tegration and system levels. A point to be noted here is that our technique gathers in-
ternal details of execution from the probes inserted in the software. Thus, the content
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of the probe must be carefully decided and probes must be inserted at proper loca-

tions. Our technique is defined in three phases -

(1) Probe Structure defines the structure of probe_id and probe message.

(2) Probe Insertion defines locations in the software where probes are to be inserted.

(3) Probe Subsystem defines the different subsystems that operate on the software
embedded with probes, during testing.

Using our technique requires- defining the probes, inserting probes in the software
and using probe subsystem during testing. The software developer should have
knowledge of our technique during the design and coding phases.

We illustrate our technique with an example of link list, written in Java, shown in
Program code 1(relevant details shown). For the time being, we do not focus on the
“Log” statements. The program is one integrated unit consisting of three classes (1)
Userlnterface (2) LinkList (3) Node. Userlnterface accepts input from the user to
add/delete to link list. LinkList has methods to create list, add/delete nodes from the
list. Node has methods to create node with string data, get and set data etc. LinkList
creates a link list, where each node is of type class Node. We extend this example to
create heterogencous link list, to show coverage at inheritance and dynamic binding
levels (code not shown). Class IntNode is derived from the class Node. IntNode cre-
ates node with integer data. A node in link list is of type IntNode or Node. IntNode
inherits getNext() and setNext() from Node and defines its own methods getData(),
setData(), printData() etc. The method printData() is dynamically bound.

Program code 1. Example of Link List (relevant details
shown)

class UserInterface{
public static void main(String[] args) {
1. Log d = new Log ("UserInterface");
2. Log.penter ("L1/1", "msg:start main") ;
LinkList 1lst = new LinkList () ; // Create a list

get string from user to be inserted in the list
lst.addNodeAtHead (new String(str)) ;

get string to be deleted from the 1list
lst.deleteNode (new Node (str)) ;

NN
SN

lst.printList () ;
3. Log.pexit ("L1/5", "msg:end main") ;
4. Log.close(); }
class LinkList{

private Node head;

public LinkList(){...} // head = null
public Node getHead(){ .} //returns head
public void addNodeAtHead(Strlng s){...}

//adds node w1th data s at head
public void printList(){...} //prints link list
public void deleteNode (Node n) {

Log.penter ("L2/9", "delete node=" + n);

if (head == null) {
Log.pexit ("L2/10", "msg:1list empty") ;
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return; }
if (n.equals(head)) {
head = head.getNext () ;

5. Log.pmsg ("L3/11", "msg:node deleted at head");}
else { Node p = head, g = null;
while((gq = p.getNext()) != null) {

if (n.equals(q)) {
p.setNext (g.getNext () ) ;
Log.pmsg ("L3/12", "deleted node=" + q);}
elsep = q;
Log.pexit ("L2/13", "msg:end delete node") ;
return; }
class Node {
private String data;
private Node next;

public Node (String wrd){...} //initialises data = wrd
protected Node getNext (){...} // returns next node
protected void setNext (Node n){...} //sets next to n
public String getData(){...} //returns string data
public void setData (String s){...} //sets data to s
public void printData(){...} //prints data
public boolean equals (Object o) {
Log.penter ("L2/13", "compare=" + 0O);
boolean bool = false;
if (this == o)
Log.pmsg ("L3/14", "msg:object equal") ;
bool = true;
else if (! (o instanceof Node)) {
Log.pmsg ("L3/15", "msg:object not equal") ;
bool = false;
else if ((((Node)o).data).equals (this.data))
Log.pmsg("L3/16", "msg:data equal");
bool = true; }
else { bool = false;
Log.pmsg ("L3/17", "msg:not equal"); }
Log.pexit ("L2/18", "comparison was= " + bool) ;
return bool; }

3.1 Probe Structure

Our technique associates level number with the probe, to display execution details at
different levels of abstraction. Also, each probe must be uniquely identifiable, to lo-
cate probe in the code. Probe structure defines probe id  as-
“level number/probe_number” where, level number indicates the testing level. The
level number is L1, L2 and L3 for probes that display interaction among the inte-
grated units (system level testing), interaction among the classes of integrated unit
(integration level testing) and code level behavior of a class (unit level testing) re-
spectively. The probe _number uniquely identifies a probe in a class. For each class, it
starts from 1 for the first probe and is incremented for every other probe in the class.
It may be in any order within the class. E.g. “L2/2” represents an integration level
probe having probe number 2.
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The structure of probe message is defined as “variablel:val variable2:val
..variableN:val msg:string” where, val is the value of a variable, and, msg displays a
message. E.g. “msg:start main” is interpreted as, start main is a message.

The designer and code developer decide the level number and probe_message re-
spectively, during the design and coding phases of software development.

3.2 Probe Insertion

Our technique requires probes to be inserted at the beginning, end (before return
statement) and anywhere between begin and end of the method (if needed) like in if-
statement or loop statements, as shown in Program code 1, line 2, 3, 5 respectively.
Probe insertion is the responsibility of the developer.

The methods are of three kinds in object-oriented software- public, protected and
private. Public methods are invoked from outside the class. Private methods are in-
voked by public methods. Protected methods are private to the class but can be in-
voked from the derived classes. The /level number in probe_id is decided based on
the kind of method and the location of probe in the method. Probes defined at the be-
ginning and end of a method have level number L1 in the public methods of classes
that interact with other integrated units, L2 in the public methods of rest of the
classes, and, L3 in private and protected methods of a class. Probes defined anywhere
in between the beginning and end of any method has /level number L3.

To display the hierarchy of execution of classes and the parameter values at
method entry/exit, probe insertion defines static methods-- penter, pexit and pmsg, for
probes inserted in the beginning, end and anywhere in between a method respec-
tively. Probes are inserted as Log.penter, Log.pexit, Log.pmsg, as shown in Program
code 1, line 2, 3, 5 respectively. The class “Log” defined in our technique interacts
with the software embedded with probes during testing. To start and stop recording
information from probe, line 1 and 4 in Program code 1 are needed respectively.

3.3 Probe Subsystem

The probe subsystem work on the software embedded with probes, during testing. It
has four components —Preprocessor, OnLineTest, OffLineTest, and Report. Preproc-
essor works on the compiled software before its execution. Its functions are- (1) store
details of inheritance hierarchy- classes, declared and inherited methods of each class,
and class to which inherited method belongs. (2) Store details of dynamic binding
relationship- classes, the dynamically bound methods and method from where the dy-
namically bound methods are invoked. (3) Store  “level number/
probe_number/class_name/tag/method _name” for each probe. It is needed to display
the execution details during testing. The level number and probe_number are defined
in probe id. Tag is probe method penter, pexit and pmsg. The class _name and
method _name is the class and method respectively, in which the probe is defined. To
get class executed during testing, Preprocessor inserts “class_name” in probe id of
probes. (4) Insert “getClass()” in probe_message of probes of inherited methods, to
find the class invoking the inherited method. The function getClass() must be sup-
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ported by the programming language. It is supported in Java. (5) Identify modified
classes and help in selection of test cases to be re-executed, during regression testing.
OnlLineTest is invoked on execution of the software, for testing. It defines probe set-
tings for probe activation and probe breakpoint to facilitate observation of internal
execution details at unit, integration and system levels. Output of active probes is
stored in /og file. Output of all executed probes is also stored in a file. OffLineTest is
invoked after testing, to analyze the log file and to get details about the software-
classes, methods etc. Report is invoked after testing to generate coverage report.

4  Using Probe Subsystem

The components of probe subsystem facilitate observation of internal execution de-
tails at unit, integration and system levels, selection of test cases to be re-executed
during regression testing, post-analysis of log file and report generation.

4.1 Probe Settings

Probe settings allow the tester to externally control the probes during online and oft-
line testing. Probe Activation defines commands to selectively activate/deactivate
probes, externally, during testing. Output of only active probes is displayed on the
screen and stored in the log file. Probes are referred to in a generic style so that a
group of probes can be addressed through a single command. The format of probe
activation command to activate and deactivate probe is

A: class_name/method _name/level number/probe_number (1)

D: class name/method name/level number/probe _number 2)
respectively. The /level number in (1) and (2) results in activation of probes at the
specified level number and at lower level number, and, deactivates probes at the
specified level number respectively. E.g. “A:*/*/L2/*” activates all probes having
level number L1 and L2 in all classes of all methods. The command
“D:Node/*/L3/*” deactivates all probes having level number L3 in all methods of
class Node. A “*’ used for level number, class name or method _name matches with
all level number, class_name and method name respectively.

Probe BreakPoint allows breakpoints to be set on selected probes. On occurrence
of break, execution of the software pauses. The tester can observe the already dis-
played probes and change the probe settings to observe rest of the execution details.
Probe breakpoint can be set as follows:
class_name/method name/level number/probe number 3)
A String “4)

In (3), break occurs when the level number, class name, method name and
probe_number are true in the probe being executed. In (4) break occurs when output
of a probe contains the specified string. E.g. string “start deleting” results in a break
when it is encountered in the probe output.
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Probe settings are made during testing based on what is to be observed and at what
level of detail. All probe settings are stored in a file and can be modified during test-
ing. All commands in the file are applied sequentially, to find active probes.

4.2 OnLine Testing

During testing, activating/deactivating the level number in probe activation command
facilitates observation of internal execution details at different levels of abstraction.
The class_name, method name and probe number can be activated or deactivated to
“fine-tune” the execution details to be observed during testing. Probe breakpoint is
set to observe the already displayed probes.

Table 1. Internal execution details at unit level (delete node from list) of Program code 1
(->enter, <-exit, --between)

Class Name Method Name LevelNo./Probe No.
ListClient main(String[]) L.3/3 msg: Start deleting
|[>Node Node(String) L2/1->msg: create string node
|¢&Node L2/2<-data=stringB
|>List deleteNode(Node) | L2/9->delete node=Node@f133f325
|>Node equals(Object) L2/13->compare=Node@?2debf324
|--Node equals(Object) 1L.3/16 msg: data equal
|&Node L2/18<-comparison was=true
|[>Node getNext() L3/3->msg: get next node
|&Node L3/4-> next=Node@e96ff324
|--List deleteNode(Node) | L3/11 msg: node deleted at head
|&List L2/13<-msg: end delete node

Unit Testing: Probes at level number L3 are activated during unit testing. It re-
sults in activation of probes at level number L1, L2 and L3. The internal execution
detail of deleting a node from the link list, at unit level, is shown in Table 1. It dis-
plays code level behavior of the program- the executed public, private and protected
(getNext()) methods, the part of if-condition executed (msg:data equal) and a mes-
sage in between the method (msg:node deleted at head), at begin and end.

Integration Testing: During integration testing, probes at /evel number L2 are ac-
tivated. It results in activation of probes at level number L1and L2. The internal exe-
cution detail of link list at integration level is shown in Table 2. It displays sequence
of execution of classes and their input/output. E.g. for node deletion it displays that
the node was compared, found to be equal and deleted. It does not display the internal
execution details of the class as shown during unit testing in Table 1.

Table 2. Internal execution details at integration level of Program code 1

Class Name Method Name LevelNo./Probe No.
ListClient main(String[]) L1/1->msg: start main
|>List List() L2/1->msg: List()
|&List L2/2<-head=null




318 A. Goel, S.C. Gupta, and S.K. Wasan

|>List addNodeAtHead(String) L2/5->add node=stringA
|[>Node | Node(String) L2/1->msg: create string node
|&Node L2/2<-data=stringA
|&List addNodeAtHead(String) L2/6<-added at head=Node@e96{f324
|>List addNodeAtHead(String) L2/5->add node=stringB
|[>Node | Node(String) L2/1->msg: create string node
|&Node L2/2<-data=stringB
|&List addNodeAtHead(String) L2/6<-added at head=Node@?2debf324
|[>Node Node(String) L2/1 ->msg: create string node
|&Node L2/2 <-data=stringB
|>List deleteNode(Node) L2/9->delete node=Node@f133{325
|[>Node | equals(Object) L2/13->compare=Node@2debf324
|&Node L2/18<-comparison was=true
|&List deleteNode(Node) L2/13<-msg: end delete node
|>List printList() L2/14->msg: print list
|[>Node | printData() L2/11->msg: print string data
|&Node L2/12<-data=stringA
|&List printList() L2/15<-msg: list printed
ListClient main(String[]) L1/5<-end main

System Testing: Probes at level number L1 are activated to observe interaction
among the integrated units of the system.

Corrective Maintenance: It involves fixing reported errors in released and in-use
software. For this, there is a need to understand the software to identify the compo-
nent containing the error and to locate erroneous code in it. Since maintenance team
is generally not same as development team, understanding the software is difficult
due to its large size and complexity. The erroneous code cannot be isolated using the
limited information available at user interface.

Our technique helps in the corrective maintenance activity. The software is re-
executed with probes on, with input that resulted in error. Observing the internal exe-
cution details at system level, integration level and unit level helps to identify the in-
tegrated unit, the class of the integrated unit, and, the method and probe of the class
displaying incorrect value, respectively. The probe number in the probe displaying
incorrect value is used to locate the probe in the class. Code near the probe is exam-
ined to isolate erroneous piece of code.

4.3 Regression Test Cases

Regression testing is the process of validating modified software to detect whether
new errors have been introduced into previously tested code and to provide confi-
dence that modifications are correct [8]. An overview of regression testing techniques
is given in [8][21]. Here, we focus on selection of regression test cases. Having
known the unit (method, class etc.) of change (add, delete, modify), there is a need to
select the test cases to be re-executed, from the already executed test cases.

Our technique identifies class as the unit of change. It includes classes in the hier-
archy, if changed class is part of inheritance hierarchy. Preprocessor identifies the test
cases to be re-executed in two steps. First, it identifies the test cases containing the
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changed class name, from the file storing all executed probes. It includes classes im-
pacted by changed class, since the impacted class invokes it or is invoked by it. Next,
from this subset, test cases containing unique sequence of probe_number, class_name
(invoking the changed class - of the changed class - invoked by changed class) is
identified. The resulting test cases are to be re-executed.

4.4 OffLine Testing

OffLineTest facilitates analysis of log file using probe setting defined in OnLineTest.
Probe settings allow the tester to “play” with the contents of log file. The behavior of
a class or a method can be observed/analyzed. For very large software, execution de-

tails of a portion of the software can be observed.

Table 3. Information about the Program code 1

Class Name Method Name LevelNo./Probe No
ListClient main(String[] args) L1
13/2

Total Classes=3 Total methods=13 Total Probes=36

OffLineTest also provides details of the software- (1) classes, methods and probes.
(2) Inheritance hierarchy, inheritance category, and, declared and inherited methods
of each class, and (3) Dynamic binding relationship. It also provides count of these
relationships, as shown in Table 3. It retrieves these details from Preprocessor.

4.5 Report Generation

All probes traversed (active/inactive) are logged, which, help to generate coverage of
probes at- probe, method, class, inheritance, regression and dynamic binding levels.
The logged probes can also help to identify covered path sequences, for test data ade-
quacy. Coverage reports can be viewed as %coverage and in the form of list, for- a
single, set and all test cases combined. The list of uncovered probes generated at
these levels helps to locate untested code. To calculate coverage, Report gathers de-
tails of the executed and total probes from OnLineTest and Preprocessor respectively.
Probe, Method and Class Coverage: The coverage of probes at probe, method and
class levels is displayed as (class nameprobe numberl,...,), (class name,
method_namel, ...) and (class_name) respectively, as shown in Table 4.

Table 4. Coverage at probe, method and class levels of Program code 1

Uncovered Probes Uncovered Methods Uncovered Classes
(Node, 7, 8, 9, 10, 14, 15, 17) | (Node, getData(), None

(List, 10,12)) setData(String))

Y%coverage: 75.0% % coverage: 84.61539% | %coverage:100.0%
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Inheritance Coverage: The creation or modification of an inheritance hierarchy
falls in four categories [1][2]-

(A) Creation/Modification of superclass

(B) Creation/Modification of subclass

(C) Modification of superclass data structure from subclass, and,

(D) Pure extension of superclass.

Testing for category

(A) and (C) necessitates retesting of superclass, all subclasses and units de-
pendent on it

(D) requires testing of subclass only, and,

(B) requires testing of subclass and retesting of inherited methods of super-
class. Retesting is needed because inheritance provides new context for the
inherited methods. The inherited methods, thus, must be executed from the
class in which it is declared and from the class inheriting it.

Our technique calculates coverage at inheritance level based on inheritance cate-
gory. Inheritance coverage is displayed as (probe number/class name/method name
/class invoking the inherited method). The class invoking the inherited method gets
value from getClass() (inserted by Preprocessor). It is blank if method is executed
from the class in which it is declared. As shown in Table 5, getNext(), setNext() de-
fined in class Node are invoked from Node itself, statement (1), (3) and from IntNode
(inheriting class), statement (2), (4).

Table 5. Coverage at inheritance level (of inherited methods)

3/Node/getNext() (1)
3/Node/getNext()/IntNode 2)
5/Node/setNext() 3)

5/Node/setNext()/IntNode 4)

Dynamic Binding Coverage: Testing a dynamic binding relationship requires test-
ing of all possible methods that can get bind at runtime for a single method invoca-
tion. Coverage at dynamic level is displayed as (probe number/class name/
method_name/method _name from where invoked). The “method name from where
invoked” is the method enclosing call to the dynamically bound method. As shown in
Table 6, printData() defined in Node and IntNode, is invoked from method print-
List().

Table 6. Coverage at dynamic binding level (as list of covered probes)

11/Node/printData()/printList()
8/IntNode/printData()/printList()

Regression Coverage: Coverage at regression level is displayed as coverage at
probe level of the modified unit. It includes coverage of probes at inheritance level if
modified class is part of the inheritance hierarchy.
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5 A Case Study - UlServer

The probe-based testing technique has been used during testing of an XML based
software-UlServer, written in Java. UlServer operates in the web environment. It
translates a UIML (User Interface Markup Language) document to WML (Wireless
Markup Language) or CHTML (Compact-HyperText Markup Language) document.
UlServer consists of three integrated units- Validate, ParseTree and GenerateTML.
Validate receives URL of the UIML document and the http request-UAData
(UserAgentData) from the web engine. It fetches the UIML document, checks its va-
lidity according to UIML 2.0a DTD (Document Type Definition- it defines the
structure of UIML document. It specifies the tags, attributes of these tags and their ar-
rangement with each other. UIML document can contain 28 tags.). Validate returns
valid/invalid UIML document. If document is valid, ParseTree is invoked. It parses
the UIML document and builds a tree based on the tag hierarchy defined in
UIML2.0a DTD. It stores the tags defined in UIML document as nodes of the tree. If
no error found, GenerateTML is invoked. GenerateTML uses the tree to generate
WML/CHTML document as the output. In case of error, an error message is output.
Our technique was used to observe the internal execution details at different levels
of abstraction during the testing of UlServer. We discuss an instance, where without
our technique, locating the erroneous code was a difficult task. During system test-
ing, for a UIML document as input, the WML document generated was incorrect. No
error message was displayed. Observing the internal execution details at system level
displayed error in the output of the integrated unit- ParseTree. Next, the execution
details observed at integration level, displayed error in the output of class Par-
seUIML, of ParseTree. While observing the internal execution details of ParseUIML
at unit level, it was found that the code developer had not taken any action for the tag
<attribute> defined in the tag <call> of UIML document. The error was notified.

Table 7. Characteristics and test execution result of UlServer

#Hof #of Execution Execution | Coverage | Coverage | Cover-
lines of | probe time with | time with | at probe | at method | age  at
code inserted | probes on probes off | level level class
level
8994 705 5.85s 5.60s 84% 88% 100%

Table 7 shows characteristics of UlServer and test execution result using our tech-
nique. It includes number of lines of code and probes in the software, execution time
with probes on and off, and coverage of probes at probe, method and class level. The
uncovered probes helped to locate the untested portion of code.

6 Related Work

This work is related to observability measures in object-oriented software and testing
of object-oriented software.
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6.1 Observability Measures

Previous research focuses on observing state of the object during testing of object-
oriented software. Assertions, [5][12] are injected at key locations in the source code
and state-space monitored. Assertion monitoring does not display internal execution
details as long as assertions evaluate to true. It only verifies state of the object. False
assertion evaluation triggers an exception. McGregor and Korson [14] emphasize
functional testing and provide observer methods to check externally observable
states. Murphy et al. [16] provide state-reporting methods with every class. Dorman
[15] uses friend declaration to observe private data of C++ program. To check
method call sequence, it inserts callback functions before and after the call.

Probes are used in tools to trace execution details or observe values of specific
variables during testing. Compaq’s JTREK, JOIE [6] and BIT [9] use byte-code in-
strumentation for troubleshooting Java applications. It requires watch points to be in-
serted in the software, to observe values of selected parameters, return values etc. The
selective instrumentation, based on what needs to be observed is a limitation for test-
ing. It requires understanding of the internal behavior of the software. JIE [11] and
instr [7] use source-code instrumentation of Java programs for method-level tracing,
test coverage, execution logs, debugging etc. But, the trace needed to understand the
behavior of software, itself needs to be understood owing to its large size.

Probes are also used for profiling in compiler optimization feedback and perform-
ance tools. Hundt [18] describes HP Caliper, which uses dynamic instrumentation to
provide a framework for building tools for performance analysis, coverage analysis
and correctness checking. DeRose et al. [13] describe- Dynamic Probe Class Library
(DPCL) an infrastructure for developing instrumentation for performance tools.

Tools like Panorama JavaTest, CodeWork JCover and TestWorks’ TCAT instru-
ment the code to generate test coverage report at class, method, statement and branch
levels. They also display the executed and the unexecuted part of the code.

6.2 Testing Object-Oriented Software

Unit Testing: Most of the research work in class testing is based on generation of
method sequences as test cases, execution and result validation. Souter et al. [3] de-
velop a code-based testing and analysis tool- TATOO to generate test tuples based on
object manipulation. Chen et al. [10] develop a tool TACCLE that selects fundamen-
tal pairs of equivalent ground terms and checks the observational equivalence of re-
sulting objects. Turner et al. [5] use automata to model internal representations of the
class, generate test cases using state-based test suites and verify the final state.
Integration testing: According to Chen et al. [10], little study has been made on
cluster-level testing or its relationship with class-level testing. They perform static
cluster testing on horizontal interactions among classes using individual message-
passing rule. Jin and Offutt [22] generate test cases using coupling based criteria.
Dynamic binding: Alexander and Offutt [19] extend coupling-based testing to
detect faults from polymorphic relationships among components. Orso et al. [4] ex-
tend traditional data flow test selection criterion. They define def-use sets to select
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execution paths that can reveal failures due to incorrect combination of polymorphic
calls. Payne et al. [12] implement inheritance hierarchy such that pre and post condi-
tions made in base class are not violated by polymorphic methods.

Inheritance Testing: Dorman [15] uses call-interface instrumentation to determine
coverage of inherited methods of base class in context of their usage. Payne et al. [12]
use down-call technique to restrict inheritance to be a sub-typing relationship.
Retesting of base class in context of the derived class is not needed.

7  Conclusion

In this paper, we present a probe-based testing technique that adapts probe-an observ-
ability measure for object-oriented software testing. It facilitates observation of inter-
nal execution details at different levels of abstraction- unit, integration and system
levels, during testing. Our technique requires probes to be pre-determined and pre-
built in the software during design and code phases of software development. During
testing, probes are externally activated/deactivated facilitating observation of internal
details of execution at unit, integration and system levels. Coverage of inheritance hi-
erarchy and dynamic binding relationship generated using our technique helps in de-
termining the adequacy of testing these relationships. Our technique also aids in the
selection of regression test cases. Probes can be turned off when the internal execu-
tion details are not needed. Probes left permanently embedded in the software results
in creation of testable software for further modifications and easy corrective mainte-
nance.
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Abstract. This paper reports a data abstraction algorithm that is tar-
geted to minimize the contribution of the loop executions to the program
state space. The loop abstraction is defined as the syntactic program
transformation that results in the sound representation of the concrete
program. The abstraction algorithm is defined and implemented in the
context of the integrated software design, testing and model checking.
The loop abstraction technique was applied to verification of NASA robot
control software. The abstraction enabled model checking for realistic
robot configurations where all other state space reduction approaches,
including BDD-based verification, predicate abstraction and partial or-
der reduction, failed.

1 Introduction

Formal verification by model checking has the potential to produce a major
enhancement in software reliability and robustness for software systems. The
applicability of model-checking to software systems is severely constrained by
“state space explosion”. Data abstraction is a principal method for state space
reduction [I[4J6l13IT4/T6]. Predicate abstraction [7] is one of the most popular
and widely applied methods for systematic abstraction of programs. Predicate
abstraction is based upon abstract interpretation [5]. It maps concrete data
types to abstract data types through predicates over the concrete data. However,
complete predicate abstraction may be intractable due to its computational cost.
Generation of a full set of predicates is typically infeasible for large programs.

All forms of abstraction may introduce unrealistic behaviors (behaviors not
found in the concrete program) into the abstract program. Error traces from
model checking of the abstract program are often used to rule out unrealistic
behaviors. Excessive abstraction may introduce additional behaviors which re-
sult in state space explosion when attempting model checking for the abstract
program. These drawbacks for general abstraction methods coupled with the po-
tential effectiveness of abstraction, motivate research into targeted abstractions
which can be applied selectively.

This paper formulates and evaluates an abstraction algorithm that mini-
mizes the contribution of the loop executions to program state space. The loop
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abstraction generates an abstract program with the same static task graph as
the concrete program from which it is derived but which specifies a minimum
(or nearly minimum) number of traversals of the loops of the static task graph.
These abstract programs have orders of magnitude smaller state spaces that
the concrete programs from which they are derived. We demonstrate that the
algorithm is correct in that the ”abstract” program is a conservative approxi-
mation of the ”concrete” program with respect to the control specifications of
the program. The correctness result implies that a control specification holds for
the original program if it holds for the abstract program. Some loss of precision
of data computations introduced by the abstraction is traded for the ability to
conduct practical verification of behavioral specifications of control algorithms.
The potential usefulness of loop abstraction is enhanced by the facts that con-
trol software are the obvious candidate systems for model checking to improve
reliability and that almost all control systems implement feedback loops.
The properties of the loop abstraction algorithm are:

0 It is computationally simple and requires storage linear in the size of the
program since it is a source to source transformation based on static analysis
of the program.

0 It is based on syntactic manipulation of expressions, and produces a reduced
program and therefore, it can be applied without change to the verification
tool or the verification algorithm.

0 It produces a syntactic representation of the abstract program and thus other
model-checking state space reduction techniques, such as symbolic model-
checking and partial order reduction, can be applied to the abstract program.

The loop abstraction algorithm has been implemented in the integrated high-
level design (xXUML) and automata-based model checking software development
framework (Fig. [[) and has been evaluated during verification of a NASA robot
controller. It has been found to give order of magnitude reduction in the com-
plexity and computational resource requirements for model-checking of control
properties of a robot control system. Most importantly, the loop abstraction en-
abled completion of model checking for realistic robot configurations where all
other approaches, including predicate abstraction [1J15], failed.

Contents of Paper. Section 2 defines a framework for the project. Section 3
defines the program syntax and semantics. Section 4 presents the loop abstrac-
tion algorithm. The effectiveness of loop abstraction is demonstrated in Sect. 5
that shows the verification results of the NASA robot controller system. Section 6
summarizes the paper and gives an overview of related work.

2 Integrated Design and Verification Framework

The loop abstraction algorithm has been defined in the context of the software
development framework that integrates xUML modelin, testing and automata-

! XUML is a dialect of UML with executable semantics. Programs written in xUML are
design level representations which can be executed directly through discrete event
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Fig. 1. The integrated design and model-checking software development environment

based model-checking as shown in Fig. [Il We refer the reader to [19J22] for a
detailed description of the integrated environment.

The framework consists of the following components:

1. The xUML graphical specification and validation environment as it is im-
plemented in the commercial tool, SES/OBJECTBENCH (OB) [17].

An xUML program is a set of interacting objects. The behavior of each object
is implemented as a Moore state machine with a bounded FIFO input queue for
events. The objects interact by sending and receiving events. Each state of the
state machine which can receive an event is given a unique label. A sequential
action is associated with each labeled state. Each action assigns values to state
variables and generates events to be posted to its own input queue or the input

simulation or interpretation and/or compiled to procedural source code. xUML is
fairly widely used for development of control systems [11I17]. A complete specifica-
tion of the xUML notation can be found in [20J21].
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Fig. 2. The consumer-producer xUML program

queues of other state machines. The actions execute in run to completion mode.
The action language for the implementation of xUML is a C-based language
extended by the event generation and state machines manipulation commands.
The execution model for an xUML system is asynchronous interleaved execu-
tion of the action language programs associated with the labeled states of the
state machines. An example of the xUML system is given using a Consumer-
Producer xUML program (Fig. [2). The sample program is modeled by xUML
state machines, representing behavioral specifications of the Consumer and Pro-
ducer xUML objects.

Each state machine is represented as a collection of blocks that are activated
by events. For example, Block D of the Consumer state machine represents a
block of actions that can be activated by an input event e4 or e2 and labeled by
the update of a variable status := IDLE (the label variables update statements
are implicitly implemented by the xUML graphical development environment.)
The activation of the block is followed by the execution of local statements for
variables update and generation of output events Generate e3(CONSUMER),
Generate e5(PRODUCER,i,j), Generate e5(PRODUCER,i:=0,j) and Generate
e5 (PRODUCER,i,j:=0). Note, the distinction between fields of the event e:
different data is passed by the event depending on the satisfaction of the specified
conditions. For example, if at some point during the program execution a variable
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1 is larger or equal to some predefined value, limit_i, than the event e5 will pass
a zero value to the Producer process, using the first supplemental data field of
the event command.

2. The LOOP_ABSTRACTION program. This component of the integrated en-
vironment is the subject of the paper. The LOOP_ABSTRACTION program im-
plements the loop abstraction algorithm which is outlined in Sect. 4. The
loop_abstraction program takes as an input results of the program behavioral
analysis conducted using the discrete event simulator. The event simulator is a
part of the xUML specification and validation environment. During the simula-
tion the program is executed by traversing possible event sequences which can
arise from the execution of interacting xUML state machines. The set of actions
that are repeatedly initiated by some event are manually annotated with a Loop
Label in the xUML specification environment. An example of the annotation is
shown in Fig. 2 block D.

The loop_abstraction algorithm results in the syntactic program transforma-
tion of the original program that maps all traversals of a loop in the program
control flow defined by different values of the program variables to traversals with
values of path_selection variables (see Sect. 4.2) which abstract values uniquely
specify each distinct event sequence within the loop.

3. The automata-based model-checking tool, COSPANE. Consistency check
is performed over the abstract SR model (SR is the input language of COSPAN)
automatically derived from the abstract xXUML program with respect to the
specified control property, the set of fairness constraints and the approximation
restrictiondd. The following features provided by COSPAN are used to support
the loop abstraction procedure:

0 the assume/quarantee mechanism of COSPAN is used to add fairness con-
straints and refinement assumptions to the model-checking process.

U the localization reduction algorithm, automatically invoked by COSPAN
during model-checking, is used to eliminate from consideration variables that
do not effect the verification property.

3 Background

3.1 Program Syntax

Control software systems are often constructed as compositions of sequential pro-
grams which interact through sending of events, S = py || ... || pn. Each program,
p = (X,E,I,B) is defined as a set of variables, X, a set of events, E, an initial
condition, I, and a set of basic blocks (defined next), B, that contain commands

2 A detailed description of COSPAN and its features can be found in [B13].

3 The abstraction procedure uses a translator [22] that automatically transforms the
xUML programs from the Graphical OB representation into SR, an input language
of the model-checker, COSPAN. Specifically, the LOOP_ABSTRACTION program is
applied to the intermediate representation of the translation result, the textual rep-
resentation of the xUML programs.
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that modify the program variables, and send and receive events. For example,
an assignment command, z := any{ exp,,...,exp, } is a non-deterministic as-
signment, after which a program variable, x, will contain the value of one of the
expressions exp,..., exp,; Generate e(ID,exp)’ is a communication command
that sends an event, e with some data, ezp, to the destination program identified
by its name, Hﬂ

Dellnition 1 [Basic Block] (cf. [9]). A basic block is a sequence of statements
for which execution can be initiated only through the statement at the head of
the block and which, once initiated, executes to completion. Execution of a basic
block is initiated by arrival of an event.

Events are distributed via FIFO queues, one queue for each sequential pro-
gram. The execution model for a sequential program is: a) An event arrives in
the input queue of a sequential program and some basic block of the program is
enabled for execution in "run to completion” mode. b) The enabled basic block
is executed. ¢) Execution of a basic block may result in events being sent to the
program containing the executing basic block or to other programs. d) At the
end of the execution of a basic block the program halts and awaits arrival of its
next event.

Dellnition 2 [Output of a Basic Block]. The output of a basic block is
an event or sequence of events. The output from an instance of the execution
of a basic block is determined by the control structure within the block. Each
instance of the execution of a basic block is a traversal of the tree determined
by the control structure. The control statements which generate the tree will be
referred to as the block output guard. The outputs of a basic block are determined
by the leaves which are reached in the execution of the block. Thus, each branch
of the block output guard controls one output of a block.

Figure Blillustrates the concept of the basic block. The control flow graph (at

Basic Block D:
,,,,,,,,,,,,,, L, o Receive e2(CONSUMER);

Basic Block D e L s
if((i<limit_i)& &(j<limit_j)) {
Generate eS(PRODUCER,i,j);

Generate e3(CONSUMER); }

Output Guard

\
. es(l,']) else { if((i>=limit_i)&&(j>=limit_j)) {

|
|
|
|
|
| 1
|
|
|
|
|

|
V Generate e3(CONSUMER); }
bS(l —0,5’)/ o5(i i,j: —0) else { if(i>=limit_i) {
_ / 777777777777 output3: 237 ! Generate eS(PRODUCER,i:=0,j);  }
else {
outputl: e5(i: —0,_]) output2: e5(i,j:=0)  outputd: e5(i,j), e3 Generate eS(PRODUCERi,j:=0); }

Vo
Fig. 3. Demonstration of a basic block concept

4 For the complete list of the commands see [17]
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the command level) illustrates the control flow paths that determine the outputs
of the basic block.

The execution model for the system is asynchronous interleaved execution
of the basic blocks of the sequential programs. a) One program from among
those which are enabled for execution (those programs with events in their input
queues) is non-deterministically selected for execution. b) The basic block in the
selected program which consumes the event at the head of the event queue is
executed and step a is repeated.

Dellnition 3 [Basic Block Control Flow Graph]. The nodes of the basic
block control flow graph of the system are basic blocks of the composing se-
quential programs. The arcs of the basic block control flow graph of the system
connect basic blocks which are the sources and targets for events. Therefore a
control flow graph can also be specified as generation and consumption of a
sequence of events.

The control flow properties of the system behavior can be stated in terms of
control at the basic block level by referring to events that initiate execution of
basic blocks.

This works exploits the atomicity of the program executions to identify loops
of the program execution (loops across basic blocks).

Dellnition 4 [Loop]. A loop in a basic block control flow graph of a system is
defined by a repeated execution of a path which begins with the generation of a
unique event by a basic block and ends at that same basic block (loop basic block,
Bloop)'

Each loop is guarded by a set of the basic block output guards of the loop
basic block, B!°°P_ and their dependence set, B4P"? The dependence set is the
set of basic blocks which output guards operate on variables that are dependent
on the output guard variables of the loop basic blocks. Let us call the variables
of the basic block output guards that define the loop, loop control variables.

3.2 Program Semantics

The syntax of the program defined above can be given an execution semantics as
an asynchronous transition system (ATS) [10] composed of finite state machine
interacting through finite, non-blocking FIFO queues.

Dellnition 5 [Event Queue]. (cf. [10]) An event queue, Q; = (V,N,E,L) is
defined by the the queue vocabulary, V, by the size of the queue, N, by the vector
of events stored in the queue, E, and the content of the stored events, L, defined
as a finite set of the values. The values are expressions on the system variables,
or constants. For a set of queues, Q, the queues vocabularies are disjoint.

Dellnition 6 [Finite State Machine]. (cf. [I0]) A state machine, M, is defined
as a tuple, M = (X,S,s0,1,0,Q,T), where
- X is the finite set of variables;
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- S is the finite set of possible binding of values to X;

- 8o is an element of S, the initial state;

- I is the set of input events;

- O is the set of output events;

- Q is a set of event queues;

- T is the transition relation specifying the allowed transitions among S.

Dellnition 7 [Trace of a State Machine]. An infinite sequence of states tr =
5081---8n, is a trace of FSM if (1) so is an initial state and (2) for all0 < i < n,
the state s;11 s a successor of s;.

Dellnition 8 [Asynchronous Transition System (ATS)]. (cf. [10]) An ATS
18 a composition of finite state machines which interact by sending and receiving
events. The global state space is the product of the local state spaces of the
composed state machines, the system event queue is the union of the sets of the
queues of the separate machines, and the global transition relation is the union
of the local transition relations.

Dellnition 9 [Trace of an ATS]. The trace of an ATS is an interleaving of
states from the traces of the state machines which compose the system. The ATS
may be constrained by fairness constraints that determines which traces of the
model are confronted with the specification during model checking. If a fairness
constraint is defined as set of states, then a fair trace must contain an element
of each fairness constraint infinitely often.

Dellnition 10 [Rellnement]. Let A and C be two ATS instances. Let L(A)
and L(C) be the language of all traces from execution of A and C.

If X¢ C X4, and L(C) C L(A) then C weakly refines A, C < A.

Dellnition 11 [Control Rellnement]. Let us define an operator R which
projects from L(C) and L(A) all states which do not receive events. Call R.L(C)
and R.L(A) control traces of an ATS.

If X¢ C X4 and R.L(C) C R.L(A) then C weakly refines control of A.

Control refinement is defined to show behavioral correspondence between the
control (event) sequences of the abstract and concrete programs. The program
actions are grouped into basic blocks (as defined earlier) and execute in run to
completion mode. Therefore R.L(C) and R.L(A) correspond to the basic block
control flow graphs of systems C and A and L(C) and L(A) correspond to the
traces of systems C and A.

Dellnition 12 [Control Property]. A control property is a linear temporal
logic specification defined over states that input events. For example, in Fig. 2 an
event el (CONSUMER) accepted by the CONSUMER program defines a control
state of the program ATS.



Model Checking Software via Abstraction of Loop Transitions 333

4 Loop Abstraction

The execution behaviors of control software systems are typically dominated
by cycles implementing feedback loops. The structure of the control flow graph
is usually determined by a small set of variables (control flow variables). The
paths in the control flow graph of a program with loops are usually determined
by conditional statements (guards) which depend on a subset of the control flow
variables (loop control variables). Model checking of such systems generates a
traversal of the loops in the control flow graph for each possible value of each
loop variable. Each traversal of the loop with different values of the loop control
variables is distinct in the state graph of the program. Additionally each traversal
of a loop will typically involve many variables ("don’t care” variables) which do
not participate in determination of the paths through the control flow graph.
But each execution of a loop with different values for the "don’t care” variables
is also distinct in the state graph generated by the model checker.

Control flow properties (such as guarantee that the program components
will never execute an unsafe sequence of control actions) are dependent only
on the control flow graph of the system and are independent of the number of
traversals of the loops of the control flow graph. Therefore the control properties
of the concrete program can be model checked by model checking of an abstract
program with the same control flow graph.

The abstraction presented in this paper generates an abstract program with
the same static task graph as the concrete program from which it is derived
but which specifies a minimum (or nearly minimum) number of traversals of the
loops of the static task graph. The values of the "don’t care” variables can also
be freed in the abstract program. These abstract programs typically have orders
of magnitude smaller state spaces than the concrete programs from which they
are derived.

4.1 Sketch of the Loop Abstraction Algorithm

The algorithm iteratively analyzes and transforms basic blocks that define con-
trol flow within a loo. The algorithm computes a number of outputs for each
block that is executed in the control loop and uses the computed data to abstract
the events generation within the basic blocks from the actual data. The steps in
the loop abstraction algorithm are defined below. Each step is accompanied by
a narrative description of the performed actions. The detailed description of the
algorithm can be found in [I§].

a) Identify each control flow statement (simple or compound) which partici-
pates in determining a path of a loop.

This step is implemented by identifying the output guards of the basic blocks
that are repeatedly activated. The loop abstraction algorithm starts from a loop

5 The basic block structure of the xUML programs is explicitly preserved by special
words ’state’ and ’endstate’ in the textual representation of xXUML programs for
the beginning and the end of the basic block respectively. This allows syntactic
identification of the code that corresponds to each xXUML basic block.
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basic block annotated by ’Loop Label’ during simulation of the program execu-
tions (see Sect. 2 for details).

b) Determine the number of exit paths from each control flow statement that
determines the loop.

The algorithm conducts a trivial syntactic analysis of the basic block code
and determines the number of branches of the block output guards that control
output events. For example, there exist four outputs controlled by an output
guard of basic block D of the Consumer-Producer example (see Fig. 3).

c) Replace each block output guard with a control flow statement with
the same set of exit paths where exit path selection is determined by a vari-
able (path_selection variable) whose range is defined by the number of outputs
(computed in step b) controlled by each block output guard. The values of the
path_selection variables are non-deterministically chosen. The transformation al-
gorithm is trivial and is performed by copying statements and replacing the con-
ditions of the block output guard by equality comparison of the path_selection
variable to one value in its range. There are several patterns of the possible con-
figurations of the control tree defined by the block output guard. The transfor-
mation algorithm resolves each pattern accordingly such that each transformed
output guard truly represents the original program structure. An example of an
output guard transformation for the basic block D from the Consumer-Producer
example is given below. The right side represents the original text of the basic
block and the left side demonstrates the result of the syntactic transformation.

Abstract Basic Block | Concrete Basic Block
path_selection := any(1,2,3); lif ((i<limit_i)&&(j<limit_j)) {
if (path_selection == 1) { | Generate e5(PRODUCER,i,j);
Generate e5(PRODUCER,1i,j); | Generate e3(CONSUMER); }
Generate e3(CONSUMER); 1} lelse {
else { | if ((i>=1limit_i)&&(j>=limit_j)){
if (path_selection == 2){ |  Generate e3(CONSUMER); }
Generate e3(CONSUMER); 1} | else {
else { | if(i>=1imit_i){
if (path_selection == 3){ | Generate e5(PRODUCER,1:=0,j);}
Generate e5(PRODUCER,i:=0,j);} | else {
else { |  Generate e5(PRODUCER,i,j:=0);}
Generate e5(PRODUCER,i,j:=0);} | } 3}
3} |

d) Identify all of the variables which depend on the variables which appeared
in the control statements that determine the loop. For example, local variables
1 and j of the PRODUCER program used in the block A are the dependent
variables of the abstracted variables of the CONSUMER program’s block D.

e) Identify all of the control flow statements which are defined over the vari-
ables detected in step d. For example, if control statements defined over the local
variables 4, j of the basic Block A are such control statements.

f) Replace these control flow statements following steps b) and c).

The algorithm terminates when all control flow statements defined over the
loop control flow variables and their dependency set are detected.
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In addition to the program analysis and transformation, the loop abstrac-
tion algorithm automatically creates a file that is used to store the fairness
assumptions specified as one of the results of the program transformation. Fair-
ness constraints are specified for each value of each path_selection variable. For
example, during transformation of the Block D of the Consumer-Producer pro-
gram, the following set of the fairness constraints is createdd Assume Eventually
path_selection:= 1; Assume FEventually path_selection:= 2; Assume Eventually
path_selection := 3. The file containing the fairness constraints is passed to the
model checker and used to specify assumptions (using the assume-guarantee fea-
tures of the model checker, COSPAN) that assure that all outputs defined in the
concrete system are explored during the model-checking of the abstract program.

The abstraction is enforced by the syntactic transformation of the basic
blocks that are executed in the control loop. The formal definition of the ab-
stract program is P* = (X E* 1% B®), where E*I* are defined as for the
concrete program, X¢ = X U X" where X is the set of variables defined in
the concrete program and X" is the set of the path_selection variables; B® =
B\ Bleopsdepend |y pnew ' where B, Bloopederend are the sets of concrete basic
blocks such that B! is the loop basic block and B?¢"? ig its dependency
set (as defined in Sect. 3.1); and B™*" is the set of the transformed B!°°? and
Bderend hasic blocks.

4.2 Soundness of the Loop Abstraction

We demonstrate that the loop abstraction is sound with respect to the control
flow representation of the concrete program. The soundness result implies that
a control specification holds for the original program if it holds for the abstract
program.

Let C be an ATS instance associated with the concrete program. Let A be
an ATS instance associated with a program that was constructed from C by
applying the loop abstraction algorithm.

Theorem 1. Given a control property [, the abstract ATS (A) is equivalent with
respect to U to the original ATS (C).

Proof Sketch: The claim is proved by a trace containment test. We demonstrate
that a control trace which conforms to the specification of the control property
(see def. 12) of C'is contained in the language of control traces, R.L(A).

1. X¢ C XA, This follows the definition of the abstract program (see
Sect. 4.1): (during program transformation new variables, the path_selection vari-
ables, are added to the program).

2. B¢ = EA. This follows the definition of the abstract program (see
Sect. 4.1): (during program transformation no new events are added to list of
the program events nor are any events of the concrete program are omitted).

5 The assumptions are encoded in a query language of COSPAN.
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3. Generation of events is controlled by the output guards. Call the variables
that are used in the output guards of the concrete program, control variables,
Xeontrot- Call the rest of the variables of the concrete program, data variables,
Xdata- Therefore7 X = Xeontrot U Xdata-

The path_selection variables are the control variables of the abstract program
since they are used in the guard statements to control generation of events.
Therefore, from 1 it follows that X& .  C XA .

4. Assume that the language of control traces is defined by a set of control
traces each of which is initiated by valuation of a different control variable. Let’s
call these control traces elementary control traces.

From 2 and 3 it follows that any elementary control trace of C'is a subset of
R.L(A).

5. From definition of traces (def. 7), every prefix of a trace is a trace. Since
the set of initial states is not empty, and the transition relation is serial, every
trace can be extended. Therefore, a control property (def. 12) is a specification
that is defined over a set of elementary traces. Thus, from 4, any control trace
conforming to a control property specified for C'is contained in R.L(A).

Therefore, A is equivalent to C with respect to the control property.

It can be shown in the manner above that R.L(C) C R.L(A) which implies
(see def. 11) that C weakly refines control of A and preserves all control prop-
erties. This means that the same abstraction can be used to check all control
properties.

5 Evaluation of the Loop Abstraction Technique

The loop abstraction technique has been evaluated during verification of a NASA
Robot Controller System (RCS) formulated as XUML programs. Due to the
space limitations we present partial results of the RCS verification and refer the
reader to [T2/TRIT9] for the detailed description of the RCS and its properties.

Sample properties (both safety and liveness) are given in Table 1. The prop-
erties are encoded in a query language of COSPAN and refer to variables of the
RCS xUML programs. For example, declaration p refers to the abort_var vari-
able of the Controller RCS xUML program, fk refers to the forward_kinematics
variable of the EndFEffector RCS xUML program, and r refers to the ee_reference
variable of the Trajectory RCS xUML program.

Table 1. Verification properties

N Property Robotic Description Formal Description

1| EventuallyAl- Eventually the robot control Eventually permanently
ways(p=1) terminates p=1

2 NeverUn- No command to move the robot It is never the case that

til(r=1,fk=1) | arm is scheduled before an initial | r=1 holds until fk=1 holds
position of the arm is computed
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Table 2. Comparison of verification of the concrete and abstract robotic systems

i P1: Concrete P1: Abstract P2: Concrete P2: Abstract
(states/m:s/MB) | (states/m:s/MB)| (states/m:s/MB) | (states/m:s/MB)
2| 2.2e+12/350:4/735 | 26K/0:28/4.03 | 2.3e+11/344:4/713 | 17K/0:17/3.38
3] 3e+18/415:4/1,246 | 63K/3:10/4.9 | 2e+17/410:3/1,190 | 63K/3:10/4.9
4] 66+23/592:4/1,802 | 145K/11:28/8.4 | 6e+24/662:3/2,190 | 116K/7:03/7.1
5

6

M/T exhaustion | 688K/28:10/23.9| M/T exhaustion | 554K/13:40/19.1
M/T exhaustion | 1.1M/42:17/96.5| M/T exhaustion |715K/33:17/36.2

We considered several variants of the RCS of different complexity defined by
the number of joints i of a robot arm (7 defines degrees of freedom (DOF) of the
robot arm). We used two types of programs to check the properties. The first
type is the complete (concrete) program. The second type is the abstract version
of the concrete program to which the loop abstraction method has been applied.

Table 2 compares the run-time and memory usage for properties from Table 1.
The results are given for the concrete and the abstract RCS with a total number
of 7 xUML programs. They exclude the i programs corresponding to the num-
ber of instances of the Joint object. Each entry in the table has the form z/y/z
where z is the number of the states reached, y is the run-time in cpu minutes
and seconds (m:s) and zis the memory usage in Mbytes (MB). The results of the
verification demonstrate significant reduction in both time and space for the ab-
stract program compared to the concrete program. The results are given for the
explicit state space exploration experiments and demonstrate that the reduction
becomes more pronounced for larger values of i. Verification for the robot config-
urations consisting more than 4 joints (4 DOF) could not be completed for the
concrete program due to the memory/time exhaustion (denoted as M/T exhaus-
tion in Table 2), but COSPAN succeeded for the abstracted model. Tt is notable
that application of the state space reduction techniques such as BDD-based ver-
ification and partial order reduction to verification of the concrete program also
resulted in the state space explosion for programs implementing control of robots
with more than 4 DOF. Our efforts on the predicate abstraction of the concrete
program also failed. Specifically, the predicate abstraction technique supported
by COSPAN [15] did not succeed due to the memory exhaustion during com-
putation of the abstraction predicates. The boolean abstraction approach [I]
resulted in over-approximation of the program executions that led to the state
space explosion during verification of the abstracted program even for programs
with less than 5 DOF. Thus, the loop abstraction technique became the only
approach that enabled verification of robot configurations higher than 4 DOF.

6 Conclusions, Future and Related Work

Conclusions. The paper presented an approach for practical model checking
of large-scale software. A loop abstraction technique has been defined and im-
plemented in the context of the integrated design and model checking software
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development. The abstraction algorithm is computationally simple and requires
storage linear in the size of the program since it is a source to source transfor-
mation. It proved to be highly effective in state space reduction for the test-case
control-intensive program, the large-scale robot controller system. Most impor-
tantly, the loop abstraction enabled completion of model checking for realistic
robot configurations where all other approaches, including predicate abstraction
[1I15], failed.

It would be expected that a selective and limited scope abstraction such
as the loop abstraction would introduce fewer unrealistic behaviors into the
abstract program than more comprehensive abstractions. This proved to be the
case for the robot control system. Only a few refinements were needed. These
were identified as false negatives in model checking the abstract program and
were manually implemented. Propagation of the abstraction across basic blocks,
planned as a future work, will further reduce the number of unrealistic behaviors
introduced by the abstraction and hence the requirement for refinement.

A limitation of the loop abstraction is that it can only be applied when the
properties to be model checked are control properties. Control properties are,
however, typically the safety-critical properties of control systems.

Related Work. Loop abstraction is similar to predicate abstraction in that
it requires specification of an abstraction function as predicates over concrete
data. Loop abstraction differs from predicate abstraction in that it does not
require computation of the abstraction predicates. Instead it operates on the
conditional predicates which implement program control. The result of the loop
abstraction is the construction of a control skeleton which makes our work similar
to construction of boolean programs as defined in [1]. However, our work is
different from [I] in that it is concerned with the abstraction of only the loops.
Loop abstraction introduces a limited number of unrealistic behaviors compared
to [1] and also preserves some original data valuations compared to the complete
data abstraction provided by predicate abstraction methods. Loop abstraction
can be a useful complement to predicate abstraction. It abstracts control while
predicate abstraction abstracts statements not effected by the loop abstraction.

The implementation of the loop abstraction algorithm is similar to [15] in
that the loop abstraction algorithm does not construct the explicit state graph of
either the original or of the abstract program. Instead a syntactic analysis of the
original program is used to produce an abstract program. However, our approach
is different from other abstraction algorithms dealing with the source code in that
the abstraction is applied to a design-level specification (xUML programs). To
our knowledge, there has been no previous reports on data abstraction algorithms
specifically targeting design level specifications.

The work presented in this paper is also related to path coverage (also known
as predicate coverage) testing [2/3]. Path coverage reports whether each of the
possible paths in each function of the program has been followed. (A path in test-
ing is a unique sequence of branches from a function entry to exit). Loop abstrac-
tion provides complete coverage of all possible execution paths within a loop.
One of the major obstacles to successful path coverage is looping during program
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execution. Since loops may contain an unbounded number of paths, path cover-
age only considers a limited number of looping possibilities. Our method solves
this problem. Path coverage has the problem that many potential paths are
impossible to reach because of data relationship constraints. Loop abstraction
algorithm solves this problem by adding fairness constraints to force exploration
of all abstracted paths.
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Abstract. In this paper, we present a generic approach to integrate datatypes
expressed using formal specification languages within state diagrams. Our main
motivations are (i) to be able to model dynamic aspects of complex systems
with graphical user-friendly languages, and (ii) to be able to specify in a formal
way and at a high abstraction level the datatypes pertaining to the static aspects
of such systems. The dynamic aspects may be expressed using state diagrams
(such as UML or SDL ones) and the static aspects may be expressed using either
algebraic specifications or state oriented specifications (such as Z or B). Our
approach introduces a flexible use of datatypes. It also may take into account
different semantics for the state diagrams.

Keywords. formal methods integration, state diagrams, algebraic specifi-
cations, Z, B

1 Introduction

The joint use of formal and semi-formal specification languages is a promising ap-
proach, with the objective of taking advantage of both approaches: specifier-friendliness
and readability from semi-formal approaches, high abstraction level, expressiveness,
consistency and verification means from formal approaches. In this paper, we propose
an approach dealing with this issue. It enables one to specify the different aspects of
complex systems using an integrated language.

Static and functional aspects are specified using static formal specification languages
(algebraic specifications [6], state oriented languages such as Z [24] or B [1]]). This
makes the verification of specifications possible but also the datatypes description at a
very high abstraction level. The flexibility we propose at the static aspects specification
level enables the specifier to choose the formal language that is the more suited to this
task: either the one (s)he knows well, the one with tools, or the one that makes possible
the reuse of earlier specifications.

Dynamic aspects (i.e. behaviour, concurrency, communication) are modelled using
state diagrams. Our proposal is generic. Different dynamic semantics may be taken
into account, hence our approach may be used for Statecharts [17], for the different

M. Pezzé (Ed.): FASE 2003, LNCS 2621, pp. 341-{353] 2003.
(© Springer-Verlag Berlin Heidelberg 2003
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(yet growing number) of UML state diagrams semantics, [21120,25/19] for instance,
and more generally for any state / transition oriented specification. In our approach,
the specification is control-driven: the dynamic aspects are the main aspects within a
specification and state how the static aspects datatypes are used. On a larger scale, our
work deals with the formal specifications integration and composition issues, where
we yet have some general results [3]. At the global specification level, our approach
therefore also addresses the consistency of the static and dynamic parts.

This paper is structured as follows. In Sect. 2l we present the syntactic extensions
used to integrate formal datatypes within state diagrams. SectionBldeals with the generic
integration semantics. To end, Sect. 4 concludes the paper and presents some perspec-
tives.

2 Syntax

We here present the syntactic extensions we add to state diagrams to take into account
the formal datatypes integration. We advocate for a control-driven approach of mixed
specification. This means that the main part of a specification is given by the dynamic
aspects modelling (behaviours and communications). The static aspects are encapsulated
within the dynamic aspects.

We first add moduld]] importation and local variables declaration extensions to state
diagrams. Both are done using data boxes (Fig.[ll), a kind of UML-inspired note which
is usually used to give additional informations to a diagram in a textual form. The
IMPORT notation is introduced to indicate which data modules are imported as well as the
language used to write their contents (algebraic specifications, Z schemas, B machines,
or other). Such a language is called a framework in our approach and is used to define the
specific evaluation functions which enable us to evaluate the data embeddings into state
diagrams. Variables are also declared and typed in the data boxes. Since modules often
contain several type definitions, and since types with the same name may be defined in
two different modules, the type of a variable may be prefixed with the name of a module
in order to avoid conflicts.

The general form of a state diagram transition is made up of two states (which
can contain activities) and a label with an event, a guard and an action to do when

IMPORT Larch—spec Modulel
IMPORT Z-spec Module2
IMPORT B-spec Module3

x: Modulel.Typel
y: Type2

Fig. 1. Local declarations of data into state diagrams

' A module (general definition) is a collection of one or several descriptions of datatypes or
behaviours.
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Table 1. Links between state diagrams and data

Part of label|Kind of interaction|Example with data

EVENT reception event-name(x1:T1, ... ,xn:Th)
GUARD guard predicate(ty, ... ,tn)
ACTION |emission receiver " event-name(ty, . .. ,ty)

ACTION |local modification |x:=t

the transition is triggered. Datatype extensions (data expressions) may appear in both
states and transitions. In states, our extensions correspond to activities (actions such as
entry/exit or local modifications, and events). In transitions, our extensions (Table [I])
enable one to (i) receive values in events and then store these values into local variables,
(ii) guard transitions with data expressions, (iii) send events containing data expressions
and (iv) make assignments of data expressions to the local variables. The last two take
place in the action part of transitions. Possible extended activities within states are not
directly taken into consideration in our approach. However, such activities can be viewed
as a specific case of transitions between states.

Data expressions may be either variables, terms for algebraic specifications or oper-
ation applications for state oriented specifications. As far as the formal language for the
static aspects is concerned, the only constraint is to have some well-defined evaluation
mechanism. The reason for this is that we are interested in operational semantics to
address in a generic way operational issues of mixed specifications (animation, equiv-
alences/bisimulations, model checking) which have been addressed for specific mixed
specification languages (e.g. LOTOS [11]). Denotational issues may be treated with
denotational approaches based on institutions for example [[16/2] and would enable to
ease this evaluation mechanism constraint. Our approach makes possible the joint use
of several static formal languages at the same time. However, a strong mix of constructs
from several languages (such as importing a Z module within an algebraic specification,
or using algebraic specification variables in a Z operation application) is prohibited in
order to avoid possible semantic inconsistencies. Our goal is neither to advocate for such
complex combinations, nor to develop a mean to solve such inconsistencies. As a simple
way to detect them, we develop a meta-type concept using meta-typing rules (see the
semantics below). Terms which are not meta-typed (i.e. inconsistent) will not be able to
be used in the dynamic rules.

3 Semantics

In this section, our goal is to give a formal semantics to state diagrams extended with
formal datatypes in a way that has been presented in the syntactic part. We do not aim
at formalizing some specific kind of state diagram, which has already successfully been
done, see [2ZTJ20125T9IT7] for example. We rather aim at being able to reuse different
existing state diagram semantics. Therefore, our semantics is presented in such a way
that generic concepts may then be instantiated for a specific kind of state diagram. In
our semantics we will deal with properties such as “the event pertains to the input event
collection of the state diagram”, which could thereafter be instantiated for a specific
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state diagram language into “the event is the first element of the input queue associated
with the state diagram process”. Such generic concepts are represented in our semantics
using boxes (e.g. event Qin)-

Using this generic approach, we preserve a very general description of extended
state diagrams. In this way, all kinds of state diagrams and their underlying semantics
could be considered. The only constraint is that the semantics of a non-extended state
diagram D has to be given in terms of a Labelled Transition System (LTS) ((D),

’ STATE ‘(D), TRANS ‘(D)), which is currently always the case. We may then define
precisely the meaning of the integration of data into dynamic diagrams using extended
states evolutions and evaluation functions.

Our semantics is given using rules which may be decomposed into: meta-typing
rules (badly meta-typed terms may not be evaluated), action evaluation rules (describing
the effects of actions on extended states), dynamic rules (formalizing the individual
evolution of an extended state diagram), open systems rules (describing the effect of
putting extended state diagrams within an external environment), and global system and
communication rules (putting things altogether). We will also discuss the evaluation
functions associated with the different static specification languages one may use. To
end this section on the semantics of our approach, we will illustrate the application of
our semantic rules on a simple piece of specification. Specific notations are introduced
throughout the semantic definitions.

Meta-Typing Rules. These rules are needed in order to detect multiple language in-
consistencies and to be able to perform the evaluation of a term using the adequate
evaluation function, that is the one dedicated to its meta-type (e.g. Larch, CASL, Z, B).
In the following, D corresponds to the set of extended state diagrams. Within the rules
we are in the context of a specific diagram D pertaining to D. The states of D are denoted
by STATE(D), its initial states by INIT (D) (which is a subset of STATE (D)), and
its transitions by TRANS(D). DeclImp(D) and DeclVar'(D) denote respectively the
imports and the variables declarations of the diagram D data box. DeclVar®(D) is the
set of (typed) variables received in events. DeclVar is the union of DeclVar®(D) and
DeclVar'(D). A diagram D may be given syntactically by a tuple (INIT, STATE,
TRANS, DeclImp, DeclVar). def (z< M) is true if z is defined within the module M.
We use T for usual types and X for meta-types. The notation ¢ ::p X means that ¢ has
X for meta-type within the diagram D. Throughout the semantic part, operators suf-
fixed with meta-types (e.g. > x ) will denote their interpretation within the context of the
corresponding framework (e.g. I> p denotes the B evaluation function). The meta-typing
rules are given in Fig. 2l

IMPORT X —SPEC M € Decllmp(D) IMPORT X —SPEC M € Decllmp(D)
def (T, M) def (op, M)
z: T € DeclVar(D) Viel.n.t;up X
- (a) - (b)
:E..DX op tl...tn..DX

Fig. 2. Meta-typing rules
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The Fig.[2h rule is used to give a meta-type to variables using data local declarations.
The Fig. 2b rule gives the meta-type of a construction from the meta-types of elements
which compose it. op ¢ D> £, is an abstract notation to denote the application of
an operation to a list of terms, since syntactically there are some differences between
algebraic and state oriented formal specification languages.

Action Evaluation Rules. This set of rules deals with the effect of actions on the
extended states used to give semantics to extended state diagrams. Let us first give
a definition of these states. EVENT” is the set of all input events, whose gen-
eral form is event — name(values < value,,), that is a concrete instantiation with
values of an abstract event parameterized by variables (e.g. e(0) is an instantiation
of e(z : Nat)). EVENT" is the set of all output events, whose general form is
receiver ~ event — name(value; <5 value, ). EVENT is the set of all events, that is:
EVENT = EVENT’ U EVENT". The set of extended states for an extended state
diagrams is defined as:

S C[STATE|D) xEx [ Q[EVENT?|x | Q[EVENT"

where

- (D) is the set of states used to give a semantics to the non-extended state
diagram D;

— £ is the set of environments, which are finite sets of pairs (z<v) denoting that the
variable z is bound to the value v;

- is the set of collectionsE], [E VENT?] the set of input events collections, and

[E VENT"] the set of output events collections.

Collections are introduced to memorize events exchanged between diagrams. @iy,
(resp. Qout,,) 18 used to denote a collection associated to diagram D to store input (resp.
output) events. The E' I e I>x v notation means that using the evaluation defined in the
X framework, v is a possible evaluation of e using the environment £ for substituting
the free variables. More details concerning the semantics of I>x will be given in the
remainder. Furthermore, if F and E’ are environments then EE’ is the environment in
which variables of F and E’ are defined and the bindings of E’ overload those of E. We
recall that symbols in boxes depict abstract structures and operations to be instantiated
for a given type of state diagram. S will thereafter be used to denote an element of S,

and [ p to denote an element of (D). When there is no ambiguity on D, we
use [ forl p, @iy, for Qin,y, and Quy: for Quut, - The rules describing the evaluation of
actions are given in Fig.

The EVAL— SEQ rule is used to evaluate the actions in sequence. a; bb>a,, is an
abstract notation for a sequence of actions as we do not wish to set here some particular
concrete syntax for these. The EVAL— NIL rule states that doing no action does not
change the global state. The event emissions are dealt with by the EVAL—SEND rule,

2 A collection is an abstract structure which may be instantiated for a given type of state diagram
by a queue, a set or a multiset for example.
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act—eval(a, S, D) = S’

_ oo, S, D)= 8" EVAL— NIL
act—eval(az ...an, ', D) =S EVAL-SEQ act—eval(€act, S, D) = S
act—eval(a1 ... an,S,D) = 5"

Viel.n.3dX;,.tp X;. dv;. EF >x; v

EVAL—SEND
act—eval(rec” e(ti,... , tn), < I E, Qin, Qout >, D) =
<I,E, Qin, Qout{recAe(vl, sy un) ) >
dX . tup X . Jv.EFHtD>
D Y X EVAL-ASSIGN

act—eval(z :=t,< I E, Qin, Qowt >, D) =< I, E{x 1 —}, Qin, Qour >

Fig. 3. Action evaluation rules

which expresses that the effect of sending an event is to evaluate its arguments and then
put ifflinto the state diagram output event collection.

The EVAL — ASSIGN rule may need some explanations. Roughly speaking,
assignments update the local environment. The understanding of this rule in an
algebraic specification framework is quite natural (v is an interpretation of ¢). For
state oriented languages, the interpretation of the rule is slightly different. z is a state
variable. The value v denotes the new state obtained from the environment and after
the evaluation of ¢. The notation used in this rule is specific to our approach and
slightly different of the usual notation (i.e. pointed or with side effect). However,
we wish to have at our disposal a common notation for the different considered languages.

Dynamic Rules. This set of rules deals with the dynamic evolution of a single state
diagram. We introduce a special event, [ denoting (as usual) a stuttering step.

EVENT™ = EVENT" U {0}

The state diagram evolutions are given in terms of a LTS (INIT< STATE< TRANS)
where states are extended states, with:

STATE C S
INIT C STATE
TRANS C STATE x EVENT* x STATE

We recall that extended state diagrams may be given syntactically as a tuple (INIT,
STATE, TRANS, Decllmp, DeclVar') and that the semantics of non-extended state
diagrams are given in terms of a LTS ( INIT [(D),| STATE [(D),| TRANS |(D)). For
some kind of state diagrams, there is a correspondence of the notion of states (i.e. INIT,
STATE, | INIT ‘ and ’ STATE ‘have the same type). However, for the others (such as
the UML state diagrams), the semantics of non-extended state diagrams are given in

3 denotes an abstract union operation which may be instantiated differently depending on
the type of state diagram semantics we want: union, put in front of a queue, etc.
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terms of configurations [21,20/25]] which are sets of active states. The active function
is used to know if a state is active in a configuration (or more generally in some element

of | STATE |). active(0<0) yields true if 0 is active in 0 .
To be able to reuse the semantic information yield by | TRANS |(D), we have first to
define a function that maps members of TRANS (D) (extended transitions) to members

of | TRANS |(D). This function, base, is defined inductively on the structure of the
extended diagram notation [8]. A first rule (Fig. M) is used to obtain the initial extended
states which correspond to the initial states of the non-extended state diagram underlying

semantics (| INIT |(D)) extended with initial values for the variables and empty input
and output collections ().

340 € INIT(D) .

30 e[ INIT (D).

active(vo, o)
DeclVar'(D) = User..n{z; : Ti}
Viel.n.3X;. 2 up Xi. Juiix, Ti

< I, Uicr..n{zit _711'}77 > € INIT (D)

Fig. 4. Initialization rule

DYN —INIT

The meta-type of variables is used to define the notion of type in terms of a specific
framework, which is noted v : x T'. Hence, the notation d v : x T denotes the fact that,
within the X framework, v is a value of type 7T'. A second rule (Fig.B) is used to express
stuttering steps. These steps denote an extended state diagram doing no evolution and
will be used when putting state diagrams in an open system environment.

S € STATE(D)

- DYN—¢
S <+ S € TRANS(D)

Fig. 5. Stuttering steps rule

The next dynamic rule (Fig. [6) expresses the general evolution triggered when an
event is read from the state diagram input event collection. This event may carry data
values that are put into the state diagram variables environment. TRUEx denotes the
truth value within the X framework.

However, sometimes there are no events to trigger transitions. Such a case is dealt
with by Fig.[d rule, where the corresponding transition of TRANS (D) is labelled by
the stuttering step label ([).

Once again, boxed elements are abstract concepts to be instantiated for a given type
of state diagram semantics. eQ denotes that the event e is in the collection Q. Possible
instantiations are: e is in Q (e € Q), e is the first/top element in Q (e = car(Q)), e is
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§ € STATE(D)
S:< F5E7 QirnQout >
3+ € STATE(D) . 3~ € STATE(D) .
Fl=e(m: T, .., 2n:Th) g/ ar...anm
'y—wy/ S TRANS( )
actwe(’y7

e(vi,...,un) Qm
Qm Qu\ [te(wr, .. va)}

g Lese®, base(l) F, G(D)

Viel.n. 3X; . 2 up Xs . v :x; Ti
E' = E Uicr.n {zi+ —vi}
dX .g:p X
E'\Fg>x TRUEx
act—eval(ay ... am, < I, E', Qin, Qouwt >, D) =< I, E", Qi Qbuz >
S/ =< FlvENa Qz”rn Qéut >
S" € STATE(D)
§ ) ar e TRANS(D)

DYN—-E

Fig. 6. Basic dynamic rule (event reception)

S € STATE(D)
S =< I'E, Qina Qaut >
Jv € STATE(D) . 34" € STATE(D) .
dl=g/a...am .
v -4+ € TRANS(D)
actwe(y, )

30 =0 " e[ TRANS|(D)

dX .g:p X
Ergr>x TRUEx
act—eval(ai ... am, < I' E, Qin, Qout >, D) =< I E', Qjn, Qour >
S =<T"E, Q. Qlu >
S" € STATE(D)
S = 8" € TRANS(D)

DYN—-E0

Fig. 7. Basic dynamic rule (no event reception)

the element in Q@ with the highest priority, and so on. eQ denotes, in the same way,

the (abstract) removal of e out of Q. (D) is the set of transitions of the non-
extended state diagram semantics. The DYN—FE and DYN—E() rules deal with the more
general forms of state diagrams transitions (i.e. with the EVENT [GUARD]/ACTION
and [GUARD]/ACTION forms). Rules for restricted forms of transitions (e.g. without
guard) may be obtained in an easy way from these general rules (e.g. consider the guard
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to be true). An operational semantics is easily obtained from this model associating to D
its LTS INIT (D), STATE(D), TRANS(D)), and then using an usual trace semantics
(TR) for example:

| D ||oper= TR(INIT(D)< STATE(D)< TRANS (D))

Open System Rules. This set of rules is used to express what happens when a single
state diagram is put into an open system environment. Mainly, the intuition we want to
express is that some events may be received from the environment and some other may
be send to it. As far as the input and output event collections of the state diagrams are
concerned, this means that things are put into the input collection and things are taken out
of the output collection. Something important to note is that these modifications of the
extended states may appear meanwhile the state diagram does a transition (i.e. following
the DYN — FE and DYN — E{) rules) but also if it does nothing. To be able to represent
this, we may use the [ transitions (rule DYN —[). Let us now formalize this intuition.
As usual in our approach, the semantics of a state diagram in an open system will be
defined as the traces of the LTS (INIT°P°" (D)< STATEP°" (D) TRANS°?°" (D)),
that is:
|| D ||92¢"= TR(INIT°?*" (D)< STATE®P°" (D)< TRANS°?*"(D))

oper —

For a given diagram D, we state that:

INITP*"(D) C INIT(D)
TRANS®"™ (D) C TRANS(D)x | Q|[EVENT"]x | Q|[EVENT"]
STATE*"(D) C SOURCE(TRANS°""™ (D)) U TARGET{TRANS®"*"(D))

with functions SOURCFE and TARGET respectively denoting the source and target
extended states of transitions. A unique rule, DYN — OPEN (Fig.[), is then defined to
express the collection modifications that may take place in an open system semantics. In
this rule, the label [ matches the two possible things the state diagram may do during the
collections modification: nothing (rule DY N—I) or a classical transition (rules DYN—E
and DYN — E).

(E) denotes the collection obtained from the powersetof aset E. F;;, (resp. Eyyt)
in open transitions (members of TRANS°P°" (D)) is used to keep the information of
what has been put into the input event collection (resp. taken out of the output event
collection) of the state diagram. S 4 BBy O € TRANS®P™(D) is used as a
shorthand notation for (S< 1< S'< Ej,< Foyt) € TRANSP™ (D).

Global System and Communication. We may now define the last set of rules, putting
things altogether. The idea is that a global system made up of several extended state dia-
grams (denoted U, ¢ 1, D;) Will evolve as its component evolve. Once again we will de-
fine the operational semantics of the system to be the traces of a LTS (W(Uie 1nDi)s
STATE(U,LG 1bn Dz), TRANS(UlE 1bn DZ)), that is:

|| Uictwn Di ||9her=

TR(INTT(Usc 1o D; ) STATE (Use 19m D; )« TRANS (Use1m D5 ))
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< I E, Qin, Qout >—< I, E', Qly, Qbus > € TRANS(D)
H Eout Q Qout

3B C|P|(BEVENT?)
< LB, Quns Qout >=5,,,8,0< I B, Qiu[0]Bin, Qi \ |Bous > € TRANS™*"(D)

DYN—-OPEN

Fig. 8. Open dynamic rule

We now have to define INIT, STATE and TRANS.

INIT(Uscrm D;) C 0, INITP"(D;)
TRANS(UzelMDl) - {t el iTRANSOPGW(Di) | CC(t)}
STATE (U1 Di) © INIT(Useron Di) U TARGET (TRANS (Uscrm Ds))

STATE is obtained from initial states (INIT') and reachable states (target states of
transitions). TRANS is obtained from the product of the TRANS °P°" sets of each state
diagram of the system, restricting this product with a communication constraint (C'C')
which expresses that whenever an emission event is taken out of a given diagram (Dy,)
output event collection (i.e. present in E,,,, ), and if the receiver of this emission is a
member (D) of the system, then this receiver has the event being put into its input event
collection (Ejy,).

l l7l
CC(SI HlEml (Eoutl S{< PR« Sn —>El’VLn(EU1Lfn S"{'/> =
VEk e lmwn DVDJ‘ AeEoutk DD]' € Uiel»rLDi — CEmJ

Other specific communication contraints may be defined in order to take different
communication semantics into account.

Semartics of > x. Several kinds of evaluation functions may be defined depending
on which data specification language is used. In this paper, we focus on state oriented
languages and especially on Z. Comprehensive explanations concerning algebraic spec-
ifications and B are reported in [§].

Z [24]] is a mathematical notation based on set theory and first order predicate cal-
culus. Z defines schemas to structure data specifications and operation specifications. A
schema is made up of a declaration part (a set of typed schema variables) and a predicate
part built on these variables. The semantics of a state schema consists in a set of bindings
between the schema variables and values such that the predicate holds. State schemas
define state spaces. A complete Z specification also uses an initialization schema which
defines initial values for the variables.

The idea to define the Z evaluation function is to consider LTSs associated with Z
specifications. This is possible since Z follows a model oriented approach. For this pur-
pose, we use both the state schema, the initialization schema and the operation schemas
of Z specifications. Let z be a Z specification defined with a state schema SSch,, an
initialization schema SInit,, and a set of operation schemas. We may then define the as-
sociated LTS. Its set of states (STATE,) corresponds to the SSch, semantics state space.
The set of initial states of the LTS is the subset of STATE, with elements that satisfy the
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predicate of SInit,. Finally, each operation schema predicate, used to relate the bindings
of two states, defines a set of transitions labelled by operation applications. The set of
transitions of the LTS (TRANS.,) is the union of all these transitions. The evaluation

function > is then defined as: E - [ >4 s’ < 35 C Ebs > s' € TRANS,.

Application. In this part we illustrate the application of our semantic rules on a simple
example with three communicating state diagrams (Fig.[9).

Dl D2 D3

/D17tick(n+1),

back tick(x:Nat) back tick(x:Nat) D2~tick (n+1)

IMPORT Larch-spec NAT W

n:Nat

D
‘ IMPORT Larch-spec NAT ﬁ ‘ IMPORT Larch-spec NAT

Fig. 9. A simple data extended state diagrams system

We first have to choose a non-extended state diagram semantics, like for example
the semantics of UML state diagrams given by Jiirjens [[19]. ’ INIT |, ’ STATE ‘ and
TRANS |, used to define a semantics to non-extended state diagrams, are instantiated

from [[19]. | INIT |(D), for example, correspond to the initial states computed using the
SClnitialize(D) rule formalized in [19]. However, in this example we will still use the

abstract notations to keep the rules readable. Each generic concept within our rules (,

, , , ) is instantiated by some concrete concept (resp. nil, Queue, car, cdr,

append). Here, the event collections are queues, together with the usual operations on
them.

Our example uses natural numbers (sort Nat) defined in an usual way using 0 and
succ [8]. Nat is written using the input language of the LP theorem prover [[15]], which
is a subset of Larch. Within this framework, the evaluation function corresponds to term
rewriting, i.e. > Lqrch—spec = ~ With I being the set of rewrite rules. The rewrite
rules are obtained from the algebraic specification axioms applying the noeq-dsmpos
LP ordering command [15]]. TRUETqrch—spec corresponds to true in LP.

As a first example of rule application, Fig.[[0lgives an example of a simple dynamic
evolution. This is an instantiation of the DYN — E{ rule (Fig. [I) without guard. It
represents an independent evolution of diagram D3 from state 2 to state 1. The w value
bound to the n variable is supposed to be the normal form of the n+2 term. This evaluation
is performed through the act—ewval application, and the underlying semantic rule £ VA L—
SEND of Fig.[3 (having as premise: {(n<v)} F n + 2 ~% w). The conclusion of the
rule denotes the state and transition construction of the diagram model.
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S € STATE(D3)
S =< I3, {(n,v)},0, nil >
l=/n:=n+2
v3 -5 44 € TRANS(D3)
active(~ys, I's)
I =% 1 e | TRANS |(D3)
act—eval(n :=n+2,< I, {(n,v)}, nil, nil >,D3) =< I3, {(n,w)}, nil, nil >
S =< I's, {(n,w)}, nil, nil >
S" € STATE(D3)
S = S € TRANS(D3)

Fig. 10. Independent dynamic evolution

An example of communication is given in Figs. [[1] 12, and [3] It describes the
asynchronous communication on tick between D1, D2 and D3 (which sends the tick
events). In this example, we assume that the diagrams D1 and D2 are initially in state 1
and that the diagram D3 is in state 2 with the two sent events in its output queue. Figure [[1]
describes a conjunction of evolutions for the three diagrams where D3 has events taken
out of its output queue whereas D1 and D2 have events put into their input queues. Such
individual evolutions (here in premises) could have been proven correct, independently
for each diagram, using dynamic evolution rules (such as the one given in Fig.[10) and
then the open system rule (expressing the possible queues evolutions). We do not give
the whole proof here by lack of place. Figure[T2]states that the communication constraint
is verified for Fig. [[T]global evolution and therefore this evolution is a legal evolution
for the global system (Fig. [3). Note that in the rules, the abstract concepts have been
instantiated by concrete concepts, with queue being the Queue constructor.

S1=<TI1,0,nil,nil > A S =< TI,0, queue(tick(n)), nil >
Th=5 iq'u,eu.s'(tick(u)),n'Ll S{

So =< I, 0,nil,nil > A S5 =< I+, 0, queue(tick(u)), nil >
T2 = S2 i)queue(tick(u)),nil SQI

S3 =< I, {(n,v)}, nil, queue(D1" tick(u), D2 tick(u)) >
S5 =< I3, {(n,v)}, nil, nil >
T3 =853 i>n'Ll,queu(—:(DlAtick(u),D2At:'u:k(l.l)) Sé
T = (T, T2, T3)

T € He1.3 TRANSP"(D;)

Fig. 11. Events exchange

4 Discussion

Our goal is to propose specifier-friendly integrated languages for mixed specifications,
and more generally an integration method suited to the specification of mixed complex
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CC (81 = quene(vick(a)),nil S1s52 — quenc(sick(n)),nil 5593 — nil, queue(D1sick(n), D2 sick(n)) 95) <=
(D1"tick(u) = car(queue(D1"tick(u),D2 tick(u))) A Dji € Uje1.3D; =
tick(u) = car(queue(tick(u)))) A
(D2"tick(u) = car(queue(D1"tick(u),D2"tick(u))) A D2 € Uje1..3Di =
tick(u) = car(queue(tick(u))))

Fig. 12. Instantiation of the CC rule

e ’ € / 3 /
T = (Sl — queue(tick(u)),nil Sly SQ — queue(tick(u)),nil 527 SS —nil,queue(D1 " tick(u),D2 " tick(u)) 53)

T € ic1. 3TRANS™" (D;) | CC(T)
T € TRANS(Ujer..3Ds)

Fig. 13. Example of transition in the final semantic model

systems. We choose to combine state diagrams with formal specification languages
devoted to abstract datatypes (algebraic specifications or state oriented specifications
such as Z and B). This joint use, in a formal and integrated framework, of a semi-formal
notation for dynamic aspects with formal languages for static aspects enables one to take
advantage of both approaches: specifier-friendliness and readability from semi-formal
approaches, high abstraction level, expressiveness, consistency and verification means
from formal approaches; For an example of a case study specified using our approach,
the reader may refer to [9].

Comparison. As a complement to the description of datatypes using class diagrams,
the usual extension of state diagrams is the use of OCL (Object Constraint Language)
constriints. However, OCL is not really suited to the description of formal abstract
datatypes. There are also numerous works combining state diagrams with Z or B such
as [10J23]. In both cases, authors proceed using a translation into the static formalism
(Z or B) which thereafter constitutes an homogeneous framework for' the subsequent
steps of the formal development. Casl-Chart [22] combines Statecharts (following the
STATEMATE semantics [17]) with the CASL algebraic specification langaage [4]. A Casl-
Chart specification is made up of datatypes written in CASL and several Statecharts that
may use these datatypes in events, guards and actions. Astesiano et al. [5] suggest a
method to compose languages, in particular a data description language and a paradigm-
specific language. Their goal is the description of languages in a component-based style,
focusingl on the data definition component. Unlike all thesg¢Xisting approaches, our
proposallenables to take into account the different UML stateldilagiams semantics, and
more generally Statecharts semantics or any states and transitions formalisms such as the
SDL [14]] or the recent works on symbolic transition systems [18]11412]. Our approach
is also more flexible as it permits to use different datatype description languages, hence
increasing the reusability level of specifications.

Perspectives. A first perspective addresses verification issues. If it is yet possible
to verify the aspects taken separately, it is important to be able to verify the global
system. We are working on the translation of our generic approach for integrated mixed
languages and its semantics into higher order logic tools such as PVS [13]. We also



354 C: Attiogbé, P: Poizat, and G. Salaiin

have developed a tool dedicated to the animation of specifications combining CCS with
abstract datatypes. This tool, ISA [7], is quite generic over the datatype (i.e. static)
language which is concerned. The next step will then be to extend ISA in order to deal
with several dynamic specification languages. Finally, a generalization of our approach
represents an interesting challenge in order to be able to combine different formalisms
based on the integration of formal datatypes within state / transition systems (such as
SDL [14]).
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Abstract. XML (eXtensible Markup Language) is becoming the stan-
dard format for documents on Internet and is widely used to exchange
data. Often, the relevant information contained in XML documents needs
to be also stored in legacy databases (DB) in order to integrate the new
data with the pre—existing ones. In this paper, we introduce a technique
for the automatic XML—-DB integration, which we call Xere. In particular
we present, as the first step of Xere, the mapping algorithm which allows
the translation of XML Schemas into Entity-Relationship diagrams.

1 Introduction

Over the last years, Internet related technologies had an exponential growth
and motivated a stronger demand for standards in information interchange and
treatment. As a consequence, using XML (eXtensible Markup Language) [§] as a
standard format for data and documents on Internet is becoming a commonplace.

Moreover, we are facing the shift of XML usage from its original presentation-
centric nature to a more information-centric one. A number of organizations and
individuals are using XML to exchange data that need to be stored and managed
in some way. Information is often originated directly in XML, and since XML
data are contained in files, it is usual to store them “as they are” on a filesystem.
Nevertheless, the relevant information contained in such files often needs to be
also stored in (legacy) databases. Indeed, applications that manage and mani-
pulate this information usually work on (relational) databases, and companies
want to continue to use these “legacy” applications, since adapting them to read
directly data from XML files may be too expensive and complex. This results
in an almost unavoidable duplication of data, which is often troublesome: the
association between the XML data and its image in the database is possibly not
preserved, and this may lead to consistency errors.

To face these problems, we propose a general technique, which we call Xere
(XML Entity Relationship Exchange), to assist the XML — DB integration, in a
way that alleviates the consistency problems and helps in merging the XML data
with pre—existing legacy ones. In particular, the database structures that contain
the XML data should be naturally related to the XML document structure, so
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that it could be possible to transparently store XML data in databases, query the
resulting data structures, and automatically regenerate “on the fly” the source
documents from the DB content.

In this paper, we present the first step of Xere, consisting of an algorithm
that maps XML Schemas to Entity—Relationship models.

Mapping XML Schemas to the Entity—Relationship conceptual model, rather
than to the relational structures of a database, has various advantages:

0 The ER diagram offers a good documentation to the DB designer and main-
tainer.

0 A natural mapping to the relational model is not always possible, since the
relational model and XML Schemas are on two very different abstraction
layers. In particular, there are many constraints and optimizations that can
be only “seen” on the ER model, due to the part of structural information
which is lost in the “flat” relational model. Indeed, in the traditional database
design process, the relational model is used only in one of the last steps, very
close to the physical deployment.

0 The integration with pre-existing data structures in a legacy database can
be more easily studied on a conceptual model.

We decided to adopt XML Schemas [9] rather than DTDs for a number of rea-
sons. Although, previous approaches (such as [I1]) to the XML-DB integration
use DTDs to create a general mapping algorithm that is subsequently applied to
the XML documents, DTDs are being progressively replaced by XML Schemas.

Moreover, using XML Schemas is convenient since this formalism offers a bet-
ter expressiveness to describe very complex document structures. It can express
advanced concepts like generalization, type derivation and substitution, complex
type definitions and a variety of content models (such as sequence, choice, set).
XML Schemas are also strongly typed — as databases are: actually, the XML
Schema basic types are directly derived from SQL data types (see [9]), and this
helps also in the physical deployment of the database structures.

Finally, since a XML Schema is itself an XML-based formalism, it can be
processed by a variety of XML-based tools. Indeed, in this paper we also present
the prototypical implementation of our Schema to ER mapping using only XML-
related technologies and (free) tools. Note that many free tools are also available
to translate DTDs in XML Schemas [9], so our approach could indirectly handle
also DTDs.

The paper is arranged as follows. Section [2 presents the Xere mapping out-
lining how XML Schemas are translated into Entity-Relationship diagrams. In
Sect. 3 we prove the completeness and soundness of the Xere mapping algorithm.
Finally, Sect. Blcompares the work which is presented in this paper with related
works and Sect. Bl draws some conclusions and discusses future works.

2 Xere: Mapping XML Schemas into ER Diagrams

This section illustrates the Xere mapping. Since XML Schemas are also XML
documents, a running implementation of Xere is given by means of XSLT [I0],
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as described in Sect. 2.2 In Sect. we also sketch a possible optimization of
the mapping.

2.1 Mapping Algorithm

The mapping algorithm takes an XML Schema as input and creates the corre-
sponding Entity-Relationship (ER in the following) model as output.

The mapping algorithm illustrated in this section does not support all the
features of XML Schemas, because of space limitations, and we focus on a mean-
ingful subset of Schema elements.

Table []shows alé&fz XML S a elements, divided in categories, and some
of their attributes. For a complete reference on the XML Schema grammar and
its semantics, the reader can refer to [9]. The “Supported” columns in Table [
show which elements are supported in the current implementation of the Xere
mapping. The omitted elements are not fundamental for the schema definitions.
Therefore, our current algorithm can be considered effective on most of the XML
Schemas. In the following, we describe the features recognized by the mapping
algorithm and the resulting ER structures.

Table 1. Schema elements and attributes currently supported by the Xere mapping

‘Category ‘Element \Supported“category ‘Element ‘Supported‘
Particles [all Yes Facets maxExclusive
element Yes maxInclusive
choice Yes minExclusive
sequence Yes minInclusive
group Yes length
any No maxLength No
Attributes |anyAttribute No mlnLez}gth. .
attribute Yes fractionDigits
attributeGroup Yes tot:]-DlgltS
attern
Complex |complexType Yes I;numeration
types complexContent Yes “hiteSpace
simpleContent Yes -
restriction Yes Comments |annotation
extension Yes ZPPlnfOt — No
ocumentation
Simple simpleType -
types list No Schema import
union combination|include No
redefine
Identity unique No ‘
constraints|key Yes Schema minOccurs Yes
keyref Yos attributes |maxOccurs Yes
field Yes mlxed. . No
selector Yes substitutionGroup No
default No
Other schema Yes Fized o
elements |notation No —Ta01e T
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<element name="A"> A
<complexType>
<sequence>
<element name="B" type="integer"
minOccurs="0"
max0Occurs="unbounded"/>

</sequence> Content
</complexType> A_B —O
</element> B

Fig. 1. Mapping of a local element.

<element name="A">
<complexType>
<sequence>
<element ref="B"
minOccurs="b1l"
maxOccurs="b2"/>
<element ref="C"
minOccurs="b3"
maxOccurs="b4"/>
</sequence>
</complexType>
</element>

Position Position
O

Fig. 2. Mapping of a sequence model.

<element name="A">
<complexType>
<choice minOccurs="b1l"
max0Occurs="b2">
<element ref="B"
minOccurs="b3"
maxOccurs="b4"/>
<element ref="C"
minOccurs="b5"
maxOccurs="b6"/> Posion
</choice>
</complexType>
</element>

Position

Fig. 3. Mapping of a choice model.
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<element name="A">
<complexType>

<sequence minOccurs="b1l" (b.b,)
max0Occurs="b2"> w
<element ref="B" (%))

minOccurs="b3"

A_Seq_1
maxOccurs="b4"/>
<element ref="C" Position Position
minOccurs="b5" ©
maxOccurs="b6"/>
</sequence> . .
</complexType> i
</element>

Fig. 4. Mapping of a sequence model with occurrence constraints using an auxiliary
entity.

Elements. Each element becomes an entity. The entity name is obtained from
the element name considering its nesting (see “Element nesting” below). The
element primary key is chosen using the following rules:

1. if the schema explicitly defines a key (using the xs:key constructﬂ) for
the element, that key is used as its primary key. Note that the keys de-
fined using the xs:key construct can be composite and make references
to attributes belonging to other elements (which are parents of the cur-
rent one). In this case, we are simply declaring the resulting entity as a
weak entity, so its primary key depends on some attributes of other enti-
ties that are associated with it via a parent relationship. Our algorithm
guarantees that the relation between any element and its parent exists
in the resulting ER model.

2. if the element has an attribute of type xs:ID, that attribute becomes its
primary key.

3. otherwise, the entity has not any key. Entities with no keys are secondary
entities that will never be addressed directly.

Simple elements (e.g. without attributes and child elements) have a special
“content” attribute, which holds the textual content of the element. Simple
elements may be further optimized (see Sect. [Z3]).

Attributes. Element attributes are mapped to entity attributes, regardless of
their xs:use attribute value (e.g. required, implied, etc.).

Element Nesting. Elements in XML Schemas can have a scope, so e.g. we can
define elements with the same name in different types. The mapping takes
care of this situation by using local names when creating entities derived
from nested definitions. The local name is simply obtained by appending
the element name to the container’s name: for example, an element “B”
declared inside another element “A” will result in the creation of an entity
named “A_B” (see Fig. Mfor an example).

! In this paper, the xs prefix always denotes the XML Schema namespace.
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Global Declarations and References. Elements, attributes and types can
be globally declared and then referenced by name. The algorithm handles
both situations.

0 global types are inline expanded where referenced.

0 global elements are created once (as entities) and referenced when
needed.

0 global attributes are copied in any entity that references them.

Complex Types. All kind of complex types are recognized. Types derived by
extension from other complex or simple types are expanded and the final type
is obtained merging all the types in the derivation hierarchy. Types derived
by restriction are handled as natural by rewriting the entire complex type
with appropriate restrictions.

Content Models. All content models (i.e. sequence, choice, all) are recog-
nized. The mapping is designed to be as natural as possible. Content children
can be either elements or other content models. In general, all the content
children are created applying recursively the mapping algorithm and then
attached to the content owner using relations. Note that, in our ER models,
relations are oriented: this means that we can always say that a particular
relation ezits from an entity (the “parent”) and is directed to another en-
tity (the “child”). Moreover, since these relations represent a parent—child
relationship in the XML Schema, their cardinalities are (1<1) on the parent
side, unless different occurrence constraints are explicitly defined, and (1<n)
on the child side, since children with the same content from different XML
instance documents may be merged and attached to many parents for data
optimization purposes. The particular mapping for each content model is
described in the following paragraphs.

Sequence Models. All the content children are linked to the model owner
using relations. The sequence relative positions of child elements are ex-
pressed in the ER diagram by adding a position attribute to these
relations (see Fig. 2] for an example). Note that this “extra” attribute
actually expresses an implicit attribute of the XML Schema: indeed, the
choice of a sequence content model implies an ordering on the informa-
tion represented by the model children.

Choice Models. The choice model is translated using the generalization
construct of ER diagrams. An auxiliary entity is attached to the model
owner with an appropriate relation, and is specialized in as many other
auxiliary entities as the content children are. The reason for adding the
auxiliary entities is that we need the corresponding relations to store
the cardinality constraints. Finally, the actual content model children
are linked to the corresponding auxiliary entity using a relation. If a
child has occurrence constraints, we add to the corresponding relation a
position attribute to keep track of the occurrences ordering (see Fig. Bl
for an example). Note that the ER generalization construct may not
be always semantically consistent with the choice XML Schema content
model. However, the generalization, used in the particular way explained
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above, is the only construct that allows to maintain at least the “mutual
exclusion” semantics of the choice model in the ER diagram.

A1l Models. The all model is realized similarly to the sequence model,
without keeping track of the children position in the sequence.

Elements xs:group are used to import frequently used content models. The
algorithm expands them inline anywhere they are referenced. The expanded
content models are recursively processed using the previously described rules.

Occurrence Constraints. Occurrence constraints in content model children
are mapped to relation cardinalities in the ER model. As already said, a
special attribute position is added to the relations to keep track of the
occurrences ordinal position in choice and sequence content models. If the
occurrence constraint is placed on a sequence model, an auxiliary entity and
a relation are created to store the corresponding cardinality (see Fig. [)).
Note that the role of auxiliary entities is only to provide a more natural way
to map the Schema to the ER diagram. Most of the times, these temporary
entities are discarded when reducing the ER schema to a relational schema.

Key Dellnitions and Key References. Key definitions are mapped as entity
primary keys. Key references are translated by executing the two following
steps:

1. the attribute corresponding to the xs:field part of the key reference is
removed from its entity.

2. arelation, with the same name of the removed attribute, is created from
the referring entity to all the entities containing the attributes that com-
pose the key. The cardinalities of this relation are (1<1) on the side of
the entity with the removed attribute and (1<n) on the other sides.

Finally, the ER model is completed by creating an additional entity, conven-
tionally called document, that has a single attribute called name. This entity
is associated through a relation to the entity representing the XML document
root. In this way, we can distinguish the elements of each different document
stored in our data base.

2.2 An XSLT Implementation of the Mapping

In this section we briefly introduce a prototype implementation of most of the
Xere mapping algorithm described in Sect. 2] with the exception of primary keys,
key references, attribute and element groups.
We implemented the algorithm using a XSLT [10] transformation stylesheet
that can be used and tested on possibly any platform using an XSLT interpreter.
The output of the transformation is another XML document describing the
resulting ER model with a very simple markup containing the following elements:

0 <entity name=[fooll> declares an entity of the ER diagram called foo.

0 <attribute name=[foobarll type=latypell> inside an <entity> or
<relation> element, declares an attribute of that entity or relation with
the specified name and type.
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0 <relation name=0foobarl from=0fool to=0Obarl
card=0n;,m;-ns,my0> declares a relation, called foobar, between the
two named entities foo and bar, with the given cardinality (n;,m; and
no,,mp are the cardinalities of the foo and bar entities in the relation,
respectively).

0 <specialization base=[fooll> defines a generalization having foo as its
base (most general) entity. All the children of the <specialization> ele-
ment are possible specializations of the base.

The complete implementation of the mapping algorithm outlined here, to-
gether with the XML Schema of the language used to represent the ER models,
can be found in [3]. Moreover, it is possible to try the algorithm online at the
url http://dellapenna.univaq.it/xere/.

2.3 Optimizations on the Algorithm

Many optimizations can be applied to the mapping algorithm described in
Sect. 211 We decided to remove these optimizations from the first release of
the algorithm, since they may make the resulting ER diagram more complex
and difficult to understand.

We may suggest two major optimization to the current Xere mapping algo-
rithm:

0 Optimizations based on cardinalities and simple types may decrease the num-
ber of entities created by the algorithm. For example, an element with a sim-
ple type may be safely translated in an attribute (possibly with cardinality)
if it is contained in another entity and has “reasonably low” occurrence con-
straint. However, this optimization should be carefully validated by domain
experts not to alter the diagram semantics.

0 Element groups are expanded inline in the current mapping. Therefore, the
group content becomes a nested content model, and this may lead to the
creation of many different instances of the same set of entities. To optimize
this process, we may create a temporary entity called, say, GroupX and
connect the group content model to it. Then, any reference to that group
could be translated into a simple relation to the GroupX entity, thus saving
much space. This transformation is semantically consistent since elements
are grouped when they have a fixed semantics that is shared among several
different content models.

3 Soundness and Completeness of the Xere Mapping

The Xere mapping algorithm described in Sect. 2l covers the main XML Schema
elements, as shown in Table[Il There are some secondary elements and constructs
we decided to not include in the first version of the Xere algorithm, since they
are not fundamental for the schema definitions. Therefore, our current algorithm
can be considered effective on most of the current XML schemas.
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In this section we sketch the completeness and soundness proofs for the cur-
rent Xere algorithm.

Proposition 1 (Xere Mapping Completeness). The Xere mapping algo-
rithm is complete w.r.t. the given subset of the W3C XML Schema Specification

.

Proof. By analyzing the meta—schema given in [9], we can see that the meta—
schema is built recursively from the base elements described in Table [I. The
Xere algorithm is well-defined on all the base elements shown in Table[Il These
base elements are translated in ER entities. The algorithm is in turn recursive,
so it can go down through the schema definition, translating the parent—child
relations in ER relations. O

To prove the soundness of the Xere mapping we show that, given any XML
document valid w.r.t. a particular schema, we can store the document content as
an instance of the ER model generated by the Xere algorithm and then rebuild
that document (or an equivalent instance) from that ER model instance.

In other words, we can represent XML documents as instances of the ER
model created by the Xere mapping for the corresponding schema, so that the
document identity is preserved.

Dellnition 1 (Document Identity). We say that two XML documents D
and Do with the same schema S are identical (or that they have the same iden-
tity ) iff they have

0 The root elements of D1 and Do, namely Ry and Rs, are the same (i.e. they
have the same tag).

0 The two root elements R and R have the same attributes with the same
values. Attribute order is not considered. Attribute values should be expanded
w.r.t. their defaults, as described in S.

U If Ry and Ry have a simple content, then the contents are identical.

0 If Ry and Ry have a complex content, then there exists a bijective mapping
between the children of Ry and Rs, so that the document fragments corre-
sponding to related children are in turn identical. In addition, if Ry and Ra
have a sequence model (declared in the schema), then the bijective mapping
must also preserve the child positions: the first child of Ry is mapped into
the first child of Ry, and so on.

Proposition 2 (Xere Mapping Soundness). The Xere mapping algorithm
preserves the XML documents identity.

Proof. Since the Xere algorithm is recursive, the soundness proof will be given
by induction on the XML documents structure.

The simplest XML document is composed by a single element, possibly with
attributes and a textual content. In an XML Schema, such element would be
declared with a schema fragment like that shown in Fig. [Gh.
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<xs:element name="E"> (a) (b)
<xs:complexTyple>
<xs:simpleContent>
<xs:extension base="xs:string"> XERE O at
<xs:attribute name="a1" type="xs:string"/> I::>
</xs:extension> P o [—© content
</xs:simpleContent>

</xs:complexType>
instance instance

</xs:element>

‘ “a _
<E al="V" > txt </E> <):> E O &=
S —O content=txt
>

Fig. 5. Mapping of a simple element.

The Xere algorithm would translate this schema fragment creating an entity
called E with two attributes, content and al, which correspond to the element
textual content and to the element attribute al, respectively (see Fig. Bb).

An instance of the given schema is <E al=00vIO0>txt</E>. This instance
is mapped on the ER model as an instance of the entity E, where the entity
attributes content and al are assigned to the values txt and v, respectively (see
Fig. Bk).

From the other end, given an instance of the ER model described above, we
map it to an XML document instance by creating an element with the same
name of the entity, i.e. E, and assign it the textual content given by the content
attribute, if it exists. Then we add an attribute to the element for each other
attribute of E, and assign it with the corresponding value (see Fig. Ek).

For the ER model instance generated above, we would rebuild exactly the
source XML <E a1=00v00>txt</E>.

Now we describe how content models are mapped. We inductively suppose
that we can store and retrieve any XML subtree, and show how the content
models (all, sequence, choice) are mapped.

A basic sequence model is declared by the schema fragment shown in Fig. Gh,
where M1, M2, ..., Mn can be element declarations (or references) or nested content
models.

The Xere algorithm would translate this schema fragment creating an entity
called F, recursively building the ER sub—diagrams corresponding to M1, M2,
..., Mn, and connecting these sub—diagrams to F with n relations. The created
relations have a position attribute that specifies the sequence position of the
corresponding sub—diagram (see Fig. Bb). Note that, by induction hypothesis,
we can always build the required sub—diagrams.

An instance of the given schema is <E><E1>...</E1>...<En>...</En></E>,
where the subtrees E1, ..., En are valid w.r.t. the respective schema fragments
M1, ..., Mn. This instance is mapped on the ER model instance by
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<xs:element name="E"> (a)
<xs:complexTyple>
<xs:sequence>
M1
Mn
</xs:sequence>
</xs:complexType>
</xs:element>

instance

A
<E>
<E1>T, </E1>

<En>. . . </En> e
</E> ‘

Fig. 6. Mapping of a sequence model.

1. first recursively creating the instances of the ER sub—diagrams corresponding
to E1, ..., En;
2. then, an instance of the ER entity E is created and the relations are set to

associate this instance with the sub—diagrams of F'1, ..., En. Each relation
instance has an attribute position that is set to the ordinal position of the
corresponding sequence child E1, ..., En (see Fig. [Gc).

On the other hand, given an instance of the ER model described above, we
map it to an XML document instance by creating an element with the same
name of the root entity, i.e. E, and recursively rebuilding the XML subtree
corresponding to the n sub-diagrams associated to E with the n relations. Then,
we insert these subtrees in the root element F using the order given by the
position attribute on the relations (see Fig. [6k).

For the model instance generated in the example above, we would rebuild
exactly the source XML <E><E1>...</E1>...<En>...</En></E>.

A basic choice model is declared by the schema fragment shown in Fig. [7h,
where M1, M2, ..., Mn can be element declarations (or references) or nested content
models.

The Xere algorithm would translate this schema fragment creating an entity
called F and recursively building the ER sub—diagrams corresponding to to M1,
M2, ..., Mn. A temporary entity T is created and associated with E using a
relation Rp_7, and n other temporary entities T_M1, ..., T_Mn are attached
as specializations of T'. Finally, the roots of the sub-diagrams for M1, M2, ..., Mn
are attached to the corresponding temporary entities T_M1, ..., T_Mn using
an appropriate relation (see Fig. [b).

An instance of the given schema is <E><Ei>. ..</Ei></E>, where the subtree
Ei is valid w.r.t. the respective schema fragment Mi. This instance is mapped on
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<xs:element name="E">
<xs:complexTyple>
<xs:choice>
M1
Mn
</xs:choice>

</xs:complexType>
</xs:element>

instance instance

W
<Ei>. . . </Ei>
»,

</E> .

Position=i

Fig. 7. Mapping of a choice model.

the ER model by first recursively creating the instance of the ER sub-diagram
corresponding to Ei. Then, an instance of the ER entity F is created and the
relation R is set to associate this instance with the sub—diagram of Fi, implicitly
choosing the corresponding specialization of T (see Fig. [Tc).

From the other end, given an instance of the ER model described above, we
map it to an XML document instance by creating an element with the same
name of the root entity, i.e. E, and recursively rebuilding the XML subtree
corresponding to the specialized sub—diagram associated to F with the relation
R. Then, we insert this subtree in the root element F (see Fig. [Tt).

For the model instance generated in the example above, we would rebuild
exactly the source XML <E><Ei>...</Ei></E>.

The all content model is mapped exactly as the sequence model, with the
exception of the position attribute that is not created and ignored during the
document storing and retrieval. Therefore, the all model mapping is even simpler
than the sequence model mapping. a

Although we only give here a sketch of the inductive soundness proof, we
think it should be enough to ensure the soundness of the Xere approach.

4 An Example

In this section we briefly show an application of our mapping algorithm and the
obtained results. The Schema we used, shown in Figure[§], defines the structure
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<?xml version="1.0" encoding="UTF-8"7>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"
elementFormDefault="qualified">
<!--Global Types: we skip the part where the global types "full_name_type"
"name_type","authors_type", "keywords_type","relatedwords_type" and
where the global elements "family","middle" and "first" were defined--»
<!--Root Element-->
<xs:element name="issue">
<xs:complexType><xs:sequence>
<xs:element name="editor" type="name_type"/>
<xs:element name="articles"><xs:complexType><xs:sequence>
<xs:element ref="article" maxOccurs="unbounded"/>
</xs:sequence></xs:complexType></xs:element>
</xs:sequence></xs:complexType>
</xs:element>
<xs:element name="article"><xs:complexType><xs:all>
<xs:element name="title" type="xs:string"/>
<xs:element name="authors" type="authors_type"/>
<xs:element name="summary">
<xs:complexType><xs:choice>
<xs:element ref="keywords"/>
<xs:element ref="related_words"/>
</xs:choice></xs:complexType></xs:element></xs:all>
<xs:attribute name="category" type="xs:string"/>
</xs:complexType></xs:element>
<xs:element name="author" type="full_name_type"/>
<xs:element name="keywords"><xs:complexType><xs:complexContent>
<xs:extension base="keywords_type"/>
</xs:complexContent></xs:complexType></xs:element>
<!--We skip the definition of "related_words", that is similar to the
"keywords" definition above-->
</xs:schema>

Fig. 8. XML Schema code for the journal issue example.

of a journal issue. We run on this Schema the stylesheet mentioned in Section
and the ER model resulting is shown in Figure [0

Let us highlight the two most interesting parts of this Schelﬁa:

0 the articles definition (exemplifying the sequence model);
0 the summary definition (exemplifying the choice model)

that determined the generation of the shaded areas in Figure[dl Note that, since
the articles element is nested in the issue element definition, the correspond-
ing entity is labelled issue_articles in the generated ER diagram. For the
same reason, the summary element nested inside the article element generates
an entity labelled article_summary.

O
5 Related Works

Most of the related works are dealing with some kind of translation from XML to
database systems. As stated in Sect. 2] current approaches make use of DTDs and
directly map them on relational schemas. Therefore, we were not able to found
other techniques directly comparable with ours. In this section we list general
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Fig. 9. The ER Model diagram for the journal issue example.

related work about XML-DBMS mapping. Note that many papers in this field
still address SGML as the standard formalism for the definition of structured
documents, so they actually talk about SGML-DBMS mappings. However, since
XML is a subset of SGML, the SGML-DBMS mapping techniques explained in
these papers also apply to XML.

There are two main approaches to designing relational database schemas for
XML documents. The first approach, namely the structure-mapping approach,
create relational schemas based on the structure of XML documents (deduced
from their DTD, if available). Basically, with this approach a relation is created
for each element type in the XML documents, [2T], and a database schema is
defined for each XML document structure or DTD. This is the approach we
used in the Xere algorithm. Using ER as the target model, we can optimize the
transformation and merge the obtained schemas with legacy DBMS structures.
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More sophisticated mapping methods have also been proposed, where database
schemas are designed based on detailed analysis of DTDs, [{].

In the model-mapping approach, a fixed database schema is used to store the
structure of all XML documents. Basically, this kind of relational schema stores
element contents and structural rules of XML documents as separate relations.
Early proposals of this approach include, [12], or the “edge approach”, [], in
which edges in XML document trees are stored as relational tuples. A more
recent research using this approach is [I1], that also defines an efficient method
to query this kind of structure.

In both the approaches above, XML documents are decomposed into frag-
ments and distributed in different relations. Obviously, these decomposition ap-
proaches have drawbacks — it takes time to restore the entire or a large subportion
of the original XML documents. A simple alternative approach, supported in al-
most all the XML-enabled RDBMS (e.g. Oracle, SQL Server, etc.), is to store the
entire text of XML documents in a single database attribute as a CLOB (Char-
acter Large Object). On the other hand, this approach does not allow queries on
the document structure using SQL (since all the document is stored in a single
field), and the search for a particular document node always implies loading all
the XML text and searching using regular expression- or XPath-based engines.

Moreover, since SGML (Standard Generalized Markup Language), [3], was a
predecessor of XML, there were several studies on the management of structured
documents even before XML emerged, [6]. These methods can roughly be clas-
sified into two categories: a database schema designed for documents with DTD
information and a storage of documents without any information about DTDs.
The latter approaches are capable of storing well-formed XML documents that
do not have DTDs. For both approaches, queries on XML documents are con-
verted into database queries before processing. First, there are simple methods
that basically design relational schemas corresponding to every element declara-
tion in a DTD, [2l1]. Other approaches design relational schemas by analyzing
DTDs more precisely. An approach to analyze DTD and automatically convert it
into relational schemas is proposed in [7]. In this approach, a DTD is simplified
by discarding the information on the order of occurrence among elements.

6 Conclusions and Future Work

In this paper, we presented the first step of the Xere methodology, namely a rule-
based process to translate an arbitrary XML Schema to an Entity—Relationship
diagram in a natural way. This mapping is shown to be sound and complete
w.r.t. document identity and XML Schema definition, respectively.

The mapping is denoted as natural since it preserves all hierarchical relations
defined by a XML Schema. Essentially, the mapping is able to retain all the
structure defined by a XML Schema encoding it in the relations and entities of
the generated ER diagram. We intend to further investigate this compatibility
property as, we believe, it will lead to a homomorphism definition.
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In this work, we introduced only the first step of the Xere technique. Next
efforts will be devoted to achieve the complete interoperability between XML and
relational databases. This requires a translation of ER schemas into relational
models and a procedure which allows one to transparently store and retrieve
XML documents in the databases created using the Xere technique.
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Abstract. Scenarios are powerful tools to model and analyze software
systems. However, since they do not provide a complete description of
the system, but just some possible execution paths, they are usually
integrated with state machines. State machines may be extracted from
scenarios using a synthesis process. We could expect that the synthesized
state machine model is “equivalent” to the original scenario specification.
Instead, it has been proven that it does not always hold, and state ma-
chines may introduce unexpected behaviors, called implied scenarios.

This paper proves that there is a strict correlation between implied sce-
narios and non-local branching choices. Based on this result, we pro-
pose an approach to identify implied scenarios in High-Level Message
Sequence Chart specifications and its application to some specifications.
We finally highlight advantages with respect to existent approaches.

1 Introduction

Scenarios describe a temporal ordered sequence of events and are used by re-
searchers and industry practitioners for a variety of purposes and at different
phases in the software development process (e.g., [11]).

Although very expressive, this approach has two drawbacks with respect to
analysis and validation: model incompleteness [19] and view consistency [14/16].
In order to mitigate both problems, state machines, synthesized from scenarios,
are used to complement scenario specifications. When a synthesis process is
applied to a set of scenarios, one expects that the synthesized state machines
correctly reflect the scenario specification. What may happen, instead, is that
the state-based model synthesized from the system scenarios presents sets of
behaviors that do not appear in the scenarios themselves. This result has been
initially presented in [IJ2I] proving that the synthesized state machines may
introduce unexpected behaviors called “implied scenarios”.

Implied scenarios are not always to be considered wrong behaviors. Some-
times they may be just considered as unexpected situations due to specification
incompleteness. Anyway, they represent an underspecification in the Message
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Sequence Chart (MSC) specification and they have to be detected and fixed
before the synthesized state machine is used for further steps.

One of the contributions of this paper is the investigation of the relationship
between scenarios and their synthesized state machine, by discovering that there
is a close dependence between implied scenarios and non-local branching choicd]]
[2]. Based on the result that implied scenarios depend on non-local choices, we
propose an approach and an algorithm able to identify implied scenarios in spec-
ifications composed by both MSC and High-Level MSC (hMSC) notations. The
main advantages are that we apply a structural, syntactic, analysis of the specifi-
cations as opposed to the behavioral, model-based analysis in [21], reducing time
and space complexity. Moreover, since we do not need to create the synthesized
model, we save computational time and prevent the possibility of state explo-
sion problems. A current limitation of our approach is that it can be applied
only to specifications composed by both MSCs and hMSCs while the approach
presented in [I] can detect implied scenarios just starting from a set of MSCs.
The approach is finally applied to some specifications and compared to others.

The paper is organized as follows. Section 2 presents an overview on MSC and
hMSC. Section 3 describes what an implied scenario is and why it is introduced
during the synthesis process. Section 4 proposes the approach, how it may be
implemented and its application to the Boiler case study. Section 5 points out
related work while Sect. 6 presents preliminary results. Section 7 concludes the
paper by presenting future work.

2 DMessage Sequence Charts and High-Level Message
Sequence Charts

Message Sequence Chart (MSC) is a graphical (and textual) specification
language, initially introduced in the telecommunication industry to model the
exchange of messages between distributed software or hardware components. In
1992 it has become ITU standard. The latest version is known as MSC-2000 [12].

A MSC (also called basic MSC, bMSC) describes, in a intuitive way, how
a set of parallel processesﬁ interact, displaying the order in which messages are
exchanged. Simple MSCs are shown in Fig. [[f each rectangular box represents
a process, the vertical axes represent the process life line, each arrow defines a
communication between the left and the right processes (i.e., send and receive
of a message), the arrow’s label identify the exchanged message. Messages are
communicated asynchronously. Many other features are included in the MSC-
2000 specification and are documented in [12/[17].

The MSC-2000 semantics can be sketched with the help of Fig. [It
— the send of a message must occur before its reception. For example, message
ml (in MSC1, Fig. [[h) may be received from process P2, only if m1 has been
previously sent by process P1;

1 as we will see later, a non-local choice is a consequence of an under specification in

MSC specifications and can give rise to unintentional behavior.

2 or “instances”, following the terminology used in [12].
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— within each process, events are totally ordered according to their position in
the component life line. Two messages, m1 and m2, are causally dependent if
there is a process P so that m1 is sent to or received from P and m2 is sent to
or received from P. For example, the send of message m4 in MSC2 (Fig. [Ib) is
causally dependent on the reception of message m3 (since P2 is related to both
messages); message m4 in MSC3 (Fig. [[k) can be sent and received independently
from messages m5 and m6;

— in between the send and the receive of the same message, other messages may
be sent/received. For example, m2 in MSCI1, Fig. [[h, may be sent before the
reception of message m1l, since they are non causally dependent.

MSCs MSC1
LN .
m2 | .| |
a)
MSC3
MSC2 E
ma| T
| m3,.| |<m6_|
P 0

b)

Fig. 1. a) MSCs, d) the hMSC diagram, c¢) the hMSC graph

To express more complex behaviors and support modularization of MSCs,
High-Level MSC (hMSC) [12] may be used: they provide operators to link
MSCs together in order to describe parallel, sequential, iterating, and non-
deterministic executions of basic scenarios. In addition, hMSCs can describe
a system in a hierarchical fashion by combining hMSCs within an hMSC.

In Fig. [H the hMSC notation is shown. The upside down triangle indicates
the start point, the other triangles indicate the end points and the rectangles
identify MSCs. Figure[lld combines together MSCs in Figs. [la, b, and [Tk.

The ITU semantics for unsynchronised hMSCs identifies how MSCs can be
combined. Given two MSCs, “MSCa” and “MSCb”, and a hMSC in which MSCa
precedes MSCb (MSCa -> MSCb):

1. MSCa -> MSCb does not mean that all eventd? in MSCa must precede events
in MSCb;

2. an event “b” in MSCb can be performed before another event “a” in MSCa
as soon as the processes involved in “b” are not anymore reacting in MSCa,;

3. the second event in a generic MSC may be performed before the first one
if the processes involved in the first communication are not involved in the

”

3 the terms “event” and “action” will be used to identify messages exchanged in the

MSCs.
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second one. For example, m4 in MSC3 (Fig. [k) may be sent before m5 in
the same MSC.

A hMSCg graph will be used in the following to represent how actions are
related together in the hMSC diagram (Fig. [Ik): a node in the graph represents
one communication inside the MSCs and it is labeled with the exchanged message
name. An edge between node nl and n2 is drawn when message nl is exchanged
before n2 in the same MSC or nl is the last node in MSC1, n2 is the first node in
MSC2 and MSC2 is reached by MSC1 in the hMSC. Figure[lk draws the hMSCq
for the specification in Fig. TH. In order to simplify this graph, we assume to deal
with synchronous communication. Anyway, the graph can be used to represent
bounded asynchronous communication (as in [I]) adding components to act as
buffers.

A formal description of sequence chart semantics is out the scope of this
paper and interested readers may refer to [12]. With the term MSC' specification
we will refer in the following to the hMSC specification together with its MSCs.

3 Implied Scenarios: The “What” and the “Why”

To explain why implied scenarios are introduced, we reuse the example in Fig. [l
The LTS synthesized from the MSC specification is shown in Fig. 2} each dashed
box corresponds to one of the processes, the initial state is represented by a solid
circle while the final one by a double circle.

As we can see in Fig.[2l m1.m2.m5.m3 is a feasible behavior in the synthesized
state machines: P1 sends m1 to P2, then it sends m2 to P3. After the reception
of m2, P3 can send mb to P4. P1 can finally send m3 to P2.

m1 m3
m4
m4
P2
m5 m6
P3 P4

Fig. 2. The synthesized state machine for Fig. [ specification

If we analyze how the MSC specification in Fig. [l implements this behavior,
we can notice that m1 and m2 are exchanged inside MSC1, then the system
proceed to MSC3 with m5. To communicate via m3 (as expected by the
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synthesized model), the flow should proceed to MSC2, but this action is not
allowed by the bMSC semantics previously outlined. In fact, m4 in MSC3 should
precede m3 in MSC2 since both of them rely on process P2 (hMSC semantics,
second rule, Sect. @). What we found is a flow of execution, allowed in the
synthesized state machine but not specified in the MSC specification, that is,
an implied scenario.

Now we will understand the why of implied scenarios: analyzing closely the
synthesized state machines and the selected path, we can notice that after m2
is sent, (i.e., P1 is in state 2, P2 is in state 1 in Fig.[2) both P1 and P2 become
ready to communicate via m3 and m4. After m5 has been exchanged between
P3 and P4, P1 and P2 are still able to react using m3 while it is not permitted
by the hMSC specification. If we take a look back to the MSC specification
(Fig. D) we can notice that this situation may arise when a branch is presented
in the hMSC¢ graph (node m2 in Fig.[Ile). In a branch, the system can evolve
in different directions. Let b1, b2 and b3 be three possible branches. What may
happen, in a branch, is that each process freely decides to take one of the possible
branches and gets ready to react in that branch. When the system decides to
evolve in one direction (e.g., branch b2), all the processes not involved in the
first action in b2, do not react. Thus, they are not aware of the system’s choice
and they are still ready to react as nothing happened. As a result, when the
system evolves in b2, those processes are still ready to act as in bl or b3. This
concept is usually known as “non-local branching choice” [2] and arises when
there is a branch in the MSC specification, and the first events, in the different
branches, are sent by different processes.

In our example, there is a branch in node m2 that generates a non-local
choice. In fact, the first message in node m3 is sent by P1 while the first message
in node m5 is sent by P3. If the system evolves in MSC3, process P3 sends the
mb message to P4. At this point, P1 and P2, that were not reacting, are still
able to communicate via m3 and this communication creates the implied.

To have an implied scenarios these conditions hold: i) there is a non-local
branching choice in the MSC specification so that ii) two processes maintain
“extra” informatiod] that can make them communicate in an unexpected way.
We can summarize this section as follows:

— What is an implied scenario? An implied scenarios is a behavioral path that
can be extracted from the state machine model but does not exist in the MSC
specification.

— Why do implied scenarios exist? An implied scenario is due to a non-local
choice situation in which two processes are enabled to communicate thanks to
an extra information they catch. Notice that a non-local choice is not enough to
have an implied scenario.

4 this concept will be better explained later.
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4 The Approach and the Algorithm

This section is utilized to describe the approach and the algorithm we propose
to detect implied scenarios. Section [Tl informally presents the overall idea. Sec-
tion[E2refines the overall idea describing how the approach may be implemented
by an algorithm which partially reuses existent tools. Section[£3]shortly presents
the Boilei] (v3) specification described in Fig.[@ and applies the approach to this
example. Section [44] analyzes the algorithm completeness and correctness.

hMSC Y
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* MSC Initialise
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Fig. 3. a) The Boiler (version 3) Example, b) its hMSC¢ graph

4.1 High Level Description

Briefly, an implied scenario may be found in the MSC specification when a non-
local choice occurs that lets processes keep extra information that is lately used
for a communication. Step 1 is used to detect the presence/absence of the non-
local choice(s) in the hMSC¢ graph. When a non-local choice arises, each process
P gets ready to execute all possible branches and its state corresponds to the
state P has in all the nodes directly reachable from the non-local choice. Step

5 This specification comes from [22].
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2 detects the state of each process after a non-local choice. Since P maintains
this state in all the following hMSCgs nodes where P does not react, we say
that P1 keeps an “augmented” behavior that comes from the non-local choice.
Step 3 identifies, for each process P and for each node n in the hMSCg, the
augmented of P in n. When two processes P1 and P2 share the same augmented
behavior e in the same hMSCg node n, then their interaction generates the
implied scenario. Step 4 detects the implied scenario.

4.2 The Algorithm

In this section we describe, using a more precise terminology, how the approach
can be implemented through different steps.

Step 1: Non-local Choice Detection

The algorithm proposed in [2] and implemented inside the MESA framework [3]
may be applied to detect non-local choices in MSC specifications. Informally, the
tool examines the MSCs involved in a choice and verify that they all have the
same unique process which sends the first event. If it does not apply, a non-local
choice is identified and the hMSC nodes involved in the non-local branch are
identified.

Technically, given the MSC specification, a direct graph (called Message Flow
Graph (MFG)) is built and analyzed using the algorithm proposed by Ben-
Abdallah and Leue [2]. The algorithm visits the graph an identifies the non-
local choice nodes. Since the algorithm assumes that each process in each MSC
exchange at least one message with other processes (assumption that does not
apply in general), it needs to be slightly extended, as already pointed out in [2].

In the context of the hMSC¢ graph, we can define a non-local choice node
as follows:

Def: N-L Node
A node n0 in the hMSCs is a non-local choice node (N-L node) if it is a
branching node and the messages in DR(n) are sent by different processes.

where:

Def: Direct Reachability and DR(n) Function

We will say that nodes nl,..., nk are directly reachable from node n if they may
be reached from n in through one edge on the hMSCg.

The function DR: n — N will return the nodes N directly reachable from n.

Step 2: State(P,N-L Node) Detection

If a non-local choice is detected, the algorithm needs to identify the state assumed
by each process P in the N-L node. The following definitions will be useful for
next discussions:
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Def: State of P in n and State(P,n) Function

Let n be a node in the hMSCq graph and P a process. The state of P in n
identifies the messages P can send or receive in n.

The function State: P x n — s will return the state s of P in n.

Using the notation above, we need to compute State(P,N-L node) for each
P. In order to do that, we introduce the concept of maximal continuation:

Def: Continuation and C(P,n) Function

Let nl and n2 be nodes in the hMSC¢ graph and P a process. n2 is a contin-
uation of nl for P if i) n2 may be reached from nl in through one edge on the
MSCy¢ graph or if ii) there is a n3 such that n3 is a continuation of nl, n2 is a
continuation of n3 and n3 does not contain events for process P.

The function C: P x n — N identifies the continuation for process P in node
n and returns a set of nodes N.

Informally, n2 is a continuation of nl, if n2 is directly reachable from nl or
it is reachable from nl traversing nodes where P does not react.

Def: Mazimal Continuation and MC(P,n) Function

Node n2 is a mazimal continuation of nl if i) n2 is a continuation of nl and ii)
for all n3 continuations of nl, n2 is a continuation of n3.

The function MC: P x n — N identifies the maximal continuation for process
P in node n and returns a set of nodes N.

Informally, n2 is a maximal continuation of nl if n2 is the first node
reachable from nl so that P reacts. (Notice that the concept of continuation
and maximal continuation just provided is more fine-grained of that provided
in [21] since we deal with hMSCg nodes instead of hMSC nodes).

Using these definitions we can say that State(P,N-L node) =
State(P,MC(P,N-L node)), assuming that State(P,N) = U {State(P,nl),
State(Pn2),..., State(P,ni)} where nl..ni € N. Informally, the state a process P
has in the N-L node corresponds to the state P has in all the states reachable
form N-L so that P can react.

As we said, this state is kept from P until its next reaction in the hMSCq.
Technically, State(P,ns) = State(P,N-L node), for each node ns so that ns €
DR(N-L node) and P is not reacting in ns.

Moreover, to extend what we said in Sect. [£]], if P is not reacting in the
N-L node and N-L € C(P,np), then State(P,np) = State(P, N-L node). This
happens because when a process does not react in a hMSC¢ node, he becomes
ready to react as in the first next state it can react.
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We can use the following algorithm to identify the state a generic process P
has in the hMSG¢ nodes:

Algorithm to Identify State(P,n):

Build the hMSC_G graph for the MSC specification under analysis;
\\P is a generic process;
n = N-L node;
NS = {n1, n2, ..., nk}; \\ a set of nodes
FOR each n
FOR each process P,
compute MC(P,n) \\ in-breath visit of the graph
State(P,n) = State(P,MC(P,n)) \\ P assumes the state of its
\\maximal continuation
NS = DR(n);
\\ with this function we compute the state P has in the DR(n)
FOR each P, compute NextState(P,NS);
\\ with the following statements, we compute the state of P
\\ in in the predecessors of the N-L node
IF P does not react in n
THEN
FOR each node np so that n = MC(P,np),
State(P,np) = State(P,n).

NexState (P,NS)
{FOR each node ns in NS
IF State(P,ns) = empty
THEN State(P,ns) = State(P,n);
NexState(P,DR(ns))}

Step 3: AB(P,n) Detection

Step 2 identified State(P,n), given a process P and a node n. As we said, it
may happen that process P, after a N-L node and due to the non-local choice,
can show some unexpected behaviors, called “augmented behavior”. Those aug-
mented behaviors are all those actions P can run in n but are not in its maximal
continuation. The following definition may help to define this concept:

Def: Augmented Behavior and AB(P,n) Function

The augmented behavior of P in a node n is given by State(P,n) -
State(P,MC(n)).

The function AB: P x n — s identifies the augmented behavior for process P
in node n and returns the augmented state s.

The following algorithm detects, for each process in each node n, the aug-
mented behavior of P in that node.
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Algorithm to Identify AB(P,n):

FOR each P in the MSC specification
FOR each node n
AB(P,n) = State(P,n) - State (P,MC(P,n)).

This information can be stored inside the hMSC_G graph.

Step 4: Implied Scenario identification

For each process P in each node n, we know what augmented behavior P has in
n. If two processes P1 and P2 are augmented so that event e in AB(P1n) is in
AB(P2,n) too, then a node source of implied scenario is detected. A path that
starts from the initial hMSCq graph node, traverses the N-L node and reaches
n is implied if n is in C(Pi,N-L) for i= 1 or 2. The last condition requires that
after the N — L node at least one of the two processes do not react before the
node source of the implied scenario.

The algorithm follows:

Algorithm to Identify Implied Scenarios Source:

n0 = first node in the hMSC_G graph;
p = a hMSC_G graph;
FOR each node n in the hMSC_G graph
FOR each couple of processes P1 and P2
IF exists "e" so that "e" is in AB(P1,n) and "e" is in AB(P2,n)
THEN an implied scenario node is identified.
FOR each implied scenario source n,
IF n is in C(P1,N-L) or n is in C(P2,N-L)
THEN p = n0. ... .N-L. ... .n is an implied scenario.

4.3 Application to the Boiler Example

The example we present and analyze in this section has been borrowed from [22].
The system is composed of four different processes communicating through four
different MSCs, as shown in the MSC specification in Fig. Bha.

The system works in this way: after the “Control” process starts the sys-
tem (in MSC Initialise), it acquires information about pressure (getP_Readings)
and temperature (getT_Reading) from “Dbl” and “Db2”, respectively (in MSC
Analysis). When the data have been received, fresh values are stored to the
databases (MSC Register) and the system can nondeterministically proceed in
three ways: the “Control” can get the new data (going back to MSC Analysis),
the “Sensor” can refresh the data values in the databases (staying on MCS Reg-
ister) or the “Control” can decide to Stop the system (in MSC Stop) and go back
to the initial configuration (MSC Initialise). Figure Bb represents the hMSCq
graph for this example that will be used to apply our approach.

Applying the Ben-Abdallah and Leue algorithm [2], we discovered that node
8 in Fig. Bb is a N-L node.
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Applying the second step in our approach, we detect State(P,N-L node) for
each process P. The output of this step is summarized in the next table:

[Process [State(P,N-L) IN-L U (ns U np) |
Control |{Stop, getP_Reading} {8} + {6,7}
Sensor  |{pressure, Stop } {8} + {2,3,4,5,6}

Dbl {pressure, getP_Reading} {8} + {1,9}
Db2 {temperature, getT_Reading}|{8} + {1,2,3,7,9}
Actuator|Command {8} + {1,2,3,4,5,7,9}

The first column identifies the processes, the second proposes information on
the state of each process in the N-L node and the last column shows the N-L
and ns U np nodes obtained applying Step 2 to the Boiler hMSC¢. The first row
may be interpreted as: process Control in nodes 6, 7 and 8 can react with Stop
and getP_Reading.

At this point, for each node n € N-L |J {ns} U {up}, Step 3 allows to
identify the augmented behavior for each process P in n. The following table
summarizes the results:

[Process P[node n |AB(P,n) ‘
Control [{6,7} {Stop, getP_Reading}

Sensor {2,3,4,5} {pressure, Stop }

Sensor {6} Stop

Dbl {1} pressure

Dbl {9} {pressure,getP_Reading}

Db2 {1,2,8,9} {temperature, getT_Reading}
Db2 {3} {temperature}

Db2 {7} {getT_Reading}

Actuator |{1,2,3,4,7,8,9}|Command

The first column represents the processes, the second one reports the nodes
already found in the first table and the third column calculates the augmentation
for P in node n. The first line can be read as follows: process Control in nodes
6 and 7 has some extra behaviors, namely Stop and getP_Reading.

Applying Step 4, we discover that Control and Sensor can communicate
through an augmented action in node 6, i.e., Stop € AB(Control,6) and Stop
€ AB(Sensor,6). Path 1.2.3.4.5.6.7.8.2.3.4.5.6 in the hMSC¢ graph in Fig.Bb is
implied since it starts from the first node, traverses node 8 (the N — L node),
reaches the implied scenario node 6 that is in C(Sensor,8).

4.4 Algorithm Completeness and Correctness

Completeness and correctness of the proposed approach are still under analy-
sis. The approach we propose has been applied, by now, to many of the MSC
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specifications available in [22] and several new specifications have been made in
order to test completeness and correctness. In all the analyzed specifications,
our algorithm has detected the same (and only the) implied scenarios detectable
using the approach in [21] (that has been proved to be complete and correct).
An actual limitation (i.e., incompleteness) of our approach is that it works
only with specifications composed by both MSCs and hMSCs. Therefore, the
approach presented in [I] is more complete, since it can detect implied scenarios
just starting from a set of MSCs. An idea to make our approach working without
the hMSC specification is to build an MSCg graph, identifying how the MSCs
can interact, and to analyze this new graph with the proposed approach. This
is just an initial idea that needs to be evaluated and extended in future work.

5 Related Work

There are some areas of research that may be related to our work: implied
scenario detection, consistency checking and model checking.

Implied Scenarios:

The first research on implied scenarios have been proposed in [1I21]: the first
paper proposes a polynomial-time algorithm to determine if a set of scenarios
are ‘“realizable” through state machines (i.e., if exists a concurrent automata
which implement precisely those scenarios) and to synthesize such a realization
using a deadlock-free model. If scenarios are not realizable, implied scenarios
are detected. In the proposed approach, scenarios are modeled using Message
Sequence Charts (MSCs) [12]. The former paper, based on both MSCs and hM-
SCs, describes an algorithm which generates some safety properties identifying
(a simplification of) the exact behavior of the MSC specification, it models this
properties using Labeled Transition Systems (LTSs) and checks the conformance
of the synthesized LTS with respect to these properties. The algorithm has been
implemented inside the Labeled Transition System Analyzer (LTSA) tool [22].

Consistency Checking:

As outlined in [4] consistency checking among multi-perspective or multi-
language specifications is not a young field of research. There are different papers
proposing different approaches to handle consistency. Some of these are used for
checking model consistency.

In [5] the authors propose an approach for multiple views consistency check-
ing. To check the views consistency, they provide a formal definition of the views
and their relationships, they define their semantics as sets of graphs and apply
an algorithm to check the consistency of diagrams. Filkenstein and colleagues in
[M] describe how inconsistencies may be handled using the ViewPoints framework
and a logic-based consistency handling.

Our work may be related to both of these papers since what we finally do
is to check the conformance between a scenario and a state machine. The main
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difference is that while in the other approaches these two models may be devel-
oped independently, in our case the state machine is obtained by synthesis from
the scenario specification.

Model Checking:
Some model-checking based approaches have been proposed to model check sce-
narios with respect to state-based diagrams [I8]6].

Again, these works have still in common with our the intent (i.e., checking the
consistency between two different models) but in our case one model is obtained
by synthesis from the other.

6 Comparison and Considerations

Comparison with the Approach in [21):

In our approach, we propose a “structural” analysis which builds the hMSCg
graph and analyze its structure, in order to reveal implied scenarios. In [21], they
build a behavioral model of the system, and analyze it. As a result, the com-
plexity of our approach is not dependent on the system, behavioral, complexity,
as opposite to [21].

To test the value of our approach, we modified the Boiler (version 3) speci-
fication by introducing two concurrently acting “Control” processes. The safety
property, built by the LTSA-Implied tool [22] (and implementing the [2I] ap-
proach) was modeled using an LTS composed by 748 nodes in the original spec-
ification and 11717 in the second one, almost 15 times bigger. The application
of the approach we proposed, instead, requires to build a graph composed by 9
nodes in the first specification, 18 nodes in the second one. Moreover, the [21]
approach needs to build the synthesized state machine, while we do not.

From this analysis, we cannot certainly conclude that our approach is always
more efficient than that proposed in [21]. Anyway, we can argue that for con-
current and complex specifications, our approach can reduce time and memory
(usage) complexity with respect to the approach presented in [21].

Another advantage of our approach is that with one execution all the implied
scenarios in the hMSC specification can be discovered and displayed. On the
opposite, the LTSA-Implied tool may discover only one implied scenario at a
time providing a partial, incomplete, facet of the problem. With our approach,
instead, we provide a software engineer a more valuable tool that detects all the
possible sources of MSC underspecification at the same time and allows him to
fix all the implied behaviors through only one specification refinement.

Implied Scenarios and Non-local Branching Choices:

If an implied scenario is detected, a non-local branching choice (NLC) holds.
The opposite is not true, as already pointed out in Sect. Bl an NLC not always
causes an implied scenario. In general, it could be enough to detect the NLC
and fix it (without using the algorithm proposed in this paper). However, the
application of the proposed algorithm guarantees some important advantages.
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Every time a NLC is detected and fixed, new problems can be introduced in
the MSC specification. Using our algorithm, we can decide to fix only those
NLCs that give rise to an implied scenario. Another interesting point is that
applying the described algorithm it becomes easier to localize and fiz the implied
scenarios (when they are not desired). In fact, the algorithm we propose uses
the algorithm proposed in [2] to identify the non-local choice node(s), discovers
how the processes behavior has been augmented due to the non-local choice and
outlines which processes have to communicate to generate the implied scenario.

The Message Flow Graph (MFG) is used in [2] and implemented inside the
MESA tool [3] in order to detect NLCs. Since the MFG seems to capture more
information than the hMSC¢ (used in our approach to detect implied scenar-
ios), a MFG could be used to detect both NLCs and implied scenarios. Further
research is necessary to understand how our algorithm needs to be modified
to work with the MFGs. Eventually, our algorithm could be integrated in the
MESA tool in order to provide a complete structural approach to detect both
NLCs and implied scenarios.

7 Future Work

Future work goes along different directions: first of all, we need to analyze the
completeness of the approach and how it can be extended to cover specification
composed of MSCs only. A tool needs to be realized in order to implement the
algorithm. A possible alternative may integrate the approach in existing tools,
like MESA [3]. Future research will be conducted to analyze the applicability
of this approach to UML [I5] diagrams: the semantic differences in between
sequence diagrams and MSCs and the absence of mechanisms to combine se-
quence diagrams together need to be carefully analyzed. An interesting future
work could also analyze how these unexpected, implied scenarios can be used for
testing purposes. In the meantime, we are looking for a real system specification
to better evaluate the qualities/weaknesses of the proposed approach.
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Abstract. Message Sequence Charts (MSCs) and related notations
have found wide acceptance for scenario-oriented behavior specifications.
However, MSCs lack adequate support for important aspects of interac-
tion modeling, including overlapping interactions, progress/liveness spec-
ifications, and preemption. Such support is needed particularly in the
context of service-oriented specifications both in the business informa-
tion and embedded systems domain. In this text, we introduce extensions
to the “standard” MSC notation addressing these deficits, and provide
a semantic foundation for these extensions.

1 Introduction

The complexity of software-enabled systems continues to rise. Driven by the
wired and wireless incarnations of the Internet, the networking of formerly mono-
lithic devices and their software components increases. More and more systems
emerge as a collaboration between peer networking nodes, each offering software
functions to its environment, and utilizing the functions offered by others.

As a consequence, the focus of concern in requirements capture, design, and
deployment of software solutions shifts from individual computation nodes to
their interaction. This shift of concern is exemplified by the current trend to-
wards “web services”. Here, software functions (called services) are published as
individual entities at well-known addresses on the Internet; these functions can
be consumed by others, yielding possibly complex, composite services.

To model and implement such interaction-based services systematically, ex-
pressive description techniques and methodological foundation for component
interaction are essential.

Typical software development approaches and modeling languages, however,
place their focus on the construction of individual software components, instead
of on component collaboration. The Unified Modeling Language (UML)[T6] is
a typical example (at least before version 2.0, which is still under discussion).
Its syntactic means — and corresponding tool support — for specifying state-
based behavior of individual components (statechart diagrams) are far better
developed than the corresponding notations for interaction patterns (activity,
sequence and collaboration diagrams).

M. Pezzé (Ed.): FASE 2003, LNCS 2621, pp. 3870E02, 2003.
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Message Sequence Charts (MSCs)[[Jg], on the other hand, have been widely
accepted as a valuable means of visualizing and specifying asynchronous compo-
nent interaction. Their potentials in this regard have earned them entrance into
the current suggestion for the UML’s 2.0 standard, where they are adapted to
support modeling of a wide range of communication concepts.

Both of these notations, however, provide only very basic support for inter-
action specifications. In this text, we show how to extend the expressiveness of
MSCs and sequence diagrams to include:

0 Overlapping interaction patterns
0 Liveness/progress properties
0 Preemption specifications.

In the following paragraphs we describe each of these extensions in more de-
tail. Although there are many other areas for improvement we could address —
including proper handling of data in sequence diagrams, and hierarchical refine-
ment for messages and components, to mention just two examples — for reasons
of brevity we focus on the three extensions listed below.

1.1 Overlapping Interaction Patterns

We call sequences of interactions in which some communication partners and
some of the messages they exchange coincide overlapping; overlapping interac-
tion patterns are extremely important in service-oriented specifications. Each
individual service only represents a partial view on the collaborations within the
system under consideration. To get the overall picture for one implementation
component, say, all the different services in which a single component is involved
need to be joined. This requires an adequate composition operator for making
the relationship between different service specifications precise.

1.2 Trigger Composition

Similarly important is availability of an operator for specifying liveness/progress
in MSCs. Most sequence diagram dialects provide means for indicating alter-
native interaction patterns; they fail, however, to offer notation for indicating
which alternatives should be selected to make progress towards a desirable goal.
Consequently, liveness properties can only be described as a side remark or in an-
other modeling language, such as an state-automaton-based approach. Without
proper support for liveness, sequence diagrams cannot mature beyond scenario
specifications. Specifically, we are interested in working with abstract progress
properties, such as “if a certain interaction pattern has occurred in the system,
then another one is inevitable”, or “one interaction pattern triggers another”.

1.3 Preemption

Preemption is a fundamental concept especially in technical and embedded sys-
tems development. Although the very roots of MSCs are in telecommunication
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systems, where preemption scenarios abound — think of specifying a telephone
call, where at any time either party can hang up —, no support for preemption
exists in either MSCs or sequence diagrams.

1.4 Contributions and Outline

Our contributions in this text are twofold. First, in Sect. 2, we provide a moti-
vating “toy” example, illustrating the usability and applicability of the concepts
just outlined. This example serves also to introduce the extensions to the MSC
syntax we use, and how they integrate with the “standard” notation. Although
we have chosen to stay close to the MSC-96 syntax, the example illustrates that
our suggestions could also be transferred to other interaction-based specification
techniques, such as the UML’s sequence diagrams.

Second, in Sect. Bl we provide a formal semantics for MSCs including support
for the new composition operators that address overlapping scenarios, triggered
and preemptive collaborations. The basis for this semantics is a precise system
model for component interaction, based on streams. There have certainly been
other attempts at semantics definition for MSCs before; the combination of ex-
plicit concepts for overlapping, trigger composition, and preemption of MSCs
is, however, not treated consequently in these approaches. In addition, our ap-
proach has the advantage of supporting systematic MSC refinement as well as
component synthesis from MSCs — for reasons of brevity we have to refer the
reader to [9] for more details on these issues.

We discuss related work in Sect. @l as well as our conclusions and future work
in Sect. Bl

2 Example: The Abracadabra-Protocol

To illustrate the applicability of the suggested operators, we model a simplified
version of the ABRACADABRA communication protocol[Il2] using MSCs[7[15/9].
To describe this protocol we assume given a system consisting of two distinct
components X and Y; we assume further that these two components communi-
cate via messages sent along channels zy (from X to Y), and yz (from Y to
X). Figure [[lshows this component structure in graphical form.

Xy

yX

Fig. 1. System Structure Diagram (SSD) for the ABRACADABRA-protocol

The symmetric ABRACADABRA-protocol describes a scheme that allows any
of the two components to establish a connection to the other component, send
data messages once a connection exists, and tear down an existing connection it
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has initiated. If both components try to establish a connection simultaneously,
the system is in conflict. Then, both components tear down their “attempted”
connections to resolve the conflict.

Section B] contains the formal definitions corresponding to the concepts and
operators introduced informally here.

2.1 Message Sequence Charts

MSCs provide a rich graphical notation for capturing interaction patterns. MSCs
have emerged in the context of SDL[6] as a means for specifying communication
protocols in telecommunication systems. They have also found their way into the
new UML 2.0 standard[14], which significantly improves the role of interaction
models within the UML.

MSCs come in two flavors: Basic and High-Level MSCs (HMSCs). A basic
MSC consists of a set of axes, each labeled with the name of a component. An
axis represents a certain segment of the behavior displayed by its corresponding
component. Arrows in basic MSCs denote communication. An arrow starts at
the axis of the sender; the axis at which the head of the arrow ends designates the
recipient. Intuitively, the order in which the arrows occur (from top to bottom)
within an MSC defines possible sequences of interactions among the depicted
components.

msc SX msc SY
X Y X Y
] [ ] [
.’L'y|>ST'€[1 — ’ny’DS’I'@q
-
. yr>sack zy>sack -
- =
loop<*> ) loop<*> )
zy>d _ yx>d
P =
_ yr>dack zy>dack -
zy>ereq | yzbdereq
-
. yr>eack zy>eack -
- -
I I I I
(a) (b)

Fig. 2. MSCs for successful transmission

As an example, consider the MSC of Fig. Ph. It depicts how X and Y in-
teract to establish successful data transmission. X initiates the interaction by
sending message zylsreq (“sending requested”) to Y. Upon receipt of Y’s reply
yzlsack (“sending acknowledged”), X sends an arbitrary, finite number of zy0d
messages. Each data message is acknowledged individually by Y; X waits for a
yrldack message from Y before sending the next data message. Graphically,
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repetition is indicated by the loop box enclosing the recurring messages. To close
the transmission X sends message zylereq (“end requested”) to Y; Y acknowl-
edges transmission termination by means of a yzleack (“end acknowledged”)
message. Figure [2b shows the symmetric case, where Y is the initiator.

Syntactically, we have adopted a slightly modified version of MSC-96[[]; our
message arrows carry an indicator for the channel on which a message is sent in
addition to the message itself; we will come back to this in Sect. B.2. Moreover,
we use unbounded loops, which are not available in MSC-96.

Conflict in the ABRACADABRA protocol occurs if both X and Y try to
establish a connection simultaneously. The MSC in Fig. Bh captures this case by
means of causally unrelated messages, using the “parallel box” syntax of MSC-
96. Conflict resolution is handled by mutual exchange of messages ereq and eack

msc C msc CR
X Y X Y
[ [ ] [
[ [
par par zy>ereq .
TYyPsreq = | yzd>eack
,,,,,,,,,,,,,,,,,,,,,,,,,, [y S ——
__ yzb>sreq - yreereq
o zy>eack -
>
] ] ] ]
(a) (b)

Fig. 3. MSCs for conflicts and their resolution

by X and Y. Again, there need not be a specific order between the ereq and
eack messages with different origins (cf. Fig. Bb).

An HMSC is a graph whose nodes are references to other (H)MSCs. The
semantics of an HMSC is obtained by following paths through the graph and
composing the interaction patterns referred to in the nodes along the way. The
HMSC of Fig. @h, for instance, specifies that every system execution is an in-
finite sequence of steps, where each step’s behavior is described by one of the
following: MSC SX (successful communication initiated by X), MSC SY (suc-
cessful communication initiated by Y), or MSC C (conflict) followed by MSC
CR (conflict resolution). Multiple vertices emanating from a single node in the
HMSC graph indicate nondeterministic choice.

2.2 Introducing Progress/Liveness

So far, we have left open whether a send request by either component will, even-
tually, result in an established connection. The use of nondeterministic choice in
the definition of MSC A allows an infinite sequence of steps consisting only of
conflict and conflict resolution.



392 IL.H. Kriiger

msc A N7/ mse AT
9 X Y
) \
join
) ()
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triggers)
TYD> STeq -
7777777 wod |
I I

Fig. 4. HMSC for the ABRACADABRA-protocol, and ABRACADABRA with progress prop-
erty

We introduce a new composition operator, called “trigger composition”, to
cast the progress/liveness property (cf. [4T3]) that a message zylsreq must lead
to subsequent data exchange, i.e. occurrence of at least one zyld message.

Informally speaking, we write 0 +— [ to indicate that whenever the interac-
tion pattern specified by MSC 0 has occurred in the system under consideration,
it is eventually followed by an occurrence of the interaction pattern specified by
MSC [.

Having trigger composition available, we can describe the progress property
mentioned above as xylsreq — xyld; see Fig. @b for the graphical syntax we
use for trigger composition.

2.3 Joining Overlapping MSCs

By now, we have two separate MSCs describing system behaviors. On the one
hand we have MSC A, which describes the major interaction patterns of the
ABRACADABRA protocol. On the other hand we have the MSC zylsreq — xyld,
which describes a progress property relating occurrences of messages zy[l sreq and
zylld.

Our next step is to compose these two MSCs such that the resulting MSC
contains only paths through the ABRACADABRA protocol that fulfill the progress
property. To that end, we introduce the “join” composition operator for MSCs.
The join 0 ® 0 of two MSCs [ and [ describes behaviors complying to both
MSCs such that identical messages occurring in both MSCs are identified.

The join operator in Fig. @b “binds” the messages occurring in the trigger
composition zylsreq — zyld to those in A. The semantics of the joint MSC is
the subset of A’s semantics where every zyllsreq message is followed by an zyd
message eventually. Put another way, no element of the semantics of the joint
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MSC has only conflicts or successful transmissions initiated by Y, if X issues
message zylsreq at least once.

2.4 Introducing Preemption

To demonstrate an application of preemption we extend the informal protocol
specification given above as follows: we modify the system structure from Fig. [

by connecting component X to the “environment” (represented by component
ENV) through channel ez (cf. Fig. H).

Xy
ENV | m X ox Y

Fig. 5. SSD for the ABRACADABRA-protocol with preemption

By sending message reset along channel ex the environment can force X to
stop any communication it may currently be involved in, and to restart the whole
protocol afresh. Upon receipt of message reset, component X sends message
streq (“stop requested”) to Y; Y replies by sending message stack (“stop
acknowledged”) to X.

The HMSC AP from Fig.[Ba models this behavior by means of a preemption
arrow labeled with the preemptive message exzlreset. MSC B (cf. Fig.[6b) shows
the handling of the preemption. Recall that MSC A (cf. Fig. [dh) captures the
overall behavior of the ABRACADABRA-protocol (without preemption).

msc AP

<~ msc B
X Y
| — —

Ty streq

Y -
@ exbreset > B < yx>stack
| ]

(a) (b)

Fig. 6. Preemption and its handling

Without the preemption construct we would have to rewrite the MSCs A,
SX, SY, C, and CR completely to accommodate the external reset request. The
resulting MSCs would lose their intuitive appeal almost entirely, because the one
exceptional case would dominate the whole specification.
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3 A Formal Framework for Precise MSC Specifications

In this section we introduce the formal framework for the semantics definition
of MSCs. We use this framework, in particular, to describe the semantics of the
operators for the join, trigger, and preemptive composition of MSCs.

3.1 System Model

We prepare our precise semantics definition for MSCs by first introducing the
structural and behavioral model (the system model) on which we base our work.
Along the way we introduce the notation and concepts we need to describe the
model.

System Structure. Structurally, a system consists of a set P of components,
objects, or processes@, and a set C of named channels. Each channel ch € C is
directed from its source to its destination component; we assume that channel
names are unique. Channels connect components that communicate with one
another; they also connect components with the environment. Communication
proceeds by message exchange over these channels.

With every p € P we associate a unique set of states, i.e. a component state

space, S,. We define the state space of the system as S o pepSp. For

simplicity, we represent messages by the set M of message identifiers.

System Behavior. Now we turn to the dynamic aspects of the system model.
We assume that the system components communicate among each other and
with the environment by exchanging messages over channels. We assume further
that a discrete global clock drives the system. We model this clock by the set
N of natural numbers. Intuitively, at time ¢ € N every component determines
its output based on the messages it has received until time ¢t — 1, and on its
current state. It then writes the output to the corresponding output channels
and changes state. The delay of at least one time unit models the processing time
between an input and the output it triggers; more precisely, the delay establishes
a strict causality between an output and its triggering input (cf. [3/2]).

Formally, with every channel ¢ € C' we associate the histories obtained from
collecting all messages sent along ¢ in the order of their occurrence. Our ba-
sic assumption here is that communication happens asynchronously: the sender
of a message does not have to wait for the latter’s receipt by the destination
component.

This allows us to model channel histories by means of streams. Streams and
relations on streams are an extremely powerful specification mechanism for dis-
tributed, interactive systems (cf. [3[17]). Here, we only use and introduce a small

! In the remainder of this document, we use the terms components, objects, and
processes interchangeably.
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fraction of this rich semantic model; for a thorough introduction to the topic,
we refer the reader to [173].

A stream is a finite or infinite sequence of messages. By X* and X*° we
denote the set of finite and infinite sequences over set X, respectively. XU def
X* U X denotes the set of streams over set X. We identify X* and X*>° with
U,en([0<7] — X) and N — X, respectively, and use function application to write

zon for the n-th element of stream x (for x € XU and n € N).

We define ¢ %' ¢ — M* as a channel valuation that assigns a sequence of

messages to each channel; we obtain the timed stream tuple C°° as an infinite
valuation of all channels. This models that at each point in time a component
can send multiple messages on a single channel.

With timed streams over message sequences we have a model for the com-
munication among components over time. Similarly we can define a succession
of system states over time as an element of set S°.

With these preliminaries in place, we can now define the semantics of a
system with channel set C, state space S, and message set M as an element
of P((C' x S§)*). For notational convenience we denote for I € (C' x S)> by
0,(0) and O3(0) the projection of 0 onto the corresponding infinite channel
and state valuations, respectively; thus, we have 0,(0) € C* and O,(0) € S°°.
The existence of more than one element in the semantics of a system indicates
nondeterminism.

3.2 MSC Semantics

In the following we establish a semantic mapping from MSCs to the formal
framework introduced above. In the interest of space we constrain ourselves to
a significant subset of the notational elements contained in MSC-96 and UML
2.0, yet provide the extensions for overlapping scenarios (join operator), progress
(trigger composition), and preemption. For a comprehensive treatment of MSC
syntax and semantics we refer the reader to [9]; further approaches to defining
MSC semantics are discussed in Sect. [l

Preliminaries. To facilitate the semantics definition we use a simplified textual
syntax for MSCs. The base constructors for MSCs are empty, cllm and any,
denoting the absence of interaction (empty MSC), the sending of message m
on channel ¢, and arbitrary interactions, respectively. Given two MSCs [ and [
we denote by 1 ; 0 and 0 ~ [ the sequencing and interleaving of [I’s and [0’s
interaction patterns, respectively. If g represents a predicate on the state space of
the system under consideration, then we call g : I a guarded MSC; intuitively it
equals empty if g evaluates to false, and U otherwise. By 1 @[ we denote the join
of MSCs 0 and 0. The join of two MSCs corresponds to the interleaving of the
interaction sequences they represent with the exception that common messages
on common channels synchronize. The trigger composition, written 1 — [ of
two MSCs expresses the property that whenever the interactions specified by [

have occurred the interactions specified by [ are inevitable. We write [ ehllm g
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to denote preemption. If message chllm occurs during the behavior represented
by O, then this behavior is preempted and continued by the behavior that [
represents. Intuitively, we can think of 0 as the preemption/exception handler,
and of chllm as the exception being thrown. To express the restarting of 0 upon
occurrence of preemptive message chllm, we write 01} cp0m. 07, denotes a “while”
loop, repeating the interactions of 0 while g evaluates to true; a special case is

014, which denotes an infinite repetition of 0. We define 0° def empty, and

Qi+l &f (0; 0% for i € N. 07, denotes unbounded finite repetition of 0.

An MSC definition associates a name with an interaction specification, writ-
ten msc X = [I. By (MSC) and (MSCNAME) we denote the set of all syntacti-
cally correct MSCs, and MSC names, respectively. An MSC document consists of
a set of MSC definitions (assuming unique names for MSCs within a document).
To reference one MSC from within another we use the syntax — Y, where Y is
the name of the MSC to be referenced.

Ezample: As an example for the representation of MSCs in the syntax introduced
above we consider again the service depicted in Fig. Ba. In our textual syntax
the scenario is expressed as follows:

msc SX =

xylsreq ; yrlUsack ; (zyQd ; yelUd)Ts; zylereq; yxleack

The textual MSC definition corresponding to the graphical representation in
Fig. Bh is

msc AP = ((— A) cotlrgeet (= B))T<oo>

Denotational Semantics. In this section we introduce the semantic mapping
from the textual representation of MSCs into the semantic domain (C' x §)> x
N . Intuitively, we associate with a given MSC a set of channel and state val-
uations, i.e. a set of system behaviors according to the system model we have
introduced in Sect.[3-1l Put another way, we interpret an MSC as a constraint on
the possible behaviors of the system under consideration. More precisely, with
every I € (MSC) and every u € N, we associate a set [0],, € P((C'xS)™xNy);
any element of [0, is a pair of the form (0<t) € (C' x §)* x Ny,. The first con-
stituent, 0, of such a pair describes an infinite system behavior. u and the pair’s
second constituent, ¢, describe the time interval within which 0 constrains the
system’s behavior. Intuitively, u corresponds to the “starting time” of the behav-
ior represented by the MSC; ¢ indicates the time point when this behavior has
finished. Hence, outside the time interval specified by u and ¢ the MSC [0 makes
no statement whatsoever about the interactions and state changes happening
in the system. To model that we cannot observe (or constrain) system behavior
“beyond infinity” we define that for all 1 € (C' x §)>, 0 € (MSC), and t € N,
the following predicate holds: (0<t) € [0].

We assume given a relation MSCR C (MSCNAME) x (MSC), which asso-
ciates MSC names with their interaction descriptions. We expect MSCR to be
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the result of parsing all of a given MSC document’s MSC definitions. For every
MSC definition msec X = [0 in the MSC document we assume the existence of
an entry (X<0) in MSCR. For simplicity we require the MSC term associated
with an MSC name via MSCR to be unique.

Empty MSC. For any time u € N, empty describes arbitrary system behavior
that starts and ends at time u. Formally, we define the semantics of empty as
follows:

[empty], = {(cu):0 € (Cx $)>}

Arbitrary Interactions. MSC any describes completely arbitrary system behav-
ior; there is neither a constraint on the allowed interactions and state changes,
nor a bound on the time until the system displays arbitrary behavior:

Jany]. % {(0<t) € (C' x S)® x Noo 1 t > u}

any has no direct graphical representation; we use it to resolve unbound
MSC references (see below).

Single Message. An MSC that represents the occurrence of message m on chan-
nel ch constrains the system behavior until the minimum time such that this
occurrence has happened:

[chOm], < {([0<t) e (C x S)>® xN:
t =min{v:v>uAm el (0)wreh}}

Because we disallow pairs (0<oo) in [chm],, we require the message to occur
eventually (within finite time). This corresponds with the typical intuition we
associate with MSCs: the depicted messages do occur within finite time.

We add the channel identifier explicitly to the label of a message arrow in
the graphical representation; this is useful in situations where a component has
more than one communication path to another component.

Sequential Composition. The semantics of the semicolon operator is sequential
composition (strong sequencing in the terms of [7]): given two MSCs 0 and 0
the MSC [0 ; 0 denotes that we can separate each system behavior in a prefix
and a suffix such that [ describes the prefix and 0 describes the suffix:

[0 0], € {@t) e (€ x8)™® x Ny :
(3" € Ny
(O<t') € [0]u A (D<) € [O]e)}
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Guarded MSC. Let K C P be a set of instance identifiers. By px we denote a
predicate over the state spaces of the instances in K. Let [px] € P(S) denote
the set of states in which px holds. Then we define the semantics of the guarded
MSC pg : 0 as the set of behaviors whose state projection fulfills pgx at time wu,
and whose interactions proceed as described by MSC [:

[px - 0] & {(@<t) € [0]. : Oa(0)mu € [px]}

We require px to hold only at instant u. This allows arbitrary state changes
from time w on. In particular, at no other point within the time interval covered
by 0 can we assume that px still holds.

Alternative. An alternative denotes the union of the semantics of its two operand
MSCs. The operands must be guarded MSCs; the disjunction of their guards
must yield true. Thus, for0 = p: 0,0 = ¢ : 0’ with 0’<0’ € (MSC), and guards
pcq with pV g = true we define:

[0]0]. ¥ [0].u[0].

For guards p and g with pA g = true the alternative expresses a nondeterministic
choice.

References. If an MSC named X exists in the given MSC document, i.e. there
exists a pair (X<0) € MSCR for some 0 € (MSC), then the semantics of a
reference to X equals the semantics of [I. Otherwise, i.e. if no adequate MSC
definition exists, we associate the meaning of any with the reference:

[ X] def [ [0]. if (X<O) € MSCR
“ [any]., else

To identify any with an unbound reference has the advantage that we can un-
derstand the binding of references as a form of property refinement (cf. [9]).

Interleaving. Intuitively, the semantics of interleaving MSCs [ and 0 “merges”
elements (0<t) € [0], with elements (0<¢') € [0],. Formal modeling of this
merge is straightforward, albeit more technically involved; we refer the reader to
[O] for the details.

Join. The join 0 @0 of two operand MSCs I and [0 is similar to their interleaving
with the exception that the join identifies common messages, i.e. messages on
the same channels with identical labels in both operands. MSC-96 does not offer
an operator with a similar semantics.

[0 ® 0], & {(@t)e(Cx8)® x Ny :

(Fty<to :: (O<ty) € [O]u A (D<te) € [O]u At = max(t1ta))
AVX € (msgstll Nmsgstll)*<0 € (C' x §)®<ch € C<t' € [ust] NN
(X # ) A0y (D)et'seh = Oy (D )et'seh \ X))
= (vt" e N (0<t") £[0]. A @<t") £[0]u))}
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In this definition we use the notation m\n as a shorthand for the stream obtained
from m by dropping all elements that do also appear in n. By msgstl we denote
the set of message labels occurring in MSC [I.

The second outer conjunct of this definition ensures that we cannot recon-
struct the behaviors of I and [l independently from the behaviors of their join,
if the two MSCs have messages in common. This distinguishes the join clearly
from the interleaving of 0 and O, if msgstl N msgstll # () holds. In this state of
affairs, we call 0 and 0 non-orthogonal (or overlapping); if msgstl N msgstl = ()
holds, then we call 0 and 0 orthogonal (or non-overlapping).

The definition of the join operator is quite restrictive; for example, consider
the two MSCs = cllm ; clln and 0 = cln ; clm, which define two different
orderings of the messages cllm and cln. It is easy to see that we have [0 ® 0], =

0.

Preemption. The semantics of MSC [ lim s equivalent to the one of [ as

long as message chlm has not occurred. From the moment in time at which
chlm occurs, the MSC immediately switches its semantics to the one given by

0:

0o, € (@) e[ (VweEN:u<v<t:m £ (D)wsch)}
U{(0<t) € (C x §)>® x Ny
(Fv:veN:
v=min{t' : ¢’ >u A m e 0y (0)t'>eh}
A(Dcv—1) e [@]s "
A (0<t) € [O])}

Here we use the set [0]2 C (C' x §)® x N for any 0 € (MSC), which is
similar to [0],, except that each element of [0]% constrains the system behavior
until time v € Ng:

v) € (C'x §)® x Ny, :

O<t): (0<t) € [O]y : Ol = Ojues) A v < 8)}
Preemptive Loop. The definition of MSC preemption above does not capture the
restarting of an interaction in case of the occurrence of a certain message. To
handle this case we define the notion of preemptive loop. The intuitive semantics
of the preemptive loop of [ for a given message chllm is that whenever chlm
occurs [ gets interrupted and then the interaction sequence proceeds as specified
by [, again with the possibility for preemption. More precisely, we define [0 cpom
J. to equal the greatest fixpoint (with respect to set inclusion) of the following
equation:

[[Dﬂchﬂmﬂu = [[D Ciﬂ)m (Dﬁchﬂm)]]u

The fixpoint exists due to the monotonicity of its defining equation (with respect
to set inclusion).
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Trigger Composition. By means of the trigger composition operator we can
express a temporal relationship between two MSCs I and [; whenever an inter-
action sequence corresponding to [ has occurred in the system we specify, then
the occurrence of an interaction sequence corresponding to [ is inevitable:

[0 — 0], & {(@t) € (C x §)™ x Ny :
<Vt/‘t// C 00 > t” Z t/ Z u
@<ty e [0]y = (3" 00> t" > " : (O<t) € [0]pn))}

Loops. The semantics of a guarded loop, i.e. a loop of the form 0 7,, where
p represents a guarding predicate, is the greatest fixpoint (with respect to set
inclusion) of the following equation:

[07p)u = [(p: (05 01,)) [ ((=p) : empty)].

The fixpoint exists because of the monotonicity of its defining equation (with
respect to set inclusion); see [9] for the rationale, as well as for other forms of
loops (such as bounded finite repetition). On the basis of guarded repetition we
can easily define the semantics of [’s infinite repetition (written 014, ) as follows:

IID Too]]u déf [[D Ttrue]]u

For unbounded repetition we define [01,]. def Usen [0

4 Related Work

Suggestions in the literature for MSC dialects abound; [9] contains an extensive
list of references. [7l8] defines the standard syntax and semantics for MSC-96.
The 2.0 version of the UML[T4] has a new interaction model based on MSCs;
previous versions adopted a much less powerful notation. LSCs [5] distinguish
several interpretations for MSCs (similar to our discussion in [QT0JTT]), which
allow, in particular, the definition of liveness properties and “anti-scenarios”.
None of the above, however, provides operators for treating overlapping sce-
narios explicitly. By providing the semantic foundation for overlapping using
the join operator, we have taken a step towards the independent description of
collaborations defining services. Furthermore, although LSCs support complex
liveness specifications, we believe that the notion of trigger composition we have
borrowed from UNITY’s “leadsto” operator (cf. [4]), provides a more accessible
way of capturing abstract progress properties. In particular, the combination of
trigger composition and join enables separation of concerns in MSC specifica-
tions — in the sense of aspect-oriented specification and programming. We refer
the reader to [9] for a detailed treatment of further advantages of our model, such
as support for MSC refinement and synthesis of component implementations.
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5 Conclusions and Outlook

The advent of web services and service-oriented system design in general [12]
puts an increasing emphasis on component interaction as the central develop-
ment aspect. MSCs and similar notations provide a widely adopted means for
capturing such interaction patterns in the form of scenarios. MSCs, however, fall
short regarding support for important modeling aspects, including overlapping
interaction patterns, progress/liveness specifications, and preemption specifica-
tions.

In this text, using the ABRACADABRA protocol as an example, we have illus-
trated the need for corresponding extensions to the MSC notation. In the context
of service-oriented system modeling, for instance, specification tools for overlap-
ping interaction patterns are indispensable; the overall system emerges typically
as the composition of multiple services such that some components participate in
multiple services simultaneously — the corresponding interaction patterns over-
lap. Similarly, we have shown how to integrate dedicated support for preemption
into MSCs as a collaboration-oriented specification notation. Last, but not least,
we have also integrated progress specifications into the MSC notation, allowing
the developer to express abstract properties such as “whenever one interaction
pattern has occurred in the system under consideration, then another interaction
pattern is inevitable”.

We have also introduced a comprehensive, yet concise mathematical frame-
work for defining the semantics of the extensions we have described. Because
our formal model is based on the work in [9], we have at our disposal power-
ful refinement and synthesis techniques for MSCs even including the extensions
described in this text.

Areas for further work include the extension of the treatment of overlapping
interaction patterns in the direction of aspect-oriented specifications. Further-
more, the composition operators introduced here need to be substantiated by
corresponding tool support; implementation of a corresponding tool prototype
is underway.
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